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Preface

Since Wiesner first found that quantum laws may be applied for protect-
ing legitimate information in 1969, the quantum cryptology— a combination
of the quantum physics and classic cryptology— has attracted much atten-
tion since then. With further investigations, the infrastructure of the quan-
tum cryptology has become more and more clear. To conclude these research
results, some excellent books have been devoted to describe various aspects
of the quantum cryptology, such as the Quantum computation and quantum
information by Nielsen and Chuang, Quantum cryptography and secret-key
distillation using quantum cryptography by Assche, and Quantum cryptol-
ogy by Zeng. As a main application direction of the quantum cryptology,
the quantum private communication which combines the quantum cryptol-
ogy and communication techniques has recently made great progress. By far,
various investigations on this aspect have been presented, even some tech-
niques have been applied in practices. This means that the quantum private
communication has entered gradually the commerce field. This book devotes
to describe fundamental principles, typical schemes, and technical implemen-
tations for the quantum private communication.

Because the quantum private communication has currently become a
practical reality with products available commercially, it is important to focus
not only on the theoretical topics but also on the practical issues. Accordingly,
this book arranges the contents from pure theoretical descriptions to practical
applications. To reach this aim, a broad range of materials are covered in this
book, including how to protect confidentiality and authentication of the pri-
vate communication using quantum tools and typical techniques for practical
applications of quantum private communication in fiber telecommunication
systems, wireless optical communication (including satellite communication),
IP networks, and mobile communication systems, etc. Consider that cryptol-
ogy, quantum physics, and information theory are necessary ingredients to
build framework of the quantum private communication, brief introduction
on these issues is employed to make the book self-consistent.

This book originated out of a graduate course of lectures in Quantum
Secure Communication given at the Shanghai Jiaotong University. The con-
tent of this book is based on my investigations on the quantum cryptography
as well as the quantum private communication since 1997. It aims at giv-
ing an introduction on fundamental principles, typical schemes, technical
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implementations, and practical applications of the private communication in
quantum ways. Since the quantum cryptography, and subsequently the quan-
tum private communication is a multi-disciplinary subject, in this respect it
may benefit readers with various backgrounds. Thus, this book is suitable for
researchers and graduate students in the field of quantum cryptography, clas-
sic cryptography, communication engineering, computer science, electronic
engineering, quantum physics, and mathematics, etc.

This book addresses systemically some hot topics in the private commu-
nication implemented using quantum techniques from fundamental theories
to practical application techniques. It contains 9 chapters. Chapter 1 tries to
build a quantum private communication model by analogy with the Shan-
non private communication theory. Then an overview of the quantum private
communication is presented. Chapter 2 constructs a quantum security theory
which is an important fundament for the quantum private communication.
Chapter 3 introduces some preliminaries from the viewpoint of quantum bits,
which are associated with basic principles of quantum mechanics. Chapter 4
introduces the well-known quantum key distribution which has been inves-
tigated widely. Chapter 5 investigates how to protect the confidentiality
using quantum cryptographic algorithms. Chapter 6 demonstrates funda-
mental principles of implementing quantum authentication, including iden-
tity verification, message authentication, quantum signature, and channel
authentication. Both Chapters 7 and 8 introduce how to implement phys-
ically the quantum private communication using single photon signal and
continuous variable quantum signals, respectively. Finally, typical quantum
private communication systems in practices are introduced in Chapter 9.

Logically, embodied contents in this book may be divided into three parts,
i.e., fundamentals, quantum cryptographic schemes, and technical implemen-
tations in practical communication systems. Chapters 1 – 3 consist of the first
part which is engaged in building a basic theory model for the quantum pri-
vate communication from three aspects including information theory, com-
plexity theory, and security theory. To make the book self-consistent, some
quantum mechanics principles and mathematical backgrounds are introduced
briefly. For those readers who have knowledge on these aspects, one may skip
the corresponding sections. Chapters 4 – 6 are regarded as the second part
which focuses on discussing how to protect basic security requirements, i.e.,
confidentiality and authentication, of the modern communication system
using quantum techniques. To reach this aim, three aspects are addressed
in this part. Since protecting the confidentiality and authentication of the
private communication using quantum tools needs firstly to generate a key-
pair, the quantum key management is introduced in Chapter 4. This topic is
actually a main research issue in the quantum private communication. After
that some typical quantum encryption algorithms and quantum authentica-
tion schemes are described in this part. Chapters 7 – 9 consist of the final part
which focuses on the technical implementations of the quantum private com-
munication in practices. According to the current development, the quantum
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private communication may be applied possibly in the fiber telecommunica-
tion, wireless optical communication, IP networks, and mobile communica-
tion systems. All these applications are briefly introduced. Each of the three
parts in the book is self-consistent. Accordingly, they may be also regarded as
independent parts, respectively. Readers may only read the parts interested
although the author recommends to read throughout this book. This will not
influence the understanding on the corresponding contents.

Guihua Zeng
Shanghai, November 2009
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1 Introduction

An introduction on the quantum private communication is presented. Issues
including security requirements of the modern communication, overview of
the quantum private communication, and relationships among the quantum
private communication and other disciplines are addressed. In addition, a
communication model for the quantum private communication is built by
analogy with the Shannon private communication model. Finally, some key
notations and notions for the private communication are introduced.

The quantum private communication is a combination of the quantum
cryptography and modern communication techniques such as the optical com-
munication, mobile communication, and Internet network techniques. It pro-
vides a novel way for protecting the confidentiality and authentication of
modern communication systems. Different from the classic private commu-
nication, the quantum private communication is closely associated with the
physical characteristics of employed quantum signals and involved commu-
nication systems, and its security depends on the corresponding quantum
physics laws, such as the well-known Heisenberg uncertainty principle and
no-cloning theorem. Accordingly, quantum features have naturally become
important ingredients in this scenario. In applications, the quantum private
communication is always merged with the classic private communication due
to limitations on current quantum technologies. Some technologies such as
the message encryption using classic algorithm with quantum key distribution
and quantum random number generation have become practical in commer-
cial applications. This chapter presents an overview on the quantum private
communication and builds a quantum private communication model. The
aim is to outline the infrastructure of the quantum private communication
from both the theory and the implementation.

1.1 Security Requirements of Communication

Communication is a widely used word in our daily life and engineering. For
example, when two persons talk about something, the communication
between them for information exchange occurs. Actually, the communication
exists everywhere and everytime in activities of the human being. Subse-
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quently, the communication has become an interesting topic in many situa-
tions.

This book focuses on communication topics where the communication is
as an academic subject like physics, chemistry, maths, etc. In this sense, the
communication is regarded as an important component of the well-known
information science. It is doubtless that the communication plays significant
role in the information era. From the viewpoint of information science, the
communication is defined as a whole procedure of information generation,
processing, transmission, and receiving [?]. Generally, the information is rep-
resented with a message while the message is encoded into a set of suitable
codewords. Then the encoded message (information) is carried by a proper
signal for the transmission and processing. The employed signal may be var-
iously physical forms, e.g., optical signals, electromagnetic signals, etc.

Any message exchange procedure is associated with a communication sys-
tem. With the rapid development of communication technologies and comput-
ing technologies, communication systems and the associated communication
information processing technologies have been used widely in engineering,
commerce and our daily life. Currently, the optical fibre communication sys-
tem and the wireless communication system are two mainstream ways in the
modern communication field. The optical fiber communication uses telecom-
munication fiber as physical channel, and the transmitted signal is laser light
with telecommunication wavelengths, e.g., 1310 nm and 1550 nm. The wire-
less communication is a topic which includes both radio communication and
wireless optical communication. The wireless optical communication is also
called the free space optical communication. This kind of optical communi-
cation is employed in some special cases which are difficult to pave fiber. For
example, the communications in outer space and water, and the communi-
cation bestriding a canyon may use the wireless optical communication tech-
niques. Different from the optical fiber communication system, there are no
fixed physical channels in the wireless optical communication system. Surely,
the wireless communication is commonly implied to the radio communication
which uses radio signals to carry the message. This way of communication has
been developed rapidly and widely used in our daily life. With the develop-
ment of communication technologies, both the optical fiber communication
and wireless communication have become more and more integrated. For
example, the wireless communication system is often used as an access net-
work in the optical fiber communication network system. Especially, the
recently developed technique of “radio over fiber” is just a combination of
optical fiber communication systems and wireless radio communication sys-
tems [?], and this technique has been adopted in some commercial commu-
nication systems.

As usual, if the transmitted signal in a communication system is the clas-
sic signal which obeys the classic physics laws, this kind of communication is
called the classic communication. While if the transmitted signal obeys the
quantum physics laws, this way is naturally called the quantum communica-
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tion [?]. It is well-known that the classic communication has been investigated
widely and played important roles in the modern communication field. The
quantum communication has also attracted much attention since 1990s in the
last century [?, ?]. By far, it has become an interesting issue in the communi-
cation field. Generally, both a classic communication system and a quantum
communication system consist of the message source, channel, and message
sink. Their availability and creditability are ensured by coding techniques
and secure techniques, respectively.

Performance is an important parameter for a classic communication sys-
tem or a quantum communication system in the modern communication.
To reach an optimal performance one has to ensure at least the availabil-
ity of the communication system. Usually, the availability is associated with
the communication quality which is used to be called the quality of service
(briefly called QoS). To guarantee the optimal availability of the communica-
tion system, one should depress noise’s influences so that the efficient signal
can be distilled from a received signal which has a strong noise background.
For the sake of finical request and efficiency, the data from the source should
be encoded which is called the source encoding. Subsequently, the encoded
source should be decoded at the sink side which is called the source decod-
ing. To guarantee the availability of the message transmitted in the channel,
a so-called channel encoding and subsequently a channel decoding must be
necessary at the transmitter and receivers, respectively. Except for the above
operations, other techniques such as modulation and demodulation, are also
needed in a communication system. In summarization, an available commu-
nication system is always described using the well-known Shannon commu-
nication model as shown in Fig.1.1 [?]. Note, this communication model is
suitable for classic communication systems as well as quantum communica-
tion systems.

Fig. 1.1. Shannon communication model

Suppose arbitrated two legitimate communicators, i.e., Alice and Bob,
want to exchange their information through a communication system. If
transmitted messages may be public, which means each communicator may
know the content of messages, they can communicate directly with the com-
munication model in Fig.1.1. However, if exchanged messages are secret
between Alice and Bob, then such communication is not available since any-
one may read easily messages. In this case Alice and Bob would like to let
their messages be transmitted privately since transmitted messages contain
their secrecy or privacy. Any discovery of the secrecy of transmitted messages
may harm communicators’ benefits. In addition, illegitimate communicator,
called Oscar, will try to forge Alice and Bob’s legitimate messages which
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are transmitted in the channel so that the attacker—Oscar may benefits
himself through forged messages. Especially with the fast development of
e-business the security requirements for the modern communication become
importunate. However, this problem cannot be automatically solved by com-
munication itself. Obviously, to ensure the legitimate communication between
Alice and Bob be secure, a communication with security protection tools is
necessary. Such a way is called the secure communication or private commu-
nication. Subsequently, to take on the creditability of communication system,
one should build a secure communication system.

Generally, to ensure the creditability of a communication system, two
aspects, i.e., the confidentiality and authentication should be involved [?]:
• Confidentiality: When transmitting a message in a communication chan-

nel, one does not want an eavesdropper to understand contents of trans-
mitted messages, i.e., transmitted messages should be private.

• Authentication: The receiver of a message wants proof that a message
comes from a certain party and not from somebody else (even if the
original party later wants to deny it), and the received message is not
changed.

These two aspects, i.e., the confidentiality and authentication, are
basic security requirements for modern communication systems. In prin-
ciple, a communication system which may ensure the confidentiality and
authentication is called the private communication system or the secure com-
munication system. When these requirements are satisfied, the creditability
of the communication system is guaranteed. Generally, the communication
creditability depends on the capability of the involved communication system
against various attack strategies of illegitimate communicators. This will be
described in Chapter 2.

The classic private communication which combines the classic cryptology
and classic communication techniques has provided a useful way to reach
a secure communication way. However, drawbacks of the classic cryptology
lead that the security of communication systems cannot be optimal or per-
fect. This motivates further investigations on new approaches. A promising
approach is called the quantum private communication which makes use of
quantum techniques to protect private communication procedures.

Analogy to the classic private communication one may define exactly the
quantum private communication. That is, the quantum private communica-
tion is a combination of the quantum cryptology and modern communication
techniques, where the quantum cryptology includes the quantum cryptogra-
phy and quantum cryptanalysis which is similar to the classic cryptology [?].
Some researchers think that the quantum cryptography and quantum key
distribution (QKD) are synonymous; however, others think that quantum
cryptography also includes other applications of quantum mechanics related
to the cryptography, such as the quantum secret sharing, quantum secure
protocols, and quantum authentication, which have been investigated widely.
To avoid confusion on these notations, we follow the conventional definition
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in the cryptography since quantum cryptography is a new and important
chapter in the history of the cryptography. Commonly, the quantum private
communication is implemented using the quantum cryptology and commu-
nication technologies. In narrow definition, the quantum private communica-
tion is a special quantum communication which only involves pure quantum
effects. In this book, we refer to a definition in wide way for the quantum
private communication. That is, the quantum private communication means
any secure communication way which involves quantum techniques. For
example, when communicators Alice and Bob exchange their secret infor-
mation via a classic way but the key is generated using quantum techniques,
i.e., the well-known QKD scheme, then this kind of private communications is
also called the quantum private communication. As mentioned in the above,
the classic private communication cannot reach a perfect way for the secu-
rity and applications in practices. Fortunately, some drawbacks in the classic
private communication can be avoided in a quantum private communication
system so that the later is more powerful. This is why the quantum private
communication can exist even if the traditional private communication is
much more mature and powerful.

1.2 Overview of Quantum Private Communication

As an alternative of the classic private communication, the quantum private
communication may also guarantee the privacy (equally the confidentiality)
and authentication of a communication system, and the resulting effects are
more optimal in some situations, such as the security and detection abilities
on eavesdroppers’ operations. Especially, the quantum private communica-
tion may provide a more secure communication since the security is ensured
by the quantum physical laws which cannot be broken currently. Generally,
the security of the quantum private communication is associated with quan-
tum cryptographic schemes, which have been proven that even if a future
quantum computer cannot break such a kind of schemes. These security
requirements are satisfied via quantum cryptosystems and quantum authen-
tication systems.

To give a first tour on the quantum private communication we consider
the following communication model. Suppose that there is a communication
network, and arbitrated communicators Alice and Bob in this network want
to communicate secretly via a quantum private communication system so
that they can exchange a private message with strong security. This section
shows how to implement the secure communication procedure via a quantum
private communication way. Clearly, as mentioned above the privacy and
authentication are two important ingredients for the secure communication.
Thus, we firstly describe how to ensure the confidentiality and authentication
of the communication via a quantum private communication system.
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To ensure the confidentiality of a transmitted message, an appropriate
cryptosystem is necessary. Making use of the chosen cryptographic algorithms
the message is encrypted and decrypted, respectively, so that only legitimate
communicators may know the confidentiality of transmitted messages while
the eavesdropper or even the attacker cannot obtain valid information on
transmitted messages. In the classic private communication, the employed
cryptosystem may be categorized as symmetrical key cryptosystem and pub-
lic key cryptosystem [?]. The symmetrical key cryptosystem uses same keys
or a symmetrical key-pair to encrypt and decrypt transmitted messages. It
includes stream cipher algorithm, block cipher algorithm, such as the Ver-
nam cipher, the well-known data encryption standard (DES), and the cur-
rent international standard algorithm, i.e., the advanced encryption standard
(AES). The public key cryptosystem uses two different keys to encrypt and
decrypt transmitted messages. One key is the public key while another key
is the private key. Usually, the two keys construct a one-way map, but the
security of this function depends on computational complexity theories.
Accordingly, by far, all proposed public key algorithms in classic cryptol-
ogy are computationally secure. Some typical public key algorithms are the
Rivest, Shamir, and Adleman (RSA) algorithm, elliptic curve algorithm, etc.

Similar to the classic private communication, the confidentiality of trans-
mitted messages is also ensured by the cryptosystem in the quantum private
communication. However, the employed cryptosystem in this case is quan-
tum algorithms. Currently, there are two typical approaches, in principle, to
ensure the confidentiality of transmitted messages [?]. One way is to combine
the classic cryptosystem and QKD scheme. Exactly, the encryption and
decryption processes use classic algorithms such as the Vernam cipher, DES,
AES, etc., while the employed key for the message encryption and decryp-
tion which play important roles in the cryptosystem comes from the well-
known QKD scheme. For example, when Alice sends her secret messages to
Bob, they may choose the well-known classic Vernam cipher to encrypt and
decrypt messages, respectively. Since the key management is very difficult in
the classic Vernam cipher, Alice and Bob may choose a QKD scheme, e.g.,
BB84 protocol, to generate and distribute the secret key. Using the secret
key obtained with quantum techniques the confidentiality of messages may
be ensured. Where the combination of QKD with a one-time pad cipher and
an information theoretically secure message authentication scheme (used in
QKD) is referred to as quantum cryptography. In this sense, the quantum
cryptography is unconditional secure which means that it provides an encryp-
tion process that no analysis can break, irrespective of whatever advances are
made in mathematics or computer science including quantum computation.
However, with today’s technology it is impossible to use quantum cryptog-
raphy as a one-time pad stream cipher encoding typical data traffic, because
key generation rates achieved with QKD are too low by many orders of mag-
nitude. Therefore, hybrid systems are always used in practices [?], for exam-
ple, keys are generated and distributed using QKD techniques and generated



1.2 Overview of Quantum Private Communication 7

keys are employed for conventional encryption algorithms like the well-known
AES. Some practical systems for such case have been manufactured in the
recent years. The details may be referred to Chapter 9.

The other approach of ensuring the confidentiality is to adopt directly the
quantum cryptosystem with pure quantum effects. That is, the encryption
and decryption processes are quantum algorithms and the key comes from
a QKD scheme, or the encryption and decryption processes and key gener-
ation are united in a quantum algorithm. A significant difference between
the classic cipher and quantum cipher is that quantum cipher states may
be nonorthogonal. Subsequently, the attacker cannot distinguish effectively
obtained cipher states. This characteristic is very useful for the security of
employed cryptographic algorithms. Therefore, the quantum cryptosystem
may be more secure in principle than the classic cryptosystem. Of course,
quantum computing technologies are obviously needed in this approach. The
quantum computer is out of the anticipation since the difficulties in many
aspects such as the quantum memory, integration of quantum circuits, and
implementation of entanglement with lager number quanta. Fortunately, it
has been shown that some simple quantum computing technologies are avail-
able in practices. Subsequently, pure quantum cryptographic algorithms
depending on these technologies are implementable physically. According to
the characteristics of employed keys, such a kind of algorithms is divided into
the quantum symmetrical key algorithm and quantum public key algorithm.
The details for these algorithms will be presented in Chapter 5.

The authentication characteristics are ensured by authentication schemes
which are associated actually with cryptosystem [?]. Authentication tech-
niques are used to verify communicators’ identities and integration of trans-
mitted messages so that the forgery is impossible or may be prevented. This
is another important aspect for the security of a private communication sys-
tem. In fact, authentication techniques have become a key element in QKD
schemes which are very important for the secure quantum communication
system. To ensure the secure QKD procedure the communicators should first
share a short authentication key for the channel authentication. Without this
authentication procedure, the QKD scheme cannot reach unconditional secu-
rity even the obtained key is possibly insecure since Man-in-the-mid attacks.

Generally, the authentication includes the identity verification and mes-
sage authentication. The identity verification is used to identify identifications
of legitimate communicators, and the message authentication is employed
to certify that a message is from and has not been altered in transit. For
most of recorded history, authentication has depended on physical objects
that are hard to copy, such as seals and signatures. Such devices provide
limited security, and they cannot be used at all for digital electronic docu-
ments, such as bank transactions, which are often transmitted over insecure
telecommunications lines. Fortunately, several mathematical techniques are
available for authenticating digital messages in the classic private communi-
cation. Combining classic approaches, there are three ways for implementing
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the authentication in a quantum private communication system. One is to
use pure classic authentication approaches. In 1979, Wegman and Carter of
IBM discovered a digital authentication scheme that does provide provable
security [?]. It has been shown that this scheme is useful for identity ver-
ification in the well-known QKD system. Another is a combination of the
classic authentication algorithm with an assistant of QKD techniques. Like
the Vernam cipher, the authentication requires that the sender and receiver
possess beforehand a shared secret key. Thus Wegman-Carter authentication
and QKD can be combined to reach the task of the identity and message
authentication. The last approach is a pure quantum approach. Like a pure
quantum cryptosystem, a pure quantum authentication scheme is possible.
Especially the pure quantum authentication scheme is necessary in a quan-
tum network which has become a hot topic in recent years. In Chapter 6 the
identity verification and message authentication will be introduced.

According to the above descriptions one finds that both the confiden-
tiality and authentication properties are associated with cryptographic keys.
This gives rise to an important problem: key management. Consequently,
except for the confidentiality and authentication properties the key manage-
ment is also an important ingredient for implementing the quantum private
communication. Actually, the key management has become a crucial issue
in the classic cryptography as well as quantum cryptography. For instance,
the well-known Vernam cipher becomes no practical since difficulty of the
key management. Generally, the key management includes mainly the key
generation, key distribution, key exchange, key storage, and key update in
secure ways. According to current techniques, one cannot construct a good
key management system only using quantum way since some techniques (e.g.,
the qubit storage) are not available. However, the secure key generation, dis-
tribution, and exchange are implementable using QKD techniques [?]. Gener-
ation and distribution of secure key via quantum techniques will be discussed
in Chapter 3.

As the quantum private communication has become a practical subject
with products available commercially, it is important to focus not only on
theories but also on practical issues. Thus, the physical implementation of the
quantum private communication is also an important part. Different from the
classic private communication system where the physical implementation is
not important, the implementation of the quantum private communication is
associated closely with physical signals. Presently, two kinds of quantum sig-
nals, i.e., discrete variable quantum signals and continuous variable quantum
signals, are always employed. Using the discrete variables quantum signals
one may implement the so-called single photon quantum secure communica-
tion, while if one use continuous variable quantum signals (e.g., coherent state
and squeezed state signals) a kind of continuous variables quantum secure
communication can be implemented. How to generate and transmit single
photon signals and continuous variable quantum signals will be discussed in
Chapters 7 and 8. While fundamental physics principles for these quantum
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signals and their transmission and detection properties will be presented in
Chapter 2 from viewpoints of quantum bits (briefly called qubits).

In practices, the quantum private communication is usually implemented
in a communication network, e.g., an optical fiber network or/and a wire-
less optical network which are over the Internet network based on Internet
Protocol (IP) techniques. Thus the combination of quantum secure schemes
with practical communication network techniques becomes a new issue which
should be solved to implement a quantum private communication system. In
the modern communication network, the standard network model [?], i.e.,
the OSI model which is actually a 7-layer network model, including phys-
ical layer, link layer, network layer, transport layer, session layer, presen-
tation layer, and application layer, is always employed. The physical layer
focuses on the signal transmission and processing. From the physical view-
point, if transmitted signals obey classic physics laws, this communication is
called the classic communication. While if transmitted signals obey quantum
physics laws, this kind of communication ways may be called the quantum
communication. Since the main network is over the Internet network, to
implement the quantum private communication in a practical communica-
tion system, one should consider the combination of quantum protocols with
the IP protocol and IPSec protocol. In addition, some new techniques, e.g.,
the quantum virtual private network (QVPN) should be investigated. These
notations will be introduced in Chapter 9. Some international organizations
such as the European Telecommunications Standards Institute (ETSI) are
considering to make standard for the application of QKD techniques in prac-
tical telecommunication networks [?].

Different from the common communication, the security is a kernel ingre-
dient for a private communication system. Although many researchers (espe-
cially the physicists) only believe the unconditional security of the quantum
cryptographic scheme, from the viewpoints of engineering and cryptology,
some quantum schemes with computational security based on the quantum
complexity theory are also very useful. Thus, this book will concern both
the unconditional security and quantum computational security. But please
note, the quantum computational security relies on the quantum complex-
ity theory which depends on the quantum Turing machine which will be
described in Section 2.5.1. In addition, to support the security of quantum
schemes for the quantum private communication, the quantum information
theory and quantum complexity theory are naturally necessary. Clearly, this
is different from the classic computational security associated with the clas-
sic Turing machine [?]. Of course, it is noted that the classic computational
security has played an important role in the practical private communica-
tion. Some quantum cryptographic algorithms with quantum computational
security have been proposed based on the quantum complexity theory. Using
the quantum complexity theory, one may also build the security theory for
the quantum cryptography which will be introduced in Chapter 2.

In conclusion, a glimpse on the quantum private communication is pre-
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sented in this section. To construct a perfect quantum secure communication
system in a practical network system, one should not only concern the cryp-
tographic scheme and security of the quantum private communication which
are associated with the confidentiality and authentication but also technical
implementations and engineering issues. In remainder chapters how to solve
these problems will be introduced in detail.

1.3 Private Communication Models

In order to investigate characteristics of the private communication, a private
communication model should be built. In the classic scenario, it has been
modeled mathematically by Shannon in 1949. This section tries to construct
a quantum private communication model so that various quantum private
communication systems can be modeled in a united way. To reach this aim,
the quantum private communication model is constructed by analogy with
the Shannon private communication model. Accordingly, a brief introduction
on the classic private communication model is necessary before describing
the quantum private communication model.

1.3.1 Classic Secure Communication Model

In a private communication system, three participators are usually involved,
i.e., communicators (including sender and receiver) and a cryptanalyst. An
illegitimate cryptanalyst is always called the attacker. The attacker will try
to break the private communication system so that he can steal effective
information or forge transmitted messages. The aim is to benefit himself with
employed attack strategies. Generally, there are two class attack strategies
on the private communication system. The attack for breaking the confiden-
tiality is called the passive attack which only eavesdrop transmitted messages
without changing it. In contrast, the attack for destroying the authentication
is called the active attack which will change transmitted messages.

To protect the confidentiality of transmitted messages, a well-known pri-
vate communication model was first presented by Shannon in 1949 [?]. This
model with slight revision is shown in Fig.1.2. Shannon’s private communica-
tion model consists of six elements, i.e., message source, encryption algorithm,
channel, decryption algorithm, cryptanalyst, and message sink. In detail, a
message m generated by the message source is encrypted by the encryption
algorithm Ek which is controlled under the key k, consequently, a ciphertext
c is created. After transmitted in the channel, the ciphertext c is decrypted
by the decryption algorithm Dk′ , which is controlled under the key k′, then
the plaintext m is recovered by the sink. Here, the decryption key k′ might
be the same as the encryption key k, i.e., k′ = k, this case corresponds to the
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symmetrical key cryptosystem. Also, the decryption key k′ might be different
from the encryption key k, i.e., k �= k′, which corresponds to the unsymmet-
rical key cryptosystem. In practices, a cryptanalyst will break the private
communication system using the obtained information from the channel and
some prior knowledge so that he may benefit himself.

Fig. 1.2. Schematic for classic private communication

To ensure the authentication of the private communication system,
active attacks should be prevented. Generally, there are two kinds of attack
strategies, i.e., impersonative fraudulent attacks and substitution fraudulent
attacks. Initially, the authentication model was founded by Simmons in 1979
[?]. This model uses the authentication code which is similar to the error-
correction code. Its diagram is very similar to the Shannon’s private com-
munication model with substitutions of encryption and decryption using the
authentication coding and authentication decoding, respectively. In practices
the authentication is always ensured using cryptosystem. In this case the
authentication procedure may be described in Fig.1.2.

As well-known, the Shannon private communication model has become
one of foundations of classic private communication systems. Combining the
private communication model presented in Fig.1.2 with assistant of the com-
plexity theory used in public key cryptosystem and the authentication theory,
the confidentiality and authentication issues in the classic communication
may be solved in principle.

1.3.2 Quantum Private Communication Model

The private communication aims at preventing various attack strategies so
that legitimate messages transmitted in a communication channel is pro-
tected. Generally, there are two kinds of attack strategies, i.e., the passive
attack and active attack. To defend the passive attacks a cryptosystem for
the encryption and decryption processing is necessary. While to defend the
active attacks an authentication system for authenticating the identity of
communicators or authenticity of messages is necessary. All these crypto-
graphic procedures are associated with a key-system which is symmetrical or
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unsymmetrical.
No exceptions for the quantum private communication. To protect legit-

imate messages, a cryptosystem is needed. As described previously, two
approaches are involved. One is the combination of classic encryption
algorithms controlled by a key which is obtained using QKD protocols. Since
techniques of classic algorithms are mature, the key problem in this case
is the QKD procedure. Another is directly to employ the quantum encryp-
tion algorithm to protect legitimate messages. To prevent the active attacker,
quantum authentication approaches are needed although the classic authen-
tication may play roles in some scenarios.

The book mainly considers the quantum private communication model
which is associated with the QKD, quantum cryptosystem, and quantum
authentication. The quantum private communication model may be defined
using a similar way of the classic private communication. Combining the
investigation on the QKD, quantum encryption, and quantum authentication,
a quantum private communication model is demonstrated in Fig.1.3. In this
figure, the states ρ and ρ′ denote respectively message states and cipher
states, they may be pure states or mixed states. Components of the quantum
operations correspond to the encryption and decryption processes. While
controllers A and B play the similar roles of keys. Comparing to Fig.1.2 one
finds that the quantum private communication model is similar to the classic
private communication model. But here the quantum features are involved.

Fig. 1.3. Schematic for quantum private communication

Fig.1.3 has integrated the QKD procedure, quantum cryptosystem, and
quantum authentication. For the quantum cryptosystem and quantum
authentication, Controllers A and B are respectively the encrypting key
and decrypting key like that in the Shannon private communication model,
and quantum operations play roles of encryption algorithms and decryption
algorithms like that in Fig.1.2. For the QKD scheme, there is some special
characteristics. In this case, Controllers A and B imply random numbers
which are used to control the choice of measurement bases by the commu-
nicators called Alice and Bob, and quantum operations are actually random
measurements operated by the communicators.

Integrating the above ingredients, one may imagine the following patterns
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for the quantum private communication. Suppose arbitrated two communi-
cators called Alice and Bob in a communication network want to establish
a secure communication in quantum ways, they should ensure two security
ingredients, i.e., confidentiality and authentication, of the communication
system so that the involved communication system is secure. Clearly, to guar-
antee the confidentiality a proper cryptosystem should be employed, while
to ensure the authentication the authentication schemes must be involved.
At the same time, protections of both the confidentiality and authentication
need secure key management systems. Accordingly, to implement a quantum
private communication, cryptosystems, authentication schemes, and secure
key management systems are three basic ingredients. All involved operations
in these ingredients may be in classic ways or quantum ways, but at least
one of these ingredients should have quantum characteristics. Therefore, the
quantum private communication may be defined as follows: a kind of com-
munication which ensures its confidentiality and authentication in quantum
ways.

1.4 History of Quantum Private Communication

Fundament of the classic private communication is a classic cryptology. Sim-
ilarly, the quantum private communication depends on the quantum cryptol-
ogy which is a special chapter in the history of the cryptology. Accordingly,
the private communication originated from the cryptology which has a long
history.

The art of cryptology began at about 3000 years ago and has played an
important role in history ever since. However, all presented cryptosystems are
not provable security until the Vernam cipher was presented. In 1917 during
World War I, Vernam of American Telephone and Telegraph Company and
Mauborgne of the U.S. Army Signal Corps developed the first truly unbreak-
able code called the Vernam cipher. One distinctive feature of the code is that
the cipher needs a key which is long as the message being transmitted, and
the key cannot be reused for another message. This feature leads the Vernam
cipher to be impractical in commercial applications since the distribution and
storage of the private key is very expensive.

Academic interests in cryptology grew more intense in the mid-1970s,
when Diffie, Hellman, and Merkle discovered the principle of public-key cryp-
tosystems (PKC) [?]. Soon afterward, in 1978, Rivest, Shamir, and Adleman
devised a practical implementation called RSA algorithm [?]. The distinc-
tive feature of PKC is that there are two keys: one is private and another
is public. This feature leads the convenience of cryptosystems in practices.
Offsetting this advantage is the fact that public-key systems have not been
proven to be secure. Indeed, in 1982 Shamir cracked one of the early public-
key cryptosystem, the snapsack cipher [?]. In addition, the computational
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complexity of public key cryptosystems is very high although the well-known
NTRU algorithm is faster [?].

Several years before the discovery of PKC, another striking development
had quietly taken place: the union of cryptography with quantum mechan-
ics. Around 1970 Wiesner, then at Columbia University, presented a paper
entitled “Conjugate coding”, explaining how quantum physics could be used,
at least in principles, to accomplish two tasks that were impossible from
the perspective of classic physics [?]. One task was a way to produce bank
notes, which was called “quantum bank notes”. A picture for a quantum bank
note, which stores 100 Chinese Yuan (RMB), is plotted in Fig.1.4. Since the
no-cloning theorem the so-called quantum bank note would be physically
impossible to counterfeit. Another task in Wiesner’s paper was associated
with the multiplexing channel which was employed to combine two bits clas-
sic messages into a single quantum transmission from which the receiver could
extract either message but not both. This scheme is very similar to the prin-
ciple of the classic 1-out-2 obvious transfer proposed by Even, Goldreich and
Lempel in 1985 [?]. Although Wiesner opened a new era in cryptography,
unfortunately, his paper was rejected by the journal to which he submitted
it, and it went unpublished until 1983.

Fig. 1.4. A quantum bank note according to Wiesner’s proposal

In 1979, Bennett and Brassard, who knew of Wiesner’s ideas began think-
ing of how to combine them with PKC [?]. At the beginning their realiza-
tions were impractical for they focused on PKC with quantum state storage
techniques. In 1984, Bennett and Brassard realized that the transmission of
quantum states is very important. Subsequently, they devised the first QKD
scheme which is called the BB84 protocol lately [?]. This scheme was exper-
imental implemented in 1989 which was published in 1992 [?].

Motivated by idea of the BB84 protocol, the theoretical ideas of Deutsch
of the University of Oxford led Ekert to conceive of different QKD scheme
which is implemented using correlation of Einstein-Podosky-Rosen (EPR)
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pair [?]. In 1991, utilizing the idea conceived by Palma of the University of
Palermo, Rarity and Tapster of the British Defence Research Agency started
experiments implementing Ekert’s scheme [?]. Lately, Ekert’s scheme is called
the EPR protocol.

Currently, the BB84 protocol and EPR protocol are two basic QKD pro-
tocols. After 20 years of basic research, quantum cryptography has meanwhile
led to first commercial products. By far, one may generate quantum key over
200 km in a telecommunication optical fibre [?] and over 1480 km in a free-
space between the Matera Laser Ranging Observatory of the Italian Space
Agency and the satellite Ajisai, a low-Earth orbit geodetic satellite [?]. These
experiments will be described in Chapter 9. In addition, a theory construction
for the quantum cryptology has been built gradually.

As the main application of the quantum cryptology, the quantum pri-
vate communication which combines the quantum cryptology and commu-
nication techniques has become gradually a hot topic. Like that in the clas-
sic scenario the aim of the quantum private communication is to protect
the confidentiality and authentication for practical communication systems.
With the development of quantum cryptographic techniques, the quantum
private communication enters gradually into the field of practical applica-
tion. Currently, its applications in optical communication systems, mobile
communication systems and IP network systems have been developing. For
example, the quantum private communication in the well-known passive
optical network (PON), which is an important access network for the all-
optics communication, has been implemented experimentally, and the quan-
tum private communication over the IP network has been building under a
DAPA project supported by the Department of Defense (DoD) in USA.

1.5 Relationship with Other Subjects

It is well-known that the interdiscipline is a main feature of the cryptology.
No exception for the quantum cryptology. Subsequently, the quantum private
communication based on the quantum cryptology is a typical cross-discipline
which is associated with many subjects. This characteristic is similar to the
classic private communication. Since the quantum private communication
involves not only theoretical topics but also practical issues, it is associated
with at least three kinds of subjects. One is the fundamental subject such
as quantum mechanics, information theory, complexity theory, etc. Another
is associated with technical subjects, e.g., laser physics, nonlinear optics,
etc. The last one is practical application subjects, for instance the optics
communication, wireless communication, Internet network, etc.

The relationships of the quantum private communication with other sub-
jects are sketched from three different routes. Firstly, from the viewpoint of
the information science, the quantum private communication which depends
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closely on the quantum cryptography is a new information processing tech-
nique. This technique processes the quantum information and classic informa-
tion using quantum approaches. The novel characteristic of quantum effects
leads a more powerful secure communication way than the classic secure com-
munication. Accordingly, the quantum private communication is associated
with the Shannon information theory, complexity theory, and quantum
information theory. Secondly, since the quantum private communication is a
combination of quantum physics, cryptology and communication techniques,
surely, it is associated with the quantum physics, quantum optics, and laser
physics. Some physical effects from these subjects are often used to design the
protocols or algorithms. Actually, the quantum physics laws are fundament
of the quantum private communication as well as the quantum cryptography.
Finally, to implement the quantum private communication in technique, some
technical subjects and communication subjects are associated. These subjects
include such as the optical communication, electro-optics technology, linear
optics, nonlinear optics, and network technique. In addition, some impor-
tant access networks, such as the passive optical network and Virtual private
network, are also related with the the quantum private communication.

According to the above descriptions, the relationships of the quantum pri-
vate communication with other subjects are plotted in Fig.1.5 with an inverse
tree structure. Of course, one should note that this figure is not complete, i.e.,
not all related subjects are contained. Especially, with further investigation
more subjects might be associated with the quantum private communication.

1.6 Notations and Conventions

Most notations and notions have been listed in the index part. Since the
following notations and conventions play important roles in the cryptology
as well as the private communication, and will be often implicated, we here
present a section to describe them in detail. After that these notations and
notions will be applied directly without explanation in the book.

1.6.1 Random Variables

The random variable is a widely used notation in information science. It
is also an important conception in the book. Mathematically, random vari-
ables are used in the study of probability. They were developed to assist in
the analysis of games of chance, stochastic events, and results of scientific
experiments by capturing only mathematical properties necessary to answer
probabilistic questions. Essentially, a random variable is not a variable but
rather a function, which assigns unique numerical value to all possible out-
comes of a random experiment under fixed conditions.
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There are two types of random variables, i.e., the discrete random vari-
able and continuous random variable. A discrete random variable takes values
from a countable set of specific values, each with some probability greater
than zero. A continuous random variable takes values from an uncountable
set, and the probability of any one value is zero, but a set of values can have
positive probability. Clearly, a random variable has an associated probability
distribution and frequently also a probability density function. Probability
density functions are commonly used for continuous variables. Random vari-
ables can also be “mixed”, having attributes of both discrete and continuous
random variables.

Mathematically, a random variable is thought of as a function mapping
the sample space of a random process to real numbers. Let (P,F, P ) be a
probability space and (N ,Σ) be a measurable space, where P denotes a
probability set with event set F, N is a number set, P ∈ P and Σ is a
nonempty collection of all possible subsets of N (including N itself) that is
closed under complementation and countable unions of its members. Then a
random variableX is formally defined as a measurable functionX : P → N .
An interpretation of this is that the preimage of “well-behaved” subsets of
N (elements of Σ) are events (elements of F), and hence are assigned a
probability by P .

A discrete random variable X(xi, p(xi)) implies a finite set x consists of
N elements {xi ∈ x|i = 1, 2, . . . , N}, the probability distribution for each
element is p(xi) with

∑
i pi = 1. Similarly, the continuous random variable

X(x, p(x)) is defined as an uncountable set x together with a probability
density function p(x) on x.

1.6.2 Cryptosystem and Cipher

The aim of the private communication is to ensure the confidentiality and
authentication of transmitted messages in a communication system. As men-
tioned in Section 1.2, both the confidentiality and the authentication are
associated with cryptosystem. Accordingly, the cryptosystem is an often used
notion in the private communication. This section introduces this notion and
the correlated notions.

A cryptosystem refers to a suite of algorithms needed to implement a
particular form of encryption and decryption. Typically, a cryptosystem con-
sists of three algorithms: one for key generation and/or distribution, one for
encryption, and one for decryption. In cryptography, the key generation and
distribution algorithm is a process of how to generate and distribute secure
keys or key-pair. The encryption is a process of transforming information
(referred to as plaintext) using an algorithm to make it unreadable to any-
one except those possessing special knowledge, usually referred to as a key.
The result of the process is encrypted information (referred to as ciphertext).
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In many contexts, the word encryption also implicitly refers to the reverse
process, decryption (e.g., “software for encryption” can typically also per-
form decryption), to make the encrypted information readable again (i.e., to
make it unencrypted). Encryption, by itself, can protect the confidentiality
of messages, but other techniques are still needed to protect the integrity
and authenticity of a message; for example, verification of a message authen-
tication code (MAC) or a digital signature. Standards and cryptographic
software and hardware to perform encryption are widely available, but suc-
cessfully using encryption to ensure security may be a challenging problem.
A single slip-up in system design or execution can allow successful attacks.

A classic cryptosystem means involved algorithms, i.e., the key generation
algorithm, encryption algorithm, and decryption algorithm, are implemented
in classic ways. While a quantum cryptosystem implies the encryption and
decryption processes are implemented in classic ways with quantum keys or
all involved algorithms are implemented in pure quantum ways. Generally,
the classic cryptosystem as well as the quantum cryptosystem are divided
into two categories, i.e., the symmetrical key cryptosystem and public key
cryptosystem. In the former, the encryption key and decryption key are sym-
metrical or the same, but the encryption key and decryption key are different
in the later.

In a cryptosystem, other notions such as plaintext, ciphertext, and key
are always involved in. The so-called plaintext is a coded message without
encryption process. Combining the quantum cryptology, the plaintext con-
sists of qubits or/and classic bits. The particles which carry plaintexts is
called as the plaintext particle, and the quantum state of plaintext particles
is called as the plaintext state. The plaintext space is a set consists of all
possible coded messages. Similarly, the ciphertext consists of qubits or/and
classic bits, and ciphertext particles mean the particles carried the ciphertext,
and the ciphertext state means the quantum state of ciphertext particles. It
is noted that plaintext particles and ciphertext particles may be the same,
but the plaintext state and ciphertext state must be different. The ciphertext
space is a set consists of all possible cipher.

Finally, this book have to mention two often used notions, i.e., the cipher
and cryptosystem. The term cipher (sometimes cypher) is often used to refer
to a pair of algorithms, one for encryption and one for decryption. Therefore,
the term “cryptosystem” is most often used when the key generation algo-
rithm is important. In addition, one should note that differences between the
cryptosystem and the cryptographic system. A cryptographic system implies
any computer system that involves cryptography.
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2 Quantum Security Theory

This chapter devotes to building a security infrastructure for the quantum pri-
vate communication. To reach this aim, some fundamental subjects including
quantum mechanics, quantum information theory and quantum complexity
theory are introduced. Of these fundamental subjects, the quantum mechan-
ics is the cornerstone. With these fundamental subjects, a security theory for
the quantum private communication is built.

In previous chapter, an overview of the quantum private communication
has been presented and a quantum private communication model has been
constructed. This chapter investigates the security theory for the quantum
private communication. For convenience, this kind of security theory is called
a quantum security theory in this book. As usual, both the information-
theoretic security and computational security which is very useful in practi-
cal applications are contained in the quantum security theory. Different from
the scenarios in the classic private communication, however, the information-
theoretic security and computational security are here based on the quantum
information theory and quantum complexity theory, respectively. To con-
struct the quantum security theory, three aspects are involved including the
information theory, complexity theory, and security model. The information
theory contains both the Shannon information theory and quantum informa-
tion theory. The complexity theory is associated with the classic complex-
ity and quantum complexity theory which is based on the quantum Turing
machine (TM). And the security model is a general description for the quan-
tum security theory based on the information theory and complexity theory.
Before describing in detail the quantum security theory, some fundamen-
tals including the mathematical backgrounds and quantum mechanics are
described. They are actually the cornerstones of the quantum security the-
ory.

2.1 Introduction

A communication model for the quantum private communication has be con-
structed in Chapter 1. This model provides a clearly physical picture for the
communication procedure of the private communication implementing in
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quantum ways. As well known, the security is extremely important in classic
private communication systems. There is no exception for the quantum pri-
vate communication system. In fact, any private communication system is not
useful without a powerful security guarantee. Herewith, this chapter investi-
gates the quantum security theory for the quantum private communication.

Previously, investigations concerning the security for a quantum private
communication system are mainly focused on the security problems of the
quantum key distribution schemes. In this scenario, various approaches,
which have been proposed from viewpoints of physics, mathematics, or infor-
mation theory, have proven that the proposed quantum key distribution pro-
tocols are unconditional security, or say information-theoretic security which
is closely associated with the information theory. However, this is not all for
the quantum security theory. Like the classic private communication, cryp-
tographic algorithms with computational security should be always employed
in a practical quantum private communication systems. Actually, some
algorithms for the quantum private communication, e.g., quantum public
key cryptosystems, have been investigated. The security of these algorithms
depends on the quantum complexity theory. Thus, like the security theory
for the classic private communication, the security for the quantum private
communication is also associated with both the information theory and com-
plexity theory. However, here both the information theory and complexity
theory are referred to the quantum information theory and quantum com-
plexity theory depending on quantum mechanics, respectively. Thus, this
chapter first introduced fundamentals of quantum information theory and
quantum complexity theory, and then tries to construct a quantum security
theory.

As mentioned in the above, the quantum information theory and quan-
tum complexity theory are closely associated with quantum mechanics.
Accordingly, quantum mechanics are briefly introduced with describing sev-
eral postulates. In addition, consider that the linear algebra is the fundament
of quantum mechanics, some mathematical background combining quantum
notations are presented so that readers who have no such basis can read this
book. In the mathematical background, properties of the Hilbert space are
mainly presented.

2.2 Mathematical Background

This section introduces briefly some linear algebraic knowledge for the quan-
tum private communication. For those readers who have such knowledge
may skip this section. As the fundament of quantum mechanics two import
notations are always employed, i.e., the Hilbert space and operators. For the
details on the linear algebra one may refer to Ref.[?]



2.2 Mathematical Background 25

2.2.1 Hilbert Space

In the quantum information processing, the most interest space is the complex
number space denoted Cn: the space of all n-tuples of complex numbers.
Denote Cn = (c1, c2, . . . , cn) with ck = ak + ibk and k = 1, 2, . . . , n, where ak
and bk are real numbers. Let V denotes a linear space, one has

Cn ⊂ V. (2.2.1)

The element of a linear complex space is called as a vector. A vector can
be denoted using a one column matrix v

v =

⎛⎜⎜⎜⎜⎜⎝
c1

c2
...

cn

⎞⎟⎟⎟⎟⎟⎠ . (2.2.2)

Since the main motivation in this book for introducing linear algebra is for the
quantum private communication, notations should be following the quantum
standard. Making using of quantum notations, the vector v is denoted |v〉
called ket, where the symbol |·〉 is a Dirac notation and v is a label for a
vector. A concomitant expression for the vector |v〉 is 〈v| called bra, which
denotes the dual vector of the ket. In addition, (|v〉)∗ = (c∗1, c

∗
2, . . . , c

∗
n)T

and (|v〉)† = ((c∗1, c
∗
2, . . . , c

∗
n)

T)T = 〈v| denotes the complex conjugate and
Hermitian conjugate of the vector |v〉, respectively.

An inner product is a kind of operations on vectors in the complex space.
In details, the inner product is defined as follows.

Definition 2.2.1 Let V be a linear space over complex number field
C, and |φ〉 and |ψ〉 be arbitrary vectors in the space V. The function G :
V× V→ C is defined as an inner product, where

G : C = (|φ〉, |ψ〉) ≡ 〈φ|ψ〉. (2.2.3)

Theorem 2.2.1 Any inner product is conjugate-linear, i.e.,(∑
i

λi|wi, |vi〉
)

=
∑
i

λi (|wi〉, |vi〉) . (2.2.4)

If a complex space is defined with operations of the inner product, this
kind of vector space calls inner product space.

Definition 2.2.2 If the inner product has been defined in the linear
space V, and following conditions are satisfied for arbitrary vectors |φ〉 and
|ψ〉 in a complex number space: 1) 〈ψ|φ〉 = (〈φ|ψ〉)∗, where (〈φ|ψ〉)∗ is the
complex conjugate of 〈ψ|φ〉; 2) 〈ψ|ψ〉 ≥ 0 with equality if and only if |ψ〉 = 0;
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and 3) (|φ〉,∑n
i=1 αi|ψi〉) =

∑n
i=1 αi (|φ〉, |ψi〉) for arbitrary |φ〉, |ψi〉 ∈ V and

αi ∈ C. Then V is called as an inner product space.
In quantum mechanics as well as the quantum information, Hilbert space

is an important notation. The Hilbert spaces is defined as follows.
Definition 2.2.3 A Hilbert space is exactly the same thing as an inner

product space. Usually the Hilbert space is denoted as H .
For examples, the 2-dimension Hilbert space which is often employed

in the quantum information processing is denoted H2, and an n-dimension
Hilbert space is denoted Hn.

2.2.2 Properties of Hilbert Space

A linear space is spanned by some basic vectors, and this is the same for the
Hilbert space. In the Hilbert space a vector is usually called a state vector.
This notation is employed in the follows.

1) Basic vectors

Let |ψ〉 be an arbitrary vector in Hilbert space, i.e., |ψ〉 ∈H , its Hermi-
tian conjugate is 〈ψ|. They have the following relations

(|ψ〉)† = 〈ψ|. (2.2.5)

If |ψ〉 = 0, the vector |ψ〉 is called the zero vector. Please note |0〉 �= 0, since
|0〉 is always employed to denote a non-zero vector, while 0 denotes only a
number.

The length of the vector |ψ〉 in Hilbert space is defined as follows,

Lψ =
√
|〈ψ|ψ〉|, (2.2.6)

where Lψ is also called the norm of the vector |ψ〉. Distance of arbitrary two
vectors |ψ〉, |φ〉 in Hilbert space is given by

ΔL =
√
| (〈ψ| − 〈φ|) (|ψ〉 − |φ〉) |. (2.2.7)

The angle of two arbitrated vectors reads

cos θ =
|〈ψ|φ〉|
LψLφ

. (2.2.8)

2) Vector operation

Since the Hilbert space is a linear space, operations defined in the lin-
ear space are completely suitable for vectors in the Hilbert space. Let |φ1〉,
|φ2〉, . . ., |φn〉 ∈ H and c1, c2, . . . , cn ∈ C, the linear combinator (addition)
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|Ψ〉 of these vectors is still a vector in the Hilbert space, and the addition
vector is denoted as

|Ψ〉 = c1|φ1〉+ c2|φ2〉+ . . .+ cn|φn〉. (2.2.9)

There are two kinds of vector multiplication operations, i.e., the inner
product and tensor product. The inner product has been introduced in pre-
vious, so that we here focus on the tensor product.

Definition 2.2.4 Let |φ〉, |ψ〉 ∈ H , then |Φ〉 = |φ〉 ⊗ |ψ〉 is called the
tensor product of two vectors |φ〉, |ψ〉.

The tensor product is a way of putting vector spaces together to form
larger vector space. This is very useful for the multi-particle quantum system
which is always involved in the quantum information processing. Since the
vector may be denoted in matrix form, the tensor product of state vectors is
associated with the tensor product of matrices. It has properties as follows,⎧⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎩

c|φ〉 ⊗ |ψ〉 = (c|φ〉)⊗ |ψ〉 = |φ〉 ⊗ (c|ψ〉),

|φ〉 ⊗ (|ψ1〉+ |ψ2〉) = |φ〉 ⊗ |ψ1〉+ |φ〉 ⊗ |ψ2〉,

|φ〉⊗k = |φ〉 ⊗ |φ〉 ⊗ . . .⊗ |φ〉︸ ︷︷ ︸
k

.

(2.2.10)

3) Representation

Suppose there are n vectors |v1〉, |v2〉, . . . , |vn〉 in the linear space, they
may be linearly dependent or linearly independent, which is defined as follows.

Definition 2.2.5 A set of non-zero vectors {|v1〉, |v2〉, . . . , |vn〉} is lin-
early dependent if there exists a set of complex numbers a1, a2, . . . , an with
ai �= 0 for at least one value of i, such that

a1|v1〉+ a2|v2〉+ . . .+ an|vn〉 = 0. (2.2.11)

Otherwise, it is linearly independent.
If a vector set {|v1〉, |v2〉, . . . , |vn〉} in the Hilbert space H is linearly

independent, the vector elements satisfy orthogonal-normalized condition,
i.e.,

〈vi|vj〉 = δij =

{
0, i �= j,

1, i = j.
(2.2.12)

In this case, the vector set consists a basis in the Hilbert space H , and the
vector set is called an orthogonal and normalized vector set.

Since the linearly independent vector set {|v1〉, |v2〉, . . . , |vn〉} is regarded
as a basis in the Hilbert space H , any vector in the space H can be denoted
using the basis, i.e.,

|ψ〉 =
n∑
i=1

ai|vi〉. (2.2.13)
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As an example, in a 2-order Hilbert space H2, a basis {|v1〉, |v2〉} is
denoted by the following forms,

|v1〉 =
(

1

0

)
, |v2〉 =

(
0

1

)
, (2.2.14)

then arbitrary vector |v〉 is denoted using this basis,

|v〉 = a1|v1〉+ a2|v2〉. (2.2.15)

Generally, a vector space has many different spanning sets. For example, the
vector presented in the above example may be represented in following way.
Given a new basis {|ṽ1〉, |ṽ2〉} which is denoted by the following forms,

|ṽ1〉 =
1√
2

(
1

1

)
, |ṽ2〉 =

1√
2

(
1

−1

)
. (2.2.16)

The same vector denoted in Eq.(2.2.15) is represented as

|v〉 = a1 + a2√
2
|ṽ1〉+

a1 − a2√
2
|ṽ2〉. (2.2.17)

Eq.(2.2.13) implies that every vector in the Hilbert space is denoted using
the basis, which means the space is spanned by this basis. Thus the basis of
the Hilbert space is also called a spanning set. In details, the spanning set is
defined as follows.

Definition 2.2.6 A spanning set is a set of vectors {|vi〉, |i = 1, 2, . . . ,
n} such that any vector |v〉 can be written as a linear combination.

Using the basis, the inner product of any two vectors can be denoted. Let
|v〉 and |w〉 be arbitrary vectors in the Hilbert space H , the inner product
is given by

〈v|w〉 =

⎛⎝∑
i

vi|i〉,
∑
j

wj |j〉

⎞⎠
=
∑
i,j

v∗iwj〈i|j〉 =
∑
i,j

v∗wjδij =
∑
i

v∗i wi. (2.2.18)

The tensor product can also be denoted using the basis. Let |wi〉, |vi〉
be two orthogonal bases in vector spaces V and W, respectively, then two
arbitrary vectors are denoted |φ〉 =

∑
i ci|vi〉 and |ψ〉 =

∑
i di|wi〉. Thus,

tensor products of these vectors are

|φ〉 ⊗ |ψ〉 =
∑
ij

cidj |i〉 ⊗ |j〉 =
∑
ij

cidj |i, j〉. (2.2.19)

The above analysis shows that the basis is very important. Therefore, the
construction of orthogonal basis is an important issue. Let {|w1〉, |w2〉, . . . ,
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|wn〉} be a basis set for some vector space H . To construct an orthogonal
basis, an approach called Gram-Schmidt procedure is often employed. Define
|v1〉 = |w1〉/Lw1 , and for 1 ≤ k ≤ d − 1 define |vk+1〉 which satisfies the
following relations,

|vk+1〉 =
|wk+1〉 −

∑k
i=1〈vi|wk+1〉|vi〉∣∣∣|wk+1〉 −
∑k
i=1〈vi|wk+1〉|vi〉

∣∣∣ . (2.2.20)

Then any finite dimensional vector space of d-dimension has an orthogonal
basis. Using the constructed orthogonal basis, a Hilbert space is spanned and
any state vector in the Hilbert space can be expressed in such the basis.

2.2.3 Operators

In many situations, the vector needs to be transformed. To perform such a
task transforms or called operations are necessary. This section introduces
some useful operations which are often employed in the quantum informa-
tion processing. Especially those are associated closely with the quantum
cryptology and quantum private communication are described.

1) Linear operators

A linear transform is actually a liner operation, which is often denoted
using a linear operator A defined as follows.

Definition 2.2.7 A linear operator between linear spaces V and W is
defined to be any function A : V→W which is linear in its inputs, i.e.,

A

(∑
i

ai|vi〉
)

=
∑
i

aiA|vi〉. (2.2.21)

2) Properties of Linear operators

(1) Eigenvector and Eigenvalues
For a linear operator A, if

A|v〉 = λ|v〉, (2.2.22)

then |v〉 is an eigenvector and λ is a corresponding eigenvalue. The eigenvector
and eigenvalues can be solved using the characteristic function,

c(λ) = det |A− λI|. (2.2.23)

(2) Composition
There are two kinds of composition for different operators, i.e., multipli-

cation and tensor operator. The multiplication of two operators is defined as
following. Let A : V→W, B : W→ X, BA : V→ X. Then

BA|v〉 = B(A|v〉 → C = BA. (2.2.24)
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The tensor operator may be described as follows. Suppose that |v〉 and |w〉
are vectors in V and W, and A and B are linear operators on spaces V and
W, respectively. If these operators satisfy the following condition,

(A⊗B)(|v〉 ⊗ |w〉) = A|v〉 ⊗B|w〉, (2.2.25)

then the tensor operator C = A⊗B is a linear operator.
(3) Commutator and anti-commutator
Define two relationships which are often used in quantum mechanics,⎧⎨⎩ [A,B] = AB −BA,

{A,B} = AB +BA.
(2.2.26)

If [A,B] = 0, the operator A commutes with the operator B. While if
{A,B} = 0, the operator A anti-commutes with the operator B.

3) Representations of Linear operators

In the quantum private communication, there are three kinds of represen-
tations for a linear operator. One is the operator representation form which is
often used in the quantum mechanics subsequently called briefly the “quan-
tum form” or operator form, and the remainder is the matrix representation
form the outer product form.

(1) Operator Form
This is a general representation form, which is widely used in quantum

mechanics. For example, the position is denoted by x̂. More details will be
introduced in next section.

(2) Matrix representation
Suppose that A : V → W is a linear transform between vector spaces

V and W, and |vj〉 with j = 1, 2, . . . ,m is a basis for V and |wi〉 with i =
1, 2, . . . , n is a basis for W, one easily has

A|vj〉 =
∑
i

Aij |wi〉, (2.2.27)

where Aij = 〈wi|A|vj〉 is the element of a matrix representation of the
operator A. Apparently, given the operator A and two involved bases, i.e.,
|vj〉 and |wi〉, the matrix representation of the operator A is calculated.

If A has eigenvectors, the operator A must be diagonalized, i.e.,

A|j〉 = λj |j〉 ⇒ Aij = λjδij . (2.2.28)

That is, the matrix representation is diagonalized.
(3) Outer product
Let A be a linear transformation from vector space V to W, and |v〉 ∈ V,

|w〉 ∈W. Then the linear operator is represented by

A = |v〉〈w|.
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This form is called the outer product. Obviously, the outer product is different
from the inner product. The former is an operator and the later is a complex
number. Applying this operator on a state |k〉 gives

A|k〉 = (|v〉〈w|)|k〉 = |v〉(〈w|k〉). (2.2.29)

Completeness relation If A|i〉 = λi|i〉, one has A =
∑

i λi|i〉〈i|. When
λi ≡ 1,

I =
∑
i

|i〉〈i|. (2.2.30)

Let |i〉 be any orthogonal basis for the vector space V, and |v〉 =
∑

i ci|i〉,
|w〉 =
∑

j dj |j〉, then

A = |v〉〈w| =
∑
i

ci|i〉

⎛⎝∑
j

dj |j〉

⎞⎠∗

=
∑
i,j

cid
∗
j |i〉〈j|. (2.2.31)

In addition,
A = IwAIv =

∑
ij

〈wj |A|vi〉|wj〉〈vi|. (2.2.32)

There is a useful tool which is called Cauchy-Schwarz inequality: Any two
vectors |v〉 and |w〉 satisfy

|〈v|w〉|2 ≤ 〈v|v〉〈w|w〉. (2.2.33)

(4) Operator function
The so-called operator function is defined as follows. It is employed in

many situations.
Definition 2.2.8 Give an operator A, if its matrix representation may

be dialogized, one may define an operator function f(A). Let A =
∑n
i ai|i〉〈i|,

the operator function has the following form,

f(A) =
n∑
i

f(ai)|i〉〈i|. (2.2.34)

As an example, giving an operator Z,

Z =

(
1 0

0 −1

)
, (2.2.35)

one may write out

exp(θZ) =

(
eθ 0

0 e−θ

)
. (2.2.36)
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(5) Trace of matrix
Definition 2.2.9 The trace of operator A is defined to be the sum of

its diagonal elements, i.e.,

Tr(A) =
n∑
i

Ai,i. (2.2.37)

The trace has the following properties.⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

Tr(AB) = Tr(BA),

T r(A+B) = Tr(A) + tr(B),

T r(zA) = zT r(A),

T r(ABC) = Tr(BCA) = tr(CAB),

T r(A|ψ〉〈ψ|) =
∑
i

〈i|A|ψ〉〈ψ|i〉 = 〈ψ|A|ψ〉.

(2.2.38)

2.2.4 Several Important Operators

Making use of the above theory for linear operators, some important
operators which are often employed in the quantum cryptology and quan-
tum private communication are introduced.

1) Identity Operator

Let |ϕ〉 be any vector in space V. If the following relation exists,

I|ϕ〉 = |ϕ〉, (2.2.39)

the operator I is called the identity operator. The matrix representation of
the identity operator is

I = (Iii). (2.2.40)

And its outer product representation is

I =
∑
i

|i〉〈i|. (2.2.41)

2) Hermitian Operator

To define the Hermitian operator, the complex conjugate operator needs
first to be defined. Let A be an operator, the complex conjugate operator of
A is complex conjugate and then transpose it, i.e.,

A† = (A∗)T, (2.2.42)
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where superscripts ∗ and T denote the complex conjugate and transpose,
respectively.

Using the complex conjugate operator, the Hermitian operator is defined
as follows,

A† = A. (2.2.43)

One may also define the Hermitian operator using the notation in the inner
product of vectors. Let |φ〉 be an any vector in the space V, if the following
relation exists,

(|φ〉, A|ϕ) = (A|φ〉, |ϕ), (2.2.44)

the operator A is a Hermitian operator.

3) Unitary Operator

Let U be a linear operator, if the following condition satisfies,

U †U = UU† = I, (2.2.45)

the operator U is a unitary operator.
Example 1 The Hadamard matrix H is a unitary matrix. In the matrix

form, it is denoted,

H =
1√
2

(
1 1

1 −1

)
. (2.2.46)

In the outer product form, above equation yields,

H =
1√
2
(|0〉〈0|+ |0〉〈1|+ |1〉〈0| − |1〉〈1|) =

1√
2

1∑
i,j=0

(−1)i·j |i〉〈j|. (2.2.47)

In addition, one may easily check that

H⊗n =
1√
2n

1∑
i,j=0

(−1)i·j |i〉〈j|. (2.2.48)

Example 2 The permutation matrices are unitary matrices. For the 2
by 2 permutation matrices,

P 0
2 =

(
1 0

0 1

)
, P 1

2 =

(
0 1

1 0

)
. (2.2.49)

The 3 by 3 permutation matrices

P 0
3 =

⎛⎜⎜⎝
1 0 0

0 1 0

0 0 1

⎞⎟⎟⎠ , P 1
3 =

⎛⎜⎜⎝
0 1 0

0 0 1

1 0 0

⎞⎟⎟⎠ , P 2
3 =

⎛⎜⎜⎝
0 0 1

1 0 0

0 1 0

⎞⎟⎟⎠ . (2.2.50)
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4) Project Operator

If |ψ〉 = a|φ〉 + b|ϕ〉, then P |ψ〉 = a|φ〉 and P |ψ = b|ϕ〉. The project
operator is a special Hermitian operator.

P =
d∑
i=1

|i〉〈i|. (2.2.51)

One may easily check that

P † = P, P 2 = P. (2.2.52)

For example, the basis is {|0〉, |1〉} in the 2-dimension H2. For an arbitrary
vector |ψ〉 = α|0〉+ β|1〉, applying a project operator P = |0〉〈0| on it yields
P |ψ〉 = (|0〉〈0|)(α|0〉 + β|1〉) = α|0〉. If P = |0〉〈1|, one may obtain P |ψ〉 =
β|1〉.

5) Positive Operator

For any |φ〉 ∈ H , if (|φ〉, L|φ〉) ≥ 0, the operator L is called the positive
operator. If (|φ〉, L|φ〉) > 0, L is a positive-definite operator.

The positive operator has been widely used in the positive operator value
measurement which is a basic tool for some quantum key distribution scheme
such as B92 protocol (please refer to Chapter 4).

6) Normal Operator

Let N be an operator on a finite-dimensional inner product space, N is
said to be normal if N †N = NN †. One can show that N is normal if and
only if it is unitarily diagonalizable: using the Schur decomposition gives

N = UTU†, (2.2.53)

where U is unitary and T is upper-triangular. Since N is normal, one has

TT † = T †T. (2.2.54)

Therefore T must be diagonal. The converse is straightforward.
In other words, N is normal if and only if there exists a unitary matrix

U such that
N = UΛU †, (2.2.55)

where Λ is a diagonal matrix, the entries of which are the eigenvalues of N .
The column vectors of U are eigenvectors of N , and they are orthogonal.
Unlike the Hermitian case, the entries of N need not be real.

7) Pauli Matrices

Pauli matrices are defined as follows,

σ0 =

(
1 0

0 1

)
, σ1 =

(
0 1

1 0

)
, (2.2.56)
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σ2 =

(
0 −i

i 0

)
, σ3 =

(
1 0

0 −1

)
, (2.2.57)

where σ0 is actually an identity matrix with order 2. The special unitary
group SU(2) is a Lie group, and its Lie algebra is the set of the anti-Hermitian
2 × 2 matrices with trace 0. Direct calculation shows that the Lie algebra
SU(2) is a 3-dimension real algebra spanned by the set iσj . In symbols,
SU(2) = span{iσ1, iσ2, iσ3}. Accordingly, iσj can be seen as infinitesimal
generators of SU(2). Together with the matrix iσ0, four Pauli matrices are
generators of Lie algebra U(2) group.

Pauli matrices have the following properties,

σ2
0 = σ2

1 = σ2
2 = σ2

3 =

(
1 0

0 1

)
, (2.2.58)

σ1σ2 = iσ3, σ2σ3 = iσ1, σ3σ1 = iσ2, (2.2.59)

and
σiσj = −σjσi, (2.2.60)

where i, j ∈ {1, 2, 3} and i �= j. The above properties can be summarized by

σiσj = iεijkσk + δijI. (2.2.61)

The Pauli matrices obey the following commutation and anticommutation
relations,

[σi, σj ] = 2iεijkσk, (2.2.62)
{σi, σj} = 2δijI, (2.2.63)

where εijk is a Levi-Civita symbol and δij is a Kronecker delta.
Making use of Pauli matrices, a quadric form is constructed,

T (2) = iσ3, T (3) = iσ2, T (4) = iσ1. (2.2.64)

With these nontrivial matrices, a 2L-dimension matrix representations of
Clifford2L−1 is constructed as follows [?],

G(2k) = ik−1I
⊗(L−1−k)
2 ⊗ T (3) ⊗

(
T (2)
)⊗(k−1)

, (2.2.65)

G(2k+1) = ik−1I
⊗(L−1−k)
2 ⊗ T (4) ⊗

(
T (2)
)⊗(k−1)

,

where the symbol A⊗m denotes m times Kronecker products of the matrix A.
The constructed matrices may be employed in the orthogonal code designs
of the signal processing in the communication system.
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2.2.5 Matrices Decomposition

As well known, an arbitrary linear transformation can be expressed formally
by y=Mx, where x,y are vectors and M denotes a transformation matrix.
When the size of the matrix M is very larger the issue of the matrix
decomposition becomes significant. Especially, the so-called fast decompo-
sition algorithm is necessary in the practical application.

The matrix decomposition is a kind of factorization of that an arbitrary
matrix is decomposed into some canonical form. Generally, there are many
factorization approaches for a factorable matrix. Of those factorization ways,
the fast matrix decomposition algorithm plays an important role in the infor-
mation transformation and information processing, such as the well-known
fast Fourier transformation (FFT).

1) Spectral Decomposition

Theorem 2.2.2 Any normal operator N on a vector space V is diagonal
with respect to some orthogonal bases for V. Conversely, any diagonalized
operator is normal [?].

Let N =
∑
i λi|i〉〈i|, λi are the eigenvalues of N , and |i〉 is an orthogonal

basis for V, then
N =
∑
i

λi|i〉〈i| =
∑
i

λiPi, (2.2.66)

where Pi are projectors.

2) Singular Value Decomposition

In linear algebra, the singular value decomposition (SVD) is an impor-
tant factorization of the rectangular real or complex matrix, with several
applications in signal processing and statistics.

The SVD can be seen as a generalization of the spectral theorem to
arbitrary, not necessarily square, matrices. The spectral theorem says that
normal matrices can be unitarily diagonalized using a basis of eigenvectors.

Suppose that M is an m-by-n matrix whose entries come from the field
K, which is either the field of real numbers or the field of complex numbers.
Then there exists a factorization of the form

M = UΣV †, (2.2.67)

where U is an m-by-m unitary matrix over K, the matrix Σ is m-by-n with
nonnegative numbers on the diagonal and zeros off the diagonal, and V †

denotes the conjugate transpose of V , an n-by-n unitary matrix over K.
Such a factorization is called a singular-value decomposition of M .

3) Polar Decomposition

The polar decomposition of complex matrix A is a matrix decomposition
of the form

A = UP, (2.2.68)
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where U is a unitary matrix and P is a positive-definite Hermitian matrix.
This decomposition exists and is unique as long as A is invertible. The matrix
P is given by

P =
√
A†A. (2.2.69)

This expression is meaningful since a positive-definite Hermitian matrix has
a unique positive square root.

Note that
detA = detP detU = reiθ (2.2.70)

gives the corresponding polar decomposition of the determinant of A, since

detP = r = | detA| (2.2.71)

and
detU = eiθ. (2.2.72)

This is why it is called as the polar decomposition for a matrix or linear
operator.

2.3 Introduction to Quantum Mechanics

Since quantum mechanics is the cornerstone of the quantum cryptography
and quantum private communication, this section introduces briefly the fun-
damental principles of quantum mechanics. Mainly, notions of quantum sys-
tem, evolution and measurement of the quantum system are focused.

2.3.1 Quantum Systems

Some readers who have no physical background often give rise to the fol-
lowing question when they first meet the quantum system, that is: what is
“quantum”? It seems that the notion quantum is so strange to them since
it deviates from the reality so far. Yes, the quantum is certainly an unusual
notion, since it is associated with the basic physics properties of a quan-
tum system, i.e., the famous wave-particle duality proposed by Einstein [?].
Briefly, a quantum is a system which integrates characteristics of the particle-
like behavior and wavelike behavior. Such a system is often called a quantum
system.

To define exactly the quantum system is difficult. Generally, a physical
system which must be described using quantum mechanics may be called the
quantum system. For example, a single particle system is a quantum system,
such as both “one photon” system and “one electron” system are all quantum
systems. Actually, some multi-particles systems, such as the system with a
few photons, and the system with a few electrons, are also quantum systems.
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In addition, some physical freedoms of particles, such as phase or polarization
of photon may be regarded as a quantum system.

To understand a quantum system one has to know the state at a certain
time and the evolution way of the quantum system. In addition, from the
viewpoint of the information, one has still to know how to retrieve the useful
information which is carried beforehand by the quantum system. However,
there are no theory, no logic derivation, and just postulates for describing the
quantum system! This subsection describes these postulates and the basic
theory followed by these postulates.

Postulate 1 Associated to any isolated physical system is a complex
vector space with the inner product (i.e., Hilbert space H ) known as the
state space of a system. A system is completely described by its state vector,
which is a unit vector in the system’s state space. This kind of states is called
as the pure state.

Example Consider a single particle system, e.g., a quantum system
with one photon or one electron. In such a kind of quantum systems, suppose
that the state may be described in the 2-dimension Hilbert space, i.e., H2.
Since the basis in a 2-dimension Hilbert space may be denoted as {|0〉, |1〉},
then an arbitrary vector in H2 is expressed as

|ψ2〉 = α|0〉+ β|1〉, (2.3.1)

where |α|2 + |β|2 = 1, which is obtained from the normalization condition
〈ψ2|ψ2〉 = 1. According to Postulate 1, the state vector |ψ2〉 ∈ H2 describes
the state of the introduced quantum system, and it is a pure state.

In a 3-dimension Hilbert space H3, the basis is {|0〉, |1〉, |2〉}, and an
arbitrary vector in such a kind of the Hilbert space is expressed as

|ψ3〉 = α|0〉+ β|1〉+ γ|2〉, (2.3.2)

with the normalization condition |α|2 + |β|2 + |γ|2 = 1
Generally, in a q-dimension Hilbert space Hq, if the basis may be denoted

{|0〉, |1〉, . . . , |q − 1〉}, an arbitrary vector is expressed as

|ψq〉 = α0|0〉+ α1|1〉+ . . .+ αq−1|q − 1〉, (2.3.3)

with the normalization condition |α1|2 + |α2|2 + . . .+ |αq−1|2 = 1.
Postulate 2 The state space of a composite system is the tensor

product of state space of component physical systems. Moreover, if one has
system numbered 1 through n, and system number j is prepared in a pure
state, then the joint system of the total system is a tensor product of these
pure states.

A multi-particle system is a kind of composite quantum systems, to
describe such a kind of quantum systems, one may follow the postulate
2. Consider here a two-particle system, i.e., particle 1 and particle 2. In a
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2-dimension Hilbert space, the states of particle system are denoted,⎧⎨⎩ |ψ1〉 = α1|0〉+ β1|1〉,

|ψ2〉 = α2|0〉+ β2|1〉.
(2.3.4)

Then state of the total system may be written as

|Ψ〉 = |ψ1〉 ⊗ |ψ2〉 = α1α2|00〉+ α1β1|01〉+ β1α2|10〉+ β1β2|11〉. (2.3.5)

Generally, the state |Ψ〉 of two particles in H2 can be expressed as

|Ψ〉 = a00|00〉+ a01|01〉+ a10|10〉+ a11|11〉 =
1∑

i,j=0

ai,j |i〉|j〉. (2.3.6)

If the state |Ψ〉 can be decomposed into tensor product of two particle states
|ψ1〉 and |ψ2〉, i.e., |Ψ〉 = |ψ1〉 ⊗ |ψ2〉, the total state is called the product
state. In this case, two particles are independent. However, if the decompo-
sition is impossible, such kind of quantum systems is called the entangled
quantum system. The corresponding state is called the entanglement state.
The entanglement state is very important in the quantum information. The
well-known Bell states are important two particles entanglement states. They
have the following forms

|Φ±〉 = 1√
2

(|00〉 ± |11〉) , (2.3.7)

|Ψ±〉 =
1√
2

(|01〉 ± |10〉) . (2.3.8)

Another important entanglement state is the so-called Greenberger-Horne-
Zeilinger (GHZ) triplet state which is a 3-particle system in H2. One of such
states is expressed as follows

|Ψ〉 = 1√
2

(|000〉 ± |111〉) . (2.3.9)

Generally, a q-particle system in H2 can be expressed as

|Ψ〉 =
1∑

i1,i2,...,ik=0

αi1i2...ik |i1〉|i2〉 . . . |ik〉. (2.3.10)

In the 3-dimension Hilbert space H3, let {|0〉, |1〉, |2〉} be the basis in H3

and the state of an arbitrary single quantum system be

|ψ1〉 = α0|0〉+ α1|1〉+ α2|2〉},

then the state of a total system for a 3-particle system is

|Ψ〉 = |ψ1〉 ⊗ |ψ2〉 ⊗ |ψ3〉, (2.3.11)
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where |ψ2〉 and |ψ3〉 have similar expressions as the state |ψ1〉. As an example,
one may write out the Aharonov state which is a well-known entanglement
state for the three-particle quantum system in H3,

|Ψ〉 = 1√
6

(|012〉+ |120〉+ |201〉 − |012〉 − |102〉 − |210〉) . (2.3.12)

A composite system is not always a pure state. If all components of the
composite system are integrated with certain probabilities pi, i = 1, 2, . . . , n,
the composite system is a mixed state. In this case, a new notion called the
density matrix ρ is introduced to describe the state of the composite system.
The pure state is an especial case of the mixed state. For the pure state, we
have demonstrated that the state of the quantum system may be described
using a vector |ψ〉 ∈ H . In this case, the corresponding density is just the
outer product of the state vector, i.e., ρ0 = |ψ〉〈ψ|. In the general situation,
the state of the quantum system reads

ρ =
n∑
i=1

piρi, (2.3.13)

where pi and ρi are, respectively, the probability and density of the ith sub-
system of the total quantum system. The involved subsystems may be pure
states.

2.3.2 Dynamic Characteristics of Quantum Systems

The evolution of quantum systems implies state change of involved quantum
systems with time. With the evolution one may know the dynamics behaviors
of quantum systems. To describe the evolution one has to understand a new
postulate.

Postulate 3 The evolution of a closed quantum system is described by
a unitary transformation. That it, the state |ψ〉 of the system at a time t1 is
related to the state |ψ′〉 of the system at a time t2 by a unitary operator U
which depends only on the time t1 and t2,

|ψ′〉 = U |ψ〉 (2.3.14)

Postulate 3 may be presented in differential equation form. This leads the
well-known Schrödinger equation. In the following, we show how to derive
this equation although it actually is a postulate without derivation.

Denote t1 by t0, and t2 by t0 + Δt, Eq.(2.3.14) is rewritten as

|ψ(t0 + Δt)〉 = U(t0 + Δt, t0)|ψ(t0)〉. (2.3.15)

In addition,
|ψ(t0)〉 = U(t0, t0)|ψ(t0)〉. (2.3.16)
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Then

lim
Δt→0

|ψ(t0 + Δt)〉 − |ψ(t0)〉
Δt

= lim
Δt→0

U(t0 + Δt, t0)− U(t0, t0)
Δt

|ψ(t0)〉. (2.3.17)

Above equation gives

|ψ(t)〉
t

=
U(Δt, t0)

t
|ψ(t0)〉. (2.3.18)

Generally, a unitary operator and a Hermitian operator has the following
relationship,

U = eiαK , (2.3.19)

where K is a Hermitian operator. Then

U(t) = eiαH(t−t0), (2.3.20)

and
U(Δt, t0)

t
= iαHeiαH(t−t0), (2.3.21)

with H being a Hermitian operator called the Hamiltonian operator which is
independent on the time t. Subsequently, one has

|ψ(t)〉
t

= iαHU(t, t0)|ψ(t0)〉 = iαH |ψ(t)〉. (2.3.22)

Finally, one obtains the Schrodinger equation

i�
|ψ(t)〉
t

= H |ψ(t)〉. (2.3.23)

where α = −1/� is used and � denotes the planck constant.
Note:
l) Hamiltonian operator H is associated with the energy of the quan-

tum system, it has a spectral decomposition of energy eigenvectors H =∑
iEi|i〉〈i|.
2) Eq.(2.3.20) gives the unitary matrix form U(t) = e−iH(t−t0)/�, it is

unitary.
3) Unitary operation must associate with more than two systems, these

systems construct a closed system.
For an open quantum system whose state is a mixed state, the evolution

equation is given by the well-known Liouville equation,

ρ

t
= i�[H, ρ], (2.3.24)

where ρ is a density matrix and H is a Hamiltonian of the mixed system.
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2.3.3 Information Retrieval of Quantum Systems

To retrieve useful information, such as the physical information (e.g., physical
variables), classic information (e.g., Shannon entropy), and quantum informa-
tion (e.g., accessible information), from a quantum system, one has to oper-
ate this system using proper quantum ways. A quantum operation is denoted
using a quantum operator. Generally, the quantum operation includes unitary
operation (refer to closed system) and non-unitary operation (refer to opened
system). Typical non-unitary operation is the well-known quantum measure-
ment operation. Actually, to obtain wanted information from involved quan-
tum systems, the quantum measurement is always employed.

The quantum measurement is a kind of operations of obtaining infor-
mation from quantum systems. Similarly, there are no derivations for the
quantum measurement. It relies on the following postulate.

Postulate 4 Quantum measurement is described by a collection {Mj}
of measurement operators. These operators acting on the state space of the
system being measured. The index j refers to the measurement outcomes
that may occur in the experiment. If the state of the quantum system is |ψ〉
immediately before the measurement then the probability that result j occurs
is given by

p(j) = 〈ψ|M †
jMj|ψ〉, (2.3.25)

and the state of the system after the measurement is

|ψj〉 =
Mj |ψ〉√
〈ψ|M†

jMj |ψ〉
. (2.3.26)

The measurement operators satisfy the completeness equation∑
j

M †
jMj = I. (2.3.27)

Postulate 4 illustrates that the quantum measurement destroys the orig-
inal quantum state, and this is different from the classic measurement. It is
worth stressing that the output state of the quantum measurement is prob-
abilistic before performing a suitable measurement. This has been shown
clearly in Eq.(2.3.25). However, after having finished the measurement the
output is determined.

There is an important property for the quantum measurement which is
shown in the following theory.

Theorem 2.3.1 Cascaded measurement is a single measurement: Sup-
pose that {Lj} and {Mj} are two sets of measurement operators. Then a
measurement defined by the measurement operators {Lj} followed by a mea-
surement defined by the measurement operators {Mj} is physically equiva-
lent to a single measurement defined by measuring operators {Nj} with the
representation

Nj = MjLj. (2.3.28)
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Typically, there are three kinds of quantum measurements, i.e., the gen-
eral measurement, projective measurement, and positive operator value mea-
surement (POVM). Sometimes the quantum nondemolition (QND) measure-
ment is employed. Follows are definitions of these quantum measurement
ways.

1) General measurement

Given a collection {Mj} of measurement operators, if the measurement
satisfies the completeness equation

∑
jM

†
jMj = I, such kind of measure-

ments is called as the general measurement.
NOTE: There is no restriction for the measurement operator {Mj}.
2) Projective measurement

Given a Hermitian operator {Mj}, if Mj can be denoted in spectral
decomposition representations: Mj =

∑
j Pj and MjMj′ = δjj′Mj, where

Pj is a projective operator, and Pj = |j〉〈j|, then this kind of quantum mea-
surement is called the projective measurement.

For example, the output state of the quantum system |ψ〉 under the pro-

jective measurement is
Pj |ψ〉√
p(j)

with probability p(j) = 〈ψ|Pj〉.

3) POVM measurement

Given a collection of positive operator {Ej}, and Ej satisfies
∑
j Ej = I.

Using this kind of operators to measure the quantum system. The corre-
sponding measurement is called the POVM. The probability of outcome j is

p(j) = 〈ψ|Ej |ψ〉 and the state is
Ej |ψ〉√
〈ψ|Ej |ψ〉

.

For example, given a quantum system described by the vector |ψ〉 = |0〉,
and construct a POVM operator set {E1, E2, E3}, where⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

E1 =
√

2
1 +
√

2
|1〉〈1|,

E2 =
√

2
1 +
√

2
(|0〉 − |1〉)(〈0| − 〈1|)

2
,

E3 = I − E1 − E2.

(2.3.29)

Obviously,
∑3
j=1 Ej = I and the elements are positive operators. With

measurement operations, the probability of the result of j = 1 is p(1) =
〈ψ|E1|ψ〉 = 0, the result of j = 2 is p(2) = 〈ψ|E2|ψ〉 =

√
2/[2(1 +

√
2)], and

the result of j = 3 is p(3) = 〈ψ|E3|ψ〉 = (2 +
√

2)/(2 + 2
√

2).

4) Quantum Nondemolition Measurement

Different from the above measurement there is a novel quantum mea-
surement called the QND measurement. The QND measurement is a kind of
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measurements on a quantum system, which preserves the integrity of systems
and values of measured observable. This allows the exact same system to be
measured repeatedly. It is important to note that the term nondemolition
does not imply that the wave function fails to collapse. In fact, the QND
measurement is best thought of as the ideal quantum projective measure-
ment. For example, most devices are capable of detecting a single particle
and measuring its position destroy the particle in the measurement process.
Less dramatically, the measurement may simply perturb the particle so that
it is not in the measured eigenstate even immediately after the measurement.
A perfect QND measurement of a particle’s position, in contrast, would leave
the particle in its measured position. QND measurements are extremely dif-
ficult to carry out experimentally.

In quantum mechanics, the process of a measurement is a subtle interplay
between an extraction of the information and a disturbance of the state of
quantum systems. A QND measurement minimizes this disturbance by using
a particular system-detector interaction that preserves the eigenstate of a
suitable operator of the quantum system. This leads to an ideal projective
measurement [?].

Since every measurement can only give a probabilistic result, to reach
a more exact measurement one has to perform a multi-times measurement
operation. Generally, N times measurements on a variable A give an average
measurement result,

E(A) =
∑
j

λjp(j), (2.3.30)

where λj (j = 1, 2, . . . , n) is the eigenvalue of the operator A. For a projective
measurement,

E(A) = 〈A〉 =
∑
i

λi〈ψ|Pi|ψ〉 = 〈ψ|M |ψ〉. (2.3.31)

and the variance is defined by

V ar(A) = (ΔA)2 = 〈(A− 〈A〉2)〉 = 〈A2〉 − 〈A〉2, (2.3.32)

where E(·), V ar(·) denote the average and variance of the variable A, respec-
tively.

The previous descriptions focus on the measurement on a single variable,
however, many situations have to suffer measurements for multi-variable.
Consider the two-variable quantum system corresponding to two operators
A and B. There are two instances. If A commutes with B, i.e., [A,B] = 0,
then A and B can be exactly measured in simultaneous operations. If A does
not commute with B, i.e., [A,B] = C �= 0, then A and B cannot be exactly
measured in simultaneous operations. In this scenario, the measurement on
A and B gives rise to deviations ΔA and ΔB, and these deviations follow
the well-known Heisenberg uncertainty principle, i.e.,

V (A)V (B) ≥ 1
4
|〈[A,B]〉|2. (2.3.33)
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The uncertainty principle states the pairs of conjugate variables cannot both
be measured with arbitrary precision. That is, the more precisely one variable
is known, the less precisely the other is known. This is not a statement about
the limitations of a observer’s ability to measure particular quantities of a
system, but rather about the nature of system itself. Any measurement on
the variable corresponding to the operator A with accuracy of very small
V (A) collapses the quantum state and cause to the standard deviation V (B)
of the variable corresponding to the operator B larger than.

Let |ψ〉 and |φ〉 be two different quantum states. If |ψ〉 and |φ〉 are
orthogonal, they can be distinguished. If |ψ〉 and |φ〉 are non-orthogonal,
i.e., 〈φ|ψ〉 �= 0, they cannot be distinguished.

Theorem 2.3.2 Any two orthogonal states can be distinguished, but
any two non-orthogonal states cannot be distinguished exactly.

Proofs Let |ψ〉 and |φ〉 be two arbitrary states. If 〈φ|ψ〉 = 0, i.e., |ψ〉
and |φ〉 are orthogonal. Construct a measurement operator E1 = |φ〉〈φ| and
E2 = I − |ψ〉〈ψ|, then E1 and E2 satisfy the completeness equation. Since
〈φ|E1|φ〉 = 1 and 〈ψ|E2|ψ〉 = 1, the states can be distinguished. If 〈φ|ψ〉 �= 0,
suppose that |ψ〉 and |φ〉 can be distinguished. Defining Ei (i = 1, 2) as
previous. Then one has

〈φ|E1|φ〉 = 1, 〈ψ|E2|ψ〉 = 1. (2.3.34)

Since
∑

iEi = I, it follows that
∑
i〈φ|Ei|φ〉 = 1. Since 〈φ|E1|φ〉 = 1, we

have 〈φ|E2|φ〉 = 0. This gives
√
E2|φ〉 = 0. Let |ψ〉 = a|φ〉 + b|φ⊥〉, we have√

E2|ψ〉 =
√
E2|φ⊥〉. Thus 〈ψ|E2|ψ〉 = b2 �= 1, this contradicts the suppose.

2.3.4 Fundament of Quantum Optics

Like in the Shannon private communication, continuous variables are always
adopted in the quantum private communication. For convenience, some quan-
tum optical notions are recalled briefly. The involved continuous variable
quantum states include coherent states and squeezed states. They may be
described in a uniform way. According to quantum optics theory [?], the
quantized optical electromagnetic field is represented,

E(r, t) = i
∑
k

(
�ωk
2ε0

)
[âkμk(r)e−i(ωkt) − â†kμ∗

k(r)e
i(ωkt)], (2.3.35)

where k represents a set of optic field modes, ε0 is dielectric constant, and i
is a unit of imaginary number. A set of vector mode functions μk(r) which
correspond to the frequency ωk satisfy the transversality condition,

� · μk(r) = 0,
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and the mode functions form a complete orthogonal set,∫
μk(r)μ∗k(r)dr = δkk′ .

In the classical electromagnetic theory, ak and a∗k are Fourier amplitudes
which are complex vectors. In quantization of the electromagnetic field, âk
and â†k are annihilation operators and creation operators, respectively, which
are satisfied with boson commutation relation,

[âk, âk′ ] = [â†k, â
†
k′ ] = 0, [âk, â

†
k′ ] = δkk′ . (2.3.36)

Therefore, in quantum optics theory, dynamical behaviors of amplitudes are
described by an ensemble of independent quantum harmonic oscillators which
are expressed in terms of infinite dimension creation and annihilation oper-
ators, obeying the above commutation relationships. The quantum state of
each mode may be described by a state vector |ϕ〉k in infinite dimension
Hilbert spaces.

Let us further illuminate the meaning of quantum harmonic oscillators by
looking at a single frequency mode of the electric field for a single polarization.
The Hamiltonian for the electromagnetic field in each mode is given by

Ĥk = �ωk

(
â†kâk +

1
2

)
= �ωk

(
n̂+

1
2

)
, (2.3.37)

where the number operator n̂ = â†kâk and 1
2�ωk denotes the energy of the

vacuum fluctuations in each mode.
It is well known that the complex amplitude of classical electromagnetic

is sum of real part and imaginary part which is called as “position” and
“momentum”, respectively. Similarly, define a family of operators with the
commutation relations in terms of “position” and “momentum” operators,⎧⎪⎪⎪⎨⎪⎪⎪⎩

âk =
1√
2

(√
ωk
�
x̂k + i
√

1
�ωk

p̂k

)
,

â†k =
1√
2

(√
ωk
�
x̂k − i
√

1
�ωk

p̂k

)
.

(2.3.38)

Now define a pair of conjugate variables in infinite dimension Hilbert spaces,⎧⎪⎪⎨⎪⎪⎩
Xk ≡
√
ωk
2�
x̂k = Re{âk},

Pk ≡
1√

2�ωk
p̂k = Im{â†k},

(2.3.39)

where Re{·} and Im{·} denotes taking the real and imaginary parts, respec-
tively. According commutation relation in Eq.(2.3.36), one obtains

[Xk, Pk′ ] =
i
2
δkk′ . (2.3.40)



2.3 Introduction to Quantum Mechanics 47

Inserting Eq.(2.3.40) into Eq.(2.3.33) yields the uncertainty relation for Xk

and Pk,

V (Xk)V (Pk) ≥
1
4
|〈[Xk, Pk]〉|2 =

1
16
. (2.3.41)

For clearly, the single mode case, i.e., the case of k = k′ = 1, is described
in the follows. Making use of Eq.(2.3.39) one may easily obtains⎧⎪⎨⎪⎩

X =
1
2
(â+ â†),

P =
1
2i

(â− â†).
(2.3.42)

For the single mode electromagnetic field, these operators have the following
commutation relations,

[X,P ] =
i
2
. (2.3.43)

The canonical quantum quadratures X and P obey the Heisenberg uncer-
tainty relation

ΔXΔP ≥ 1
4
, (2.3.44)

where ΔX =
√
〈(X − 〈X〉)2〉 and ΔP =

√
〈(P − 〈P 〉)2〉 are variances of X

and P , respectively.
Applying a displacement operator D̂(α) = exp(αâ†−α∗â) on an arbitrary

input mode âin yields

âout = D̂(α)†âinD̂(α) = âin + α, (2.3.45)

where âout denotes the output mode, and α is an arbitrary complex number.
The input and output modes have the following relationships,⎧⎨⎩Xout = Xin + Re{α},

Pout = Pin + Im{α}.
(2.3.46)

Similarly, applying a two-mode squeezing operator Ŝ(ξ)=exp[κt(â†in1â
†
in2−

âin1âin2)] on two arbitrary input modes âin1 and âin2 yields⎧⎨⎩ âout1 = âin1 cosh(r) + â†in2 sinh(r),

âout2 = âin2 cosh(r) + â†in1 sinh(r).
(2.3.47)

where r = κt is a squeezed parameter. These modes have the following rela-
tionships, ⎧⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎩

Xout1 = Xin1 cosh(r) +Xin2 sinh(r),

Pout1 = Pin1 cosh(r) − Pin2 sinh(r),

Xout2 = Xin2 cosh(r) +Xin1 sinh(r),

Pout2 = Pin2 cosh(r) − Pin1 sinh(r).

(2.3.48)
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In this case, the outputs of two modes are entangled. They consist of Einstein-
Podosky-Rosen (EPR) states for continuous variables. Generally, with the
squeezed parameter r increasing, the EPR correlation between âout1 and
âout2 becomes increasingly perfect, i.e.,{

limr→+∞Xout1 = Xout2,

limr→+∞ Pout1 = −Pout2.

Apparently, the condition of Xout1 = Xout2 and Pout1 = −Pout2 implicates
that the employed continuous-variable EPR pair is an ideal entanglement
state, i.e., a maximal entanglement state.

To describe generally the entanglement degree of the continuous variables
EPR pair, an important parameter is defined,

F = 〈(Δ(Xout1 − k1Xout2))2〉min〈(Δ(Pout1 + k2Pout2))2〉min, (2.3.49)

where k1 and k2 are coefficients employed for giving minimum variances of
ΔX = Xout1 − k1Xout2 and ΔP = Pout1 + k2Pout2, respectively. Eq.(2.3.49)
gives the lower bound of the parameter F , i.e., Fl = 0, at the conditions of
the prepared continuous variables EPR pair being a maximal entanglement
state and k1 = k2 = 1, where Fl denotes the lower bound. However, this lower
bound Fl = 0 is difficult to reach in practices since Fl is associated with the
squeezed parameter r = κt. Generally, a bigger r corresponds to a smaller
lower bound Fl, but there is always Fl > 0 in practices. For instance, when
two input quantum states are vacuum states, i.e, 〈(ΔXink)2〉 = 〈(ΔPink)2〉 =
1
4 , k = 1, 2, the lower bound Fl = 4.42 × 10−3 with r = 1 and Fl = 2.325×
10−18 with r = 10. Once the entanglement correlation was destroyed, F
would quickly increases. While two modes are independent, F approaches
to infinity. Therefore, the parameter F may be employed to describe the
entanglement degree of two-mode entanglement systems [?].

2.4 Introduction to Information Theory

The classic information theory, which was founded initially by Shannon, has
become an important foundation of the modern communication. The two
most important questions answered by this theory are how much can be com-
pressed for a given data source and how much data can be transmitted in a
given communication channel. Information theory is of central importance
in quantum cryptography as well as quantum private communication. Using
this theory one can calculate the security of the employed quantum scheme
and information leaked to the attacker. In this section, a combination infor-
mation theory of classic information theory and quantum information theory
is presented.
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2.4.1 Entropy

One of basic notions in the information theory is the entropy, which is used
to describe the undetermined degree of information systems. There are two
kinds of entropies, i.e., the Shannon entropy and von Neumann entropy.
The Shannon entropy describes the classic information of message sources
or random variables while the von Neumann entropy describes the quantum
information of message sources or quantum random variables.

1) Shannon Entropy

Consider a discrete random variable X = X{xi|i = 1, 2, . . . , n}. Let the
probability of a variable xi be pi, the Shannon entropy of the random variable
X is given by the following definition,

H(X) = −
n∑
i=1

pi log2 pi. (2.4.1)

If the random variable X is a continuous variable, i.e., X = X(x), x ∈ [a, b],
the Shannon entropy is defined as follows,

H(X) = −
∫ b
a

p(x) log p(x)dx. (2.4.2)

When one deals with the information of multi-variable, the conditional
entropy H(X |Y ) and joint entropy H(X,Y ) are necessary. For the discrete
variables X and Y , if the joint probability of the variables X and Y is
p(xi, yj), the conditional entropy is described by

H(X |Y ) = −
∑
i,j

p(xi, yj) log p(xi |yj ), (2.4.3)

and the joint entropy is

H(X,Y ) = −
∑
i,j

p(xi, yj) log p(xi, yj). (2.4.4)

For the continuous variables X and Y , the conditional entropy is

H(X |Y ) = −
∫∫
s

p(x, y) log p(x |y )dxdy. (2.4.5)

While the joint entropy H(X,Y ) is defined by

H(X,Y ) = −
∫∫
s

p(x, y) log p(x, y)dxdy. (2.4.6)
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The entropy H(X) or H(Y ), the conditional entropy H(X |Y ) or H(Y |X)
and the joint entropy H(X,Y ) have the following relations,

H(X,Y ) = H(X) +H(Y |X) (2.4.7)
= H(Y ) +H(X |Y ). (2.4.8)

In addition,
H(X |Y ) ≤ H(X), (2.4.9)

H(Y |X) ≤ H(Y ). (2.4.10)

2) von Neumann Entropy

Suppose that there is a quantum system, its state is described by the
density matrix ρ, then the undetermined degree of the quantum system is
described by the von Neumann entropy defined as follows,

S(ρ) = −Trρ lnρ, (2.4.11)

where Tr denotes the trace of the matrix. Suppose that λk (k = 1, 2, . . . ,)
are eigenvalues of the matrix ρ, the von Neumann entropy is rewritten as

S(ρ) = −
∑
k

λk lnλk. (2.4.12)

If the state of quantum systems is a pure state, the von Neumann entropy
becomes the same as the Shannon entropy in this case.

2.4.2 Mutual Information

In a communication system, the information exchange plays more important
role than the entropy. To describe the information exchange the so-called
mutual information is employed. Suppose there are two random variables
X and Y , the classic information exchange is described using the Shannon
mutual information I(X,Y ) defined as

I(X,Y ) =
∑

p(x, y) log2

p(y|x)
p(y)

. (2.4.13)

For the continuous variables X and Y , the mutual information I(X,Y ) may
be expressed as

I(X,Y ) =
∫∫
s

p(x)p(y |x ) log
p(y |x)
p(y)

dxdy. (2.4.14)

Similarly, one may acquires

I(Y,X) =
∑

p(x, y) log2

p(x|y)
p(x)

. (2.4.15)
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Using definitions of the entropy, conditional entropy, and joint entropy,
one obtains the following expressions,

I(X,Y ) = H(X)−H(X |Y ) (2.4.16)
= H(Y )−H(Y |X) (2.4.17)
= H(X) +H(Y )−H(X,Y ) (2.4.18)

The relationship among the joint entropy, conditional entropy, and Shannon
mutual information is plotted in Fig.2.1.

Fig. 2.1. Relationship of entropy and mutual information

As an example, consider a Gaussian sourceX which satisfies the following
distribution,

p(x) =
1√
2πΣ

e−
x2

2Σ2 , (2.4.19)

where Σ denotes the variance of the Gaussian source. Suppose that the chan-
nel is an additive white Gaussian noise (AWGN) channel, and the noise dis-
tribution satisfies

N(x) =
1√
2πσ

e−
x2

2σ2 . (2.4.20)

Then the conditional probability density is

p(y |x ) =
1√
2πσ

e−
(y−x)2

2σ2 . (2.4.21)

In this case the joint probability density of between the source X and sink
Y reads as

p(x, y) = p(y |x )p(x) =
1

2πΣσ
e−[ x2

2Σ2 + (y−x)2

2σ2 ]. (2.4.22)

According to Eq.(2.4.22) one obtains the probability density of the sink Y ,

p(y) =
∫ +∞

−∞
p(x, y)dx =

1√
2π
√

Σ2 + σ2
e−

y2

2(Σ2+σ2) . (2.4.23)
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Then, the entropies of the source and sink are respectively,

H(X) = −
∫ +∞

−∞
p(x) log p(x)dx =

1
2

ln(2eπΣ2), (2.4.24)

H(Y ) = −
∫ +∞

−∞
p(y) log p(y)dx =

1
2

ln[2eπ(Σ2 + σ2)], (2.4.25)

the conditional entropy is given by

H(X |Y ) = −
∫∫
s

p(x, y) log p(x |y )dxdy =
1
2

ln
(

2eπΣ2σ2

Σ2 + σ2

)
, (2.4.26)

H(Y |X ) = −
∫∫
s

p(x, y) log p(y |x )dxdy =
1
2

ln
[
2eπ(Σ2 + σ2)σ2

Σ2 + σ2

]
,

(2.4.27)

the joint entropy is

H(X,Y ) = −
∫∫
s

p(x, y) log p(x, y)dxdy =
1
2

ln[(2eπ)2Σ2σ2], (2.4.28)

and the Shannon mutual information is

I(X,Y ) =
∫∫
s

p(x)p(y |x ) log
p(y |x )p(x)
p(x)p(y)

dxdy =
1
2

ln
(

1 +
Σ2

σ2

)
. (2.4.29)

To describe the information exchange between two quantum systems, e.g.,
Q and R, one may use the notation of the quantum entropy exchange. Sup-
pose that the initial state of the quantum system Q is ρ and the quantum
system R applies an operation E on the quantum system Q. Let the element
of the operation E be {Ei|i = 1, 2, . . . , n}, then the information exchange
arisen by the operation E is expressed as

S(ρ, E) = S(W), (2.4.30)

where Wi.j ≡ Tr(EiρE
†
j). Using the quantum information exchange S(ρ, E),

a so-called coherence information is defined,

Ic(ρ, E) = S(E(ρ)) − S(ρ, E). (2.4.31)

The classic information and quantum information are united perfectly in
the Holevo bound theorem.

Theorem 2.4.1 (The Holevo bound) [8] Suppose that there is a set of
qubits X = {(ρi, pi)|i = 0, 1, 2, . . . , n}, where ρi, pi are density and proba-
bility of ith qubit, respectively. The observer performs POVM measurement
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described by elements {Ej} = {E0, E1, . . . , Em} on the qubit X , with mea-
surement output Y . Holevo bound states that for any such measurement, the
accessible information H(X,Y ) is bounded by the following relations,

H(X,Y ) ≤ S(ρ)−
n∑
i=1

piS(ρi), (2.4.32)

where ρ =
∑

i piρi.
The Holevo bound is an exceedingly useful upper bound on the accessible

information that plays an important role in many applications of quantum
information theory. Since it has been presented in many books, the proof for
this theorem is not presented here. One may refer to Ref.[?].

2.4.3 Quantum Fano Inequality

The fidelity is used to describe the similarity of the initial state and final
state of a quantum system. Suppose that a quantum system subjects to a
quantum operation E , then the fidelity of the state of the quantum system is

F (ρ, E) = Tr
√
ρ1/2E(ρ)ρ1/2. (2.4.33)

Let ρ′ = E(ρ). If ρρ′ = ρ′ρ, the states ρ and ρ′ may be expressed using
the same basis,

ρ =
∑
i

ri|i〉〈i|, ρ′ =
∑
i

si|i〉〈i|. (2.4.34)

Then one has

F (ρ, ρ′) = Tr

(∑
i

√
risi|i〉〈i|

)
=
∑
i

√
risi. (2.4.35)

In this case, the quantum fidelity is the same as the classic fidelity.
Suppose that the initial state ρ is a pure state |ψ〉 but the final state ρ′

is a mix state. In this case,

F (|ψ〉, ρ′) = Tr
√
〈ψ|ρ′|ψ〉|ψ〉〈ψ| =

√
〈ψ|ρ′|ψ〉. (2.4.36)

If the initial state and final state are all pure states, i.e., ρ = |ψ〉〈ψ| and
ρ′ = |ψ′〉〈ψ′|, the fidelity is given by

F (|ψ〉, |ψ′〉) =
√
〈ψ|ψ′〉〈ψ′|ψ〉 = |〈ψ|ψ′〉|. (2.4.37)

The Fano inequality is an important relation. In the Shannon theory, the
Fano inequality reads

H(X |Y ) ≤ H(pe) + pe log2(|X | − 1), (2.4.38)
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where pe is the error probability and |X | is the length of the random vari-
able X . In the quantum information theory, the Fano inequality is given by
following expression [?],

S(ρ, E) ≤ H(F (ρ, E)) + (1− F (ρ, E)) log2(d
2 − 1), (2.4.39)

where d is the dimension of the channel, and H(X) is given by

H(X) = −X log2X − (1−X) log2(1 −X).

2.5 Introduction to Complexity Theory

Complexity theory is concerned with the inherent cost required to solve
information processing problems where the cost is measured in terms of var-
ious well-defined resources. From the viewpoint of security, two categories of
cryptographic algorithms are concerned. One is independent of the compu-
tational resources so that its security may reach the unconditional security.
Another is associated with the computational resources so that its security
relies on the computational complexity theory. It is well-known that secu-
rities of many classically cryptographic algorithms are guaranteed by the
intractable problems which depend on the classic complexity theory. For
instance, the well-known RSA algorithm is associated with the factor
decomposition of larger integer which is a class NP. Similarly, when a quan-
tum computer which may be possibly manufactured in the future is employed
to analyze the classic or quantum cryptosystem, the quantum complexity the-
ory becomes necessary. This section introduces some basic knowledge on the
complexity theory. Based on the quantum complexity theory some quantum
cryptosystems, which will be described in Chapter 5, have been proposed.

2.5.1 Turing Machine

In the complexity theory, all problems are reduced to language recognition,
where a language is defined as a set of strings over some alphabet, typically
{0, 1}. For example, L1 = {0, 00, 000, . . .} is the language that contains all
strings that contain only the letter 0. Once one has a language L, there are
some interesting questions one may ask about it. As an example, given an
input x, can a machine decide if x ∈ L? If so, how long does it take to make
this decision with respect to the size of the input |x|? In order to answer
these questions, it is necessary to define a model of computation.

There are many useful models for the computation. Some examples
include Boolean circuits, push-down automata with two stacks, Java pro-
grams, and TMs. Among these models, the TM is often employed as a basic
model. All reasonable deterministic models are essentially equivalent, since
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they can simulate one another in polynomial time. Considering that the
motivation of this book is for the quantum private communication two kind
of Turing machines, i.e., the classic TM and quantum TM are described.

There are many standard variations to the definition of the determinis-
tic TM, none of which affect their computational power. Here TMs with a
two-way infinite tape and a single tape head which must move left or right
one square on each step are presented. Also, a standard definition for inter-
preting the input, output, and running time of a deterministic TM is given.
As usual, let the TMs with tape head movements {L,R}, then one arrives at
the definition of the deterministic TM.

Definition 2.5.1 A deterministic TM is defined formally by a 3-tuple
DTM = {Q,Σ, δ}, where, Q is a finite set of states with an identified initial
state q0 and final state qf �= q0, Σ is a finite set of the tape alphabet/symbol
with an identified blank symbol #, and δ is a partial function called the
transition function,

δ : Q × Σ→ Σ×Q × {L,R}, (2.5.1)

with that L and R denote the left shift and right shift, respectively. Note, a
relatively uncommon variant allows “no shift”, say N , as a third element of
the latter set in above expression.

In some scenarios, the probabilistic TMs are often considered. Different
from the deterministic TM, a probabilistic TM randomly chooses between
the available transitions at each point according to some probability dis-
tribution. A probabilistic TM is also called nondeterministic TM which is
defined exactly as follows.

Definition 2.5.2 A nondeterministic TM is formally defined as a
3-tuple PTM = {Σ,Q, δ}, where Q is a finite set of states with an iden-
tified initial state q0 and final state qf �= q0, Σ is a finite alphabet with an
identified blank symbol #, and δ, the nondeterministic transition function,
is a probabilistic function

δ ⊆ (Q\F × Σ)× (Σ×Q × {L,R}), (2.5.2)

with that F is a set of final states or accepting states.
In the case of equal probabilities for the transition, it can be defined as a

deterministic TM having an additional “write” instruction where the value
of the write is uniformly distributed in the TM’s alphabet (generally, an
equal likelihood of writing a “1” or a “0” on to the tape). Another common
reformulation is simply a deterministic TM with an added tape full of random
bits called the random tape. As a consequence, a probabilistic TM can have
stochastic results; on a given input and instruction state machine, it may
have different run times, or it may not halt at all. Further, it may accept an
input in one execution and reject the same input in another execution.

The quantum TM was introduced firstly by Deutsch [?] and was studied
by many researchers. Bernstein and Vazirani showed that some theories in
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the classic TM can be expanded to the quantum TM [?] and they proved
that there exists universal quantum TM which computes the functions given
by its codes as input data. In 2007, Iriyama and Ohya proposed a generalized
quantum TM [?]. A quantum TM is an abstract machine used to model the
effect of a quantum computer. It provides a very simple model which captures
all of the power of quantum computation. Any quantum algorithm can be
expressed formally as a particular quantum TM. Thus, the quantum TMs
have the same relation to quantum computation that the normal TMs have
to classical computation. In addition, the quantum TM can be related to
classical and probabilistic TM in a framework based on transition matrices,
shown by Lance Fortnow. Actually, a quantum computer is another model
of computation that is inherently probabilistic. Exactly, a quantum TM may
be defined formally as follows.

Definition 2.5.3 A quantum TM is defined by a triplet QTM =
{Σ,Q, δ}, where Σ is a finite alphabet with an identified blank symbol #,
Q is a finite set of states with an identified initial state q0 and final state
qf �= q0, and δ, the quantum transition function, is a function,

δ : Q × Σ→ CΣ×Q×D, (2.5.3)

with that D = {L,R} is the direction in which the tape head moves, and the
C denotes the complex number field whose kth bit can be computed in time
polynomial in k.

The configuration of the quantum machine is a superposition of configu-
rations, where a configuration is an element of ΣZ×Q×Z, the first member
of which corresponds to the tape contents, the second corresponds to the
state, and the last corresponds to the tape head position, where Z denotes
the integer field. The function δ must be unitary. A quantum machine halts
when its state is a superposition of only those configurations that are in the
final state. The output of the machine is the corresponding superposition of
the tape contents. For a decider, the output contains a 0 in the start cell if
it rejects, and 1 if it accepts. The probability that the decider accepts is the
total amplitude of accepting configurations in its output superposition.

In application, quantum TMs are not always used for analyzing quantum
computation. Actually, the quantum circuit is a more common model. Both of
these models are computationally equivalent. Some simple quantum circuits
are described in Chapter 3. More details may refer to Ref.[?].

2.5.2 Classic Complexity

Once have determined that a language is computable with a kind of TMs, how
much it costs to decide the language becomes an interesting issue. There are
two resources of interest, i.e., the amount of time required, and the amount of
space necessary to compute the language. Language are classified into com-
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plexity classes according to how much of each of the resources they require.
In classic complexity theory, the complexity classes may be divided into the
class P, class NP, NP-Complete Language, class BPP, class PSPACE, etc.

If a set of all language that can be computed in a polynomial time on a
deterministic TM, such a set is called the class P. For example, sorting a list
of elements, computing the maximum flow between two points in a network
of pipes and finding the shortest path between two points in a graph are all
problems in the class P. Since the class P can be computed in polynomial
time, problems in this class cannot be employed for the cryptology and private
communication.

The class NP is the set of all languages that can be computed in polyno-
mial time on a nondeterministic TM. Alternatively, the classic NP contains all
languages that are verifiable in polynomial time on a deterministic machine.
This means that given an input and a certificate of the input’s membership in
a language, a machine can check if the certificate is valid in polynomial time.
Since a deterministic TM is just a specific type of nondeterministic machine,
one has P ⊆ NP .

The hardest problems in NP are known as the NP-complete (briefly, NPC)
language. These languages have an interesting characteristic, i.e., a solver
for an NPC language can be used to solve any problem in NP, with only
polynomial overhead.

The bounded-error probabilistic polynomial-time (BPP) is the class of
decidable problems solvable by a probabilistic TM in polynomial time with
an error probability of at most 1/3. Exactly, the class BPP may be described
as follows. A language L is in the complexity class BPP, if there exists a
probabilistic TM denoted M , that runs in polynomial time such that:

(1) If x is in L, then M accepts x with probability p ≥ 2/3.
(2) If x is not in L, then M accepts x with probability p ≤ 1/3.

Note the constant 1/3 is arbitrary. Actually, any constant value in the range
(0, 1/2) given an equivalent definition for the class BPP, since repeated
executions of the probabilistic machine M on x can bring the probability
of correct behavior arbitrarily close to 1.

The class PSPACE is the set of decision problems that can be solved by
the TM using a polynomial amount of tape, given an unlimited amount of
time. Analogously, the class EXPSPACE is the set of decision problem that
can be solved by a TM using an exponential amount of tape with giving an
unlimited amount time.

According to the above definitions of various classes, following relations
among these classes are presented,

P ⊆ NP, (2.5.4)

P ⊆ BPP, (2.5.5)

BPP ⊂ PSPACE, (2.5.6)

NP ⊆ PSPACE, (2.5.7)
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PSPACE ⊂ EXPSPACE, (2.5.8)

However, the following questions are open,

P = NP, (2.5.9)

BPP ⊆ NP, or, NP ⊆ BPP, (2.5.10)

BPP = PSPACE. (2.5.11)

The proofs for these relations will not be presented here, the readers who are
interesting in these issues may refer to the documents, e.g., Ref.[?]

One of the central questions of complexity theory is whether randomness
adds power; that is, is there a problem which can be solved in polynomial
time by a probabilistic TM but not a deterministic TM? or can determinis-
tic TMs efficiently simulate all probabilistic TMs with at most a polynomial
slowdown? It is currently widely believed by researchers that the latter is
in the case, which would imply P = BPP . The same question for logarithm
space instead of polynomial time (does L = BPLP?) is even more widely
believed to be true. On the other hand, the power randomness gives to inter-
active proof systems and the simple algorithms it creates for difficult problems
such as polynomial-time primarily testing and log-space graph connectedness
testing suggest that randomness may add power.

2.5.3 Quantum Complexity

To survey the quantum computability the quantum complexity theory has
been investigated by several researchers. The quantum computability depends
on the quantum TM which has been defined in previous. Only a few classes
such as the class QP and class BQP, have been investigated by far because
of the difficulties on investigations. With the obtained results on the class
P and class BQP, one may have a glimpse on the quantum computability.
Similar to the classic complexity theory, if a set of all languages that can be
computed in polynomial time on a quantum TM, such a set is called the class
QP. Comparing the class P and class QP, Deutsch has proven the following
result [?],

P ⊆ QP. (2.5.12)

The quantum analog to BPP is the class BQP. This consists of all lan-
guages for which a quantum machine gives the right answer at least 2/3 of
the time. It is currently known that BQP sits between BPP and PSPACE in
the complexity hierarchy. Thus one has the following relations,

BPP ⊆ BQP ⊆ PSPACE. (2.5.13)

For the sake of clarity, this relationship is demonstrated without strictly
proofs but with a qualitative description. Bennett showed that any classi-
cal circuit can be converted into an equivalent reversible circuit, and further
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that this conversion can be done efficiently [?]. Immediately, one may con-
clude that a quantum computer is at least as powerful as a classical computer.
Accordingly, there naturally have BPP ⊆ BQP since anything that can be
computed on a classical machine can be computed on a quantum machine
with little overhead. However, it is not known whether or not this contain-
ment is strict. For example, the well-known Shor’s algorithm proves that the
factorization is in BQP [?], while it is not known to be in BPP. In addition,
there are problems such as factoring and computing a discrete logarithm that
are in BQP but not known to be in BPP, no one has actually proven that
these problems are not in BPP.

Similarly, the relation between NP and BQP is unknown. The argument
of Bennett, Bernstein, Brassard, and Vazirani that a brute force approach
to quantum computation results in only quadratic gains suggests that BQP
does not contain NP [?]. However, the relationship between NP and BPP is
currently unknown, so whether or not NP contains BQP is also unknown.

The follows exemplify the proof that BQP ⊆ PSPACE. First, assume
that one is simulating a quantum TM M ∈ BQP for which the transition
amplitudes can be computed exactly in polynomial time. Assume that M
runs in time p(n), then the depth of M ′s computational tree is at most p(n).
One uses a depth-first search on this computational tree, using at most p(n)
space, and adds the amplitude of this path to a running total if the final
configuration is accepting. Since this amplitude can be computed exactly
in polynomial time, the total only requires polynomial space to store. Now
given an arbitrary quantum TM M ′ ∈ BQP , Bernstein and Vazirani showed
that it suffices to use a machine that is similar to M ′ but for which each
transition amplitude can be calculated exactly, and to then compare the
total amplitude was computed to 7/12 in Ref.[?]. If the amplitude is at least
this amount, one accepts. The total space required for this simulation is
polynomial, so BQP ⊆ PSPACE. Note that the total time required for this
simulation is exponential, since the number of possible final configurations is
in O(p(n) · 2p(n)).

Thus, the class BQP contains all of P and BPP, and potentially some
problems in NP but probably none that are NP-complete, and perhaps some
problems in PSPACE that are not in NP. The latter two postulations, how-
ever, have not been proven.

According to the obtained results for the quantum complexity theory, an
initial description on the quantum computability, which is associated with
the security of quantum cryptosystem, is presented. It has been shown that
any classic circuit can be converted into an equivalent reversible circuit, and
further that this conversion can be done efficiently. Accordingly, a quantum
computer is at least as powerful as a classic computer.
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2.6 Security Model

As mentioned in Chapter 1, the aim of the private communication is to
provide confidentiality and authentication during the information exchange
procedures among various communicators via a physical communication sys-
tem. Accordingly, the security for a cryptographic system or a private com-
munication system is significant. Without security guarantee the employed
cryptographic system or private communication system is not useful. This
has been shown clearly in the classic cryptology and classic private commu-
nication. Apparently, there is no exception in the quantum cryptology and
quantum private communication. Thus we try to construct a security model
for the quantum private communication in this section.

Since Shannon published his paper titled “communication theory of
secrecy system” in 1948 [?], a trivial model for security has been built. How-
ever, the security theory is complex since the exact definition of security
would depend on the cryptosystem in question. Actually, a cryptographic
system leads a unique security model. Therefore, various systems give rise
to many definitions for the security. Some important notions for security
have been involved, including, e.g., the information-theoretic security, uncon-
ditional security, perfect security, theoretical security, provable security, com-
putational security, etc. This section describes the security model from two
aspects: information-theoretic security and computational security. These
notions are available for both classic scenarios and quantum scenarios.

2.6.1 Information-theoretic Security

The information-theoretic security is often used interchangeable with uncon-
ditional security. However, the latter term can also refer to systems that do
not rely on unproven computational hardness assumptions. Today these sys-
tems are essentially the same as those that are information-theoretic secure.
However, it does not always have to be that way. For example, if one day
RSA might be proved secure, then it thus becomes unconditional secure,
but it will never be information-theoretic secure. The information-theoretic
security may be defined formally as follows.

Definition 2.6.1 A cryptosystem is information-theoretically secure if
its security derives purely from information theory. That is, it is secure even
when the adversary has unbounded computing resources.

An interesting case in the information-theoretic security is perfect secu-
rity: an encryption algorithm is perfectly secure if a ciphertext produced
using it provides no information about the plaintext without knowledge of
the key. If E is a perfectly secure encryption function, for any fixed message
m there must exist for each ciphertext c at least one key such that c = Ek(m).
It is quite possible, and common for a cryptosystem to leak some informa-
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tion, but nevertheless have the property that whatever security properties it
achieves hold even when the adversary is computationally unbounded. Such
a cryptosystem would have information theoretic but not perfect security.

There are varieties of cryptographic tasks for which information theoretic
security or privacy is a meaningful and useful requirement. A few of these
are: secret sharing schemes such as Shamir’s schemes are information theoret-
ically secure (in fact perfectly secure) in that less than the requisite number
of shares of the secret provide no information about the secret. More gen-
erally, secure multiparty computation protocols often, but not always have
information theoretic security. The private information retrieval with mul-
tiple databases can be achieved with information theoretic privacy for the
user’s query. Symmetric encryption can be constructed under an information
theoretic notion of security called entropic security, which assumes that the
adversary knows almost nothing about messages being sent. The goal here is
to hide all functions of the plaintext rather than all information about it.

When possible, an algorithm or protocol with information theoretic
security has advantages: it does not depend on unproven assumptions about
computational hardness, and it is not vulnerable to developments in the
quantum cryptography and quantum private communication.

Informatically, a cryptosystem with information theoretic security should
satisfy the following condition according to the above definition, i.e.,

I(M,C) = 0, (2.6.1)

which means that the obtained information on the message m ∈ M is zero
when the cipher c ∈ C is given. Since I(M,C) = H(M)−H(M |C), one may
easily obtain

H(M) = H(M |C). (2.6.2)

Clearly, to guarantee the unconditional security of a cryptographic scheme
one should let the ciphertext distribute uniformly. This is concluded with the
following theorem.

Theorem 2.6.1 A necessary condition for a cryptographic scheme with
perfect privacy is

H(K) ≥ H(M). (2.6.3)

Proof Given the key and cipher are given, one has

H(M |KC) = 0,

then
H(K|C) = H(K|C) +H(M |KC) = H(MK|C).

Since
H(MK|C) = H(M |C) +H(K|MC) ≥ H(M |C),

one obtains
H(K|C) ≥ H(M |C).
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In addition,
I(M,C) = H(M)−H(M |C),

and
I(K,C) = H(K)−H(K|C).

Combining the last three equations reaches the conclusion of the theorem.
In the classic cryptology, the Vernam cipher which is also called one-time

pad for binary plaintexts may reach the unconditional security, and this is
the only one with unconditional security in the classic cryptology. The perfect
privacy has been proven firstly by Shannon in 1948. This algorithm will be
discussed in detail in Chapter 6.

Given an arbitrary cryptosystem, the parameter l0 defined as follows is
called unicity distance of the given system under the ciphertext-only attack
strategy,

l0 = min{lc ∈ N : H(K|C) ≈ 0}, (2.6.4)

where N denotes the set of all positive integers.
According to the above definition, one has H(K|C) ≈ 0 at lc = l0, which

implies that the key can be determined in principle when lc ≥ l0. Subse-
quently, the involved cryptographic scheme may be broken. However, when
lc < l0 the key cannot be determined since there are multi-solutions. In this
case, the cryptographic scheme cannot be broken.

Eq.(2.6.4) shows that the security (or privacy) of a given cryptosystem
depends on the parameter l0. Thus, one may call the parameter l0 to be a
threshold value for the security of the cryptosystem.

2.6.2 Computational Security

In the cryptography, the system with information-theoretic security is not
always necessary in some sense since a practical adversary cannot possess
of unbounded computation resources. Consequently, the cryptosystem with
computational security is always adopted to reduce the overhead of cost.
In fact, secure cryptosystems are defined in terms of their required security
properties (e.g., anonymity of voters in an electronic voting system) and
what the adversary can do in the system (e.g., voting authorities colluding
to find out the vote of an individual). This leads the cryptosystem with
computational security.

Generally, a computationally secure cryptosystem is designed under an
intractable mathematical problem which is associated with the complex-
ity theory, e.g., the NP problem, class NPC, etc. Of these mathematical
problems, some have been proven mathematically. However, most of these
problems are only widely believed to be hard to solve but without strictly
mathematical proofs, e.g., factorizing a large number or extracting a dis-
crete logarithm. Consequently, many computationally secure cryptosystems
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are proposed without strict proofs. In addition, with the development of
the complexity theory, some cryptosystems will become insecure since the
intractable problem has become a tractable problem. For example, the well-
known RSA algorithm is computational security since its factorization of
the larger number is regarded as a NP problem. However, when the quantum
computer becomes practical, the shor’s quantum factorization algorithm leads
this NP problem to become a QP problem as described in previous. Thus, in
computationally secure cryptosystems a successful attacker in the system can
also break another system that is known, i.e., proved in its own right, to be
secure, or solve a mathematical problem. Proofs in computationally secure
framework are asymptotic and, though sufficient for feasibility results, have
to be further refined into an exact or concrete security approach. This refine-
ment allows the key sizes to be quantified in terms of adversary’s power. One
should note that the quantum computationally secure cryptosystem depends
on the quantum complexity theory.

An interesting case in the computational security is the provable security.
In cryptosystems with provable security it is shown that a successful attack
is not possible. This is a hot topic in current investigations in the classic
cryptology.

2.6.3 Attack Strategy Analysis

Essentially, all attack strategies proposed in the classic cryptology as well as
quantum cryptology can be categorized mainly as three categories, i.e., the
principle-based attack strategy, implementation-based attack strategy and
assistant-system-based attack strategy. In the principle-based attack strat-
egy, the attacker tries to break the cryptosystem with the possible drawbacks
caused by imperfectness of the employed fundamental, e.g., mathematical
problems or physical laws. The algorithm-based attack strategy uses the pos-
sible drawbacks of the algorithm. While the assistant-system-based attack
strategy depends on an assistant-system such as the Trojan horse, bug, etc.
Of course, since the exact definition of security depends on the cryptosys-
tem in question, the attack strategy in the security theory is complex. Some
typical attack strategies for quantum key distribution will be introduced in
Chapter 4.

The principle-based attack strategy makes use of drawbacks associated
with the fundamentals to break the cipher and obtain useful information. For
examples, the classic cryptosystem is based on the assumption of intractable
problems being hard, which have not been proven strictly. In this scenario,
drawbacks associated with the fundamentals are usually contained. With the
development of mathematics these drawbacks become possibly a means of
breaking the cryptosystem [18]. In the quantum cryptology, there exists also
such kind of attack strategies [?]. For example, since the qubit can be entan-
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gled using unitary operations, there are coherent attack strategies including
collective attack and joint attack. In addition, since any quantum measure-
ment outputs some available information, there is also incoherent attack, i.e.,
the individual attack. Clearly, the incoherent and coherent attacks are associ-
ated with the quantum laws. Accordingly, any attack operations under these
strategies are associated with the physical fundamentals. Consequently, such
kind of attack strategies is called the principle-based attack strategy. For-
tunately, the presented investigations have illustrated that all these attacks
cannot be succeeded in against quantum cryptography schemes, especially
the quantum key distribution schemes. The details on the coherent and inco-
herent attacks, including individual attack, collective attack and joint attack,
will be introduced in Chapter 4.

In private communication, any cryptographic system should be imple-
mented using hardware or software ways. In the hardware way, the employed
apparatus and devices are always imperfect. This may lead drawback of the
system. For example, the single photon quantum cryptography needs gen-
eration of strict single photon for each laser pulse. However, to reach this
idea hardware condition is very difficult in practice unless one employs other
mechanisms to generate a single photon pulse. Subsequently, the photon-
number splitting (PNS) attack is activated and has become an important
attack strategy for the quantum cryptography [20 – 22]. Similarly, the draw-
backs of devices have also been suffered in the classic private communication.
For example, the weak electromagnetism leaking of IC card for cryptogra-
phy aim will influence the security of system. In software way a suitable
algorithm is always adopted. Then the algorithm-based attack strategy may
break the system using obtained signal or leaked information. The well known
ciphertext-only attack, known ciphertext attack, known-plaintext, and cho-
sen plaintext attack belongs to this scenario.

The assistant-system-based attack strategy relies on an assistant system
to break the cryptosystem. One of typical approaches in this scenario is the
Trojan horse attack strategy (THAS) [?]. Let us firstly consider what is Tro-
jan horse in information protection. In data security the Trojan horse is
defined as a small program inserted by an attacker in a computer system. It
performs functions not described in the program specifications, taking advan-
tage of rights belonging to the calling environment to copy, misuse or destroy
data not relevant to its stated purpose. For example, a Trojan horse in a
text editor might copy confidential information in a file being edited to a file
accessible to another. More generally, the so-called Trojan horse is a “robot
horse” which can become a part of the legitimate users’ systems. Then the
“robot horse” can be surreptitiously exploited the legitimate authorizations
of operation, e.g., measurement, detection, etc., to the detriment of security.
For example, break the system via feeding back information to the attacker,
e.g., the dishonest manufacturer or even the adversary, or directly destroying
the legitimate data. To the legitimate users’ system the Trojan horse is actu-
ally an additional system with passive effects. Many things, such as devices
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and small programs inserted in the users’ system, probing signals entering
users’ system through a public channel etc., or even the attacker, can become
Trojan horse. However, it is impossible for any Trojan horse to play a same
role as legitimate users since the Trojan horse is only a small part of the
legitimate system.

There are mainly two kinds of Trojan horses, i.e., pre-lurked Trojan horse
and online Trojan horse. The pre-lurked Trojan horse is a “robot horse” which
is pre-inserted in legitimate users’ systems, such as programs, apparatuses, or
even offices. At an appropriate condition, the lurked Trojan horse is activated
automatically by the legitimate system, and then it feeds back available
information to the attacker even destroy the users’ systems. The online Tro-
jan horse is actually a probing signal which may enter the confidential system
without awareness of legitimate communicators and then back-reflect to the
attacker. Both kinds of Trojan horses may be classic as well as quantum.
In addition, the Trojan horse may also be a combination of the “quantum
Trojan horse” and “classic Trojan horse”.

If a Trojan horse can be inserted successfully in users’ system, the
attacker can break the employed cryptosystem and obtain available infor-
mation by means of the feedback information of the “robot horse”. There are
two kinds of THASs, i.e., the strategy relied on a pre-lurked Trojan horse
and the strategy depended on the probing signal. While the attacking ways
may be classic approaches or quantum approaches determined by the features
of the employed Trojan horses. For example, if employing a pointer state of
the legitimate system as a Trojan horse, or a pre-inserted tiny device as a
Trojan hose, which is exploited to detect the quantum state of the qubits
as the key, the attacker can obtain useful messages by analyzing the feed-
back information of the Trojan horse. If sending light pulses (probing signal)
into the fiber entering legitimate users’s apparatuses, then the attacker can
analyze the backreflected light [?]. Of course, without the Trojan horse this
strategy can do nothing since the feedback information of the Trojan horse is
very important in this attacking strategy. Obviously, this strategy is different
from the strategies which always involved in the quantum cryptography, e.g.,
the intercept/resend attack and the entanglement attack, where the attacker
can directly obtain the information for attacking.
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3 Quantum Bits

Bit is a basic notion in the information science and has been widely used
in the computation, communication, and information processing. By anal-
ogy with the definition of the classic bit, this chapter defines definitely the
so-called quantum bit which plays an important role in the quantum infor-
mation processing. Then, physical properties, mathematical properties, and
information properties of the quantum bit are described in detail. In addition,
the transformation of qubits is discussed using typical quantum logic gates.

It is well-known that the quantum state is a basic notion in quantum
mechanics. Once a quantum state of the involved quantum system is given,
any quantum properties of this quantum system can be obtained theoreti-
cally. Since the quantum information processing is a combination of quantum
mechanics and the classic information processing, the quantum state is also
an important notion in the quantum information science. Usually, a new
notion called the quantum bit (briefly qubit or qbit) is always exploited in
this field. Physically, the qubit is the same as the quantum state. By anal-
ogy with the definition of the classic bit, the qubit is defined definitely in
this chapter. There is slight deviation between definitions in this book and
the traditional definitions. In the traditional definition, the qubit is used to
described only quantum states in 2-dimension Hilbert space. Other quantum
states are often named the tribit, multibit, or ebit, etc. dependently on its
physical attributes. In this book, however, the qubit is referred to an arbi-
trary quantum state in Hilbert space. To distinguish various kinds of quan-
tum states, several special notions such as the Binary qubit, P -ary qubit,
and composite qubit are defined. Making use of these notions, the physical
attributes of qubit are desquamated, so that such definition is more suitable
for the general descriptions from the viewpoint of information science.

The qubit is a basic notion in the quantum information processing. To
understand clearly the qubit, the mathematical property, physical property
and information property of the qubit are described, and the transformation
of qubits is analyzed using quantum logic gates. Some of these properties,
especially the physical property, are important foundations for the theoret-
ical schemes designing, security analysis, and technical implementation of
quantum cryptographic algorithms and protocols in quantum private com-
munication systems.
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3.1 Classic Bits

In a communication system, the information is always expressed using mes-
sage which is carried by a suitable signal, such as an optical signal, elec-
tronic signal, or electromagnetic signal, etc. Basically, information itself has
two characteristics, i.e., nondeterminism and uncertainty. The nondetermin-
ism indicates that the information must be described using statistic theory
instead of the deterministic theory—Laplace theory. While the uncertainty
means the receiver does not pre-know content of the received information
so that information should be described using probabilistic approaches. This
naturally gives rise to the following problems: how uncertain for the trans-
mitted information and how to describe the uncertainty of information. This
motivated Shannon to establish the well-known Shannon information theory
in 1948 [?]. In this theory, the notion “bit” was employed as a basic unit to
measure quantitatively the uncertainty of information.

The bit is a basic notion in the classic information theory, i.e., Shannon
information theory. Initially, the bit was employed as a unit for measuring
quantitatively information. With the development of computation technology,
especially in the logic computation, the symbols “0” and “1” are always
used. Since each symbol can offer 1 bit information in the logic computation.
Subsequently, the bit is also used to describe mathematically the possible
state of an information system.

First, consider the case of bit as an information unit. According to the
Shannon information theory, if the probabilistic distribution of a random
variable X(x) is p(x), the information carried by this random variable is

I(x) = − log2 p(x) (bit). (3.1.1)

For example, in the binary system, let probabilities of “0” and “1” be same,
i.e., p(0) = p(1) = 1/2, then the carried information of each symbol is

I(0) = I(1) = − log2

1
2

= 1 (bit). (3.1.2)

This is why the symbol 0 or 1 is always called as the notion “bit”. However,
the information carried by the symbol “0” or “1” is not always 1 bit. For
example, let p(0) = 1/3, p(1) = 2/3, then one has⎧⎪⎪⎨⎪⎪⎩

I(0) = − log2

1
3

= 1.585 (bit),

I(1) = − log2

2
3

= 0.585 (bit).

(3.1.3)

Except the unit “bit” there are other units for the information, i.e., “nat”
and “hart”, which corresponds the logarithm with base EXP and 10, respec-
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tively. The relations among “bit”, “nat” and “hart” are as follows,⎧⎨⎩ 1 nat = 1.44 bit,

1 hart = 3.32 bit.
(3.1.4)

When the bit is as a symbol for describing the state of the information
system, the symbol “0” and “1” carry 1 bit information, respectively. For
example, Fig.3.1 demonstrates a basic logic circuit which uses “0” and “1” as
symbol to perform addition calculations. Note, in this scenario the bit is only
a mathematical conception. In physical, the bit can be implemented in many
ways, such as “high” and “low” of the signal voltage, “strong” and “weak”
of the signal power, etc.

Fig. 3.1. Example of logic gate drawing

3.2 Quantum Bit Definition

By analogy with the classic bit in the Shannon information theory, a simi-
lar notion called “qubit” (or qbit) is employed in the quantum information
theory. It is noted that the qubit is only employed to describe states of a
quantum system, and it has not yet been used as an informational unit in
the quantum information processing. Physically, a qubit is actually a quan-
tum state which has been studied in the previous chapter. Consequently, a
qubit holds all attributes of the quantum state. This leads that a qubit pos-
sesses of many novel characteristics than a classic bit. These characteristics
plays important role in the quantum private communication.

Currently, definition of the qubit is not clear since various meanings of
qubit are employed in the quantum information field. According to physical
expressions of quantum states qubits are often called as various notions. For
instance, quantum states in Hilbert spaces H2 and Hn(n ≥ 3) are called the
qubit and tribit (or multibit), respectively; while an entanglement state is
often called ebit. Clearly, these definitions are incomplete and confused. For
example, according to the above definitions, the following quantum states
|φ1〉 =

∑3
i=1 αi|i〉 and |φ2〉 =

∑4
i=1 βi|i〉 are all multibits, naturally one has

to ask how to define them exactly? Clearly, the above definitions cannot
solve this problem.

To present a clear description, the qubit is defined definitely in mathe-
matical ways while its physic connotations are neglected. Throughout this
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book the qubit is regarded as an abstractly mathematical conception, i.e.,
any quantum state is called a qubit. To define further the qubit in an exact
way we adopt the following rule: Binary qubit, P -ary qubit, and composite
qubit.

3.2.1 Binary Qubit

In the classic information theory, the bits “0” and “1” are defined as binary
bits. Similarly, the binary qubit is defined as follows.

Definition 3.2.1 Let |ψ〉 be a quantum state in the 2-dimension Hilbert
space H2. Then the quantum state |ψ〉 is called a binary qubit, briefly,
B-qubit, or B-qbit.

Denote the basis {|0〉, |1〉} of the 2-dimension Hilbert space, a general
B-qubit is expressed as

|ψ〉 = α|0〉+ β|1〉, (3.2.1)

with |α|2 + |β|2 = 1.
Eq.(3.2.1) illustrates the B-qubit is a superposition state of |0〉 and |1〉,

which means the B-qubit may be in the state |0〉 or |1〉 with probability of
|α|2 or |β|2, respectively. Also it may be in the state |ψ〉 with probability 1.

Generally, the basis in a space is not unique. For example, in the
2-dimension Hilbert space H2, {|+〉, |−〉} is another basis which is always
called computational basis. Since |±〉 = (|0〉 ± |1〉)/

√
2, the B-qubit can be

denoted in the basis {|+〉, |−〉} as

|ψ〉 = α′|+〉+ β′|−〉 = α+ β√
2
|+〉+ α− β√

2
|−〉, (3.2.2)

with |α′|2 + |β′|2 = 1.
Physically, a B-qubit composes of one particle (quanta), it can be imple-

mented in various ways, such as polarizations, phases, two-level atom, etc.
For the physical implementation of a basic qubit, please refer to Chapters 7
and 8.

3.2.2 P -ary Qubit

In the classic case, except for the binary number, i.e., {0, 1}, there introduces
various number systems such as the Decimal system, Hexadecimal system,
etc. Generally, they are called P -ary number. Refer to these classic definitions,
the so-called P -qubit which expresses the quantum state in the P -ary numeral
system is defined as follows.

Definition 3.2.2 Let |ψp〉be a single quantum state in the p-dimension
Hilbert space Hp. Then the quantum state |ψp〉 is called a P -ary qubit,
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briefly, P -qubit, or P -qbit.
Generally, a P -qubit is denoted

|ψp〉 = α0|0〉+ α1|1〉+ . . .+ αp|p− 1〉, (3.2.3)

with
∑p−1

i=0 |αi|2 = 1. For example, a 3-qubit is denoted as

|ψ3〉 = α0|0〉+ α1|1〉+ α2|2〉. (3.2.4)

This state has been employed in the quantum secret sharing scheme. The
quantum secret sharing scheme is an important component in the quan-
tum cryptology. Since this book refers to the quantum private communi-
cation which focuses on the topics of how to protect the confidentiality and
authentication of communication, this issue is not addressed in the book.
However, a multi-party quantum key distribution scheme based on the quan-
tum secret sharing is presented in Section7.7. The interesting readers on the
quantum secret sharing may have further readings referred to Ref.[2,3].

3.2.3 Composite Qubit

If the considered quantum system is a multi-particle system, the correspond-
ing quantum state is a multi-particle state. In this case, a so-called composite
qubit is defined to describe such a situation.

Definition 3.2.3 The quantum state of an n-particle quantum system
is defined as a composite qubit, briefly, Cpn-qubit, or Cpn-qbit, where the
subscript n and superscript p denote the number of particles and P -ary,
respectively.

Like the composite state of quantum systems, there are different compos-
ite ways. Firstly, consider the composite qubit in H2. If an involved n quan-
tum system is independent, the composite qubit is a direct product of these
n basis qubits. Denote n basis qubits by |ψi〉 = αi|0〉+βi|1〉 (i = 1, 2, . . . , n),
then the composite qubit is denoted as

|Ψ2
n〉 =

n⊗
i=1

|ψi〉. (3.2.5)

This is actually a superposition state of binary codes. If an associated n
quantum system is entangled, the composite qubit is an entanglement state
of the n quantum system. For example, a two-particle composite qubit in H2

is denoted as

|Ψ2
2〉 = α00|00〉+ α01|01〉+ α10|01〉+ α11|11〉, (3.2.6)

with
∑1
i1,i2=0 |αi1i2 |2 = 1. Obviously, Bell states and Greenberger-Horne-

Zeilinger(GHZ) states are C2
2 -qubit and C2

3 -qubit, respectively.
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Generally, in the 2-dimension Hilbert space a composite qubit can be
denoted as

|Ψ〉 =
1∑

i1,i2,...,in=0

αi1,i2,...,in |i1, i2, . . . , ik〉. (3.2.7)

Compare to the classic case, the composite qubit likes a codeword, e.g., the
codeword c = i1i2 . . . ik. However, a composite qubit is a superposition state
of 2ik classic codewords! This feature brings some novel properties for the
quantum bits. In the quantum information processing the quantum error-
correction code is a typical composite qubit.

In a p-dimension Hilbert space Hp, the binary base should be changed
to the P -ary numeral system. Generally, a composite qubit consisting of n
quantum systems in the p-dimension Hilbert space Hq may be denoted as

|ψpn〉 =
p−1∑

i1,i2,...,in=0

αi1,i2,...,in |i1, i2, . . . , ik〉. (3.2.8)

Example 1 A composite qubit consists of two quantum systems in the
3-dimension Hilbert space H3 is

|ψ3
2〉 =

2∑
i1,i2=0

αi1,i2 |i1, i2〉. (3.2.9)

Example 2 The Aharonov state may be regarded as a C3
3 -qubit,

|Ψ3
3〉 =

1√
6

(|012〉+ |120〉+ |201〉 − |012〉 − |102〉 − |210〉) . (3.2.10)

3.3 Quantum Bit Transformation

In the quantum information processing, such as the quantum private commu-
nication, quantum computation, and quantum data compression, the quan-
tum transform is always employed, e.g., changing form of a qubit or trans-
forming two B-qubits into a C-qubit, etc. To perform such a kind of trans-
formations needs unitary operations. Generally, a quantum transforms may
be defined as follows.

Definition 3.3.1 Let |X〉 and |Y 〉 be arbitrary qubit with |X〉 inputs
and |Y 〉 output, then an arbitrary quantum transform is defined as

|Y 〉 = F |X〉, (3.3.1)

where F is an arbitrary matrix form for a quantum transform, its size depends
on the dimensions of the qubits |X〉 and |Y 〉.
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Let UN denote a unitary matrix of quantum transforms, where N denotes
the size of the unitary matrix. Generally, the matrix representation of the
quantum transform may be any size. However, only N = 2n size unitary
matrices are considered in current quantum information processing, since
the B-qubits are employed in many situations.

3.3.1 Quantum Logic Gates

The quantum transform must be a unitary matrix since a qubit should satisfy
the normalization condition. In quantum mechanics, a quantum transform
corresponds a quantum operator. While in the quantum information such a
operator is called the quantum logic gate, briefly called the quantum gate.
There are several kinds of quantum gates: single-qubit gate, two-qubit gate,
multi-qubit gate. Based on these basic quantum gates, a quantum circuit may
be constructed. The quantum circuit is different from the electron circuit since
a qubit is different from the classic bits.

1) Classic Bit Gates

In the classic information processing, the basic unit for information pro-
cessing is the so-called logic gate. A logic gate performs a logical operation
on one or more logic inputs and produces a single logic output. The logic
operation normally performed is the Boolean logic and is most commonly
found in digital circuits. Logic gates are primarily implemented electroni-
cally using diodes or transistors, but can also be constructed using electro-
magnetic relays, fluidics, optical, or even mechanical elements. A Boolean
logical input or output always takes one of two logic levels. These logic levels
can go by many names including: on/off, high(H)/low(L), one(1)/zero(0),
true(T)/false(F), positive/negative, positive/ground, open circuit/close cir-
cuit, potential difference/no difference, etc. For consistency, the names 1 and
0 will be used below.

A logic gate takes one or more logic-level inputs and produces a single
logic-level output. Because the output is also a logic level, an output of one
logic gate can connect to the input of one or more other logic gates. Two
outputs cannot be connected together, however, as they may be attempting
to produce different logic values. In electronic logic gates, this would cause a
short circuit.

NAND and NOR logic gates are two pillars of logic, in that all other types
of Boolean logic gates (i.e., AND, OR, NOT, XOR, XNOR) can be created
from a suitable network of just NAND or just NOR gate(s). They can be
built from relays or transistors, or any other technology that can create an
inverter and a two-input AND or OR gate. These functions are demonstrated
in Table 3.1. OR, AND, NAND, and NOR gates may have more than two
inputs. All gates have exactly one output.
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Table 3.1. Logic gates and their functions

OR Any high input will drive output high
NOR Any high input will drive output low
AND Any low input will drive output low
NAND Any low input will drive output high
XOR Only 1 high input will drive output high
XNOR Only 1 high input will drive output low

Six typical symbols of logic-gates are demonstrated in Fig.3.2. All these
are basic logic gates and play important roles in the classics information
processing.

Fig. 3.2. Symbols of classic logic gates

2) Single-qubit Logic Gate

In the classic scenario, there are only two basic bits in the binary system.
Correspondingly, there are only one single bit logic gate. In the quantum case,
however, a qubit is a superposition state, this gives rise to many single qubit
gates. In addition, transformation of qubit should be a unitary operation
since the normalization requirement of qubit, i.e., quantum state. Thus any
quantum gate is a unitary operation. Let U denote a quantum logic gate, it
satisfies

U †U = UU† = I. (3.3.2)

In addition, a quantum logic gate must be independent of physical properties
of the input qubits. Thus a quantum logic gate should be a universal gate.
The unitary and universal properties are basic requirements for a quantum
logic gate.

There are some important gates: X gate, Y gate, Z gate, Hadamard
gate, phase gate and π/8 gate. These gates are drawn in Fig.3.3. They may
compose of various universal gate sets. In the following brief descriptions for
these gates are presented.

The X gate is also called the Pauli-X gate, it is the Pauli x component,
i.e., X = σx = σ1. The matrix representation reads

X =

(
0 1

1 0

)
. (3.3.3)

The symbol of the X gate is shown in Fig.3.3(a). The function of the X gate
is to flip the qubit. Let |ψ〉 = α|0〉 + β|1〉 be an arbitrary B-qubit, then the



3.3 Quantum Bit Transformation 75

Fig. 3.3. Basic single qubit quantum logic gates

X gate on the qubit yields the following output,

X |ψ〉 =
(

0 1

1 0

)(
α

β

)
=

(
β

α

)
= β|0〉+ α|1〉. (3.3.4)

The Y gate is also called the Pauli-Y gate, it is the Pauli y component,
i.e., Y = σy = σ2. The matrix representation is as follows,

Y =

(
0 −i

i 0

)
, (3.3.5)

where i is the imaginary unit. The symbol of the Y gate is shown in Fig.3.3(b).
The function of the Y gate is to flip the qubit, i.e., the Y gate on the qubit
yields the following output,

Y |ψ〉 =
(

0 −i

i 0

)(
α

β

)
= e

iπ
2 (−β|0〉+ α|1〉). (3.3.6)

The Z gate is the Pauli z component, i.e., Z = σz = σ3. It is also called
the Pauli-Z gate. Its matrix representation is given by

Z =

(
1 0

0 −1

)
. (3.3.7)

The symbol of the Z gate is shown in Fig.3.3(c). The function of the Z gate
is to rotate π/2 along the |1〉 axis. Mathematically, the Z gate on the qubit
may be expressed as follows,

Z|ψ〉 =
(

1 0

0 −1

)(
α

β

)
=

(
α

−β

)
= α|0〉 − β|1〉. (3.3.8)

The H gate is actually the Hadamard gate. The Hadamard gate and Pauli
matrices have the following relations,

H = σ1 + σ3, (3.3.9)
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and have the following matrix representation,

H =

(
1 1

1 −1

)
. (3.3.10)

Note, comparing to its classic form the coefficient 1/
√

2 of H is often omitted
in quantum scenarios. The symbol of the H gate is shown in Fig.3.3(d). The
function of the H gate may be mathematically expressed as follows,

H |0〉 → |+〉 = |0〉+ |1〉√
2

, H |1〉 → |−〉 = |0〉 − |1〉√
2

. (3.3.11)

Thus, one has

H |ψ〉 → α|+〉+ β|−〉 =
α+ β√

2
|0〉+ α− β√

2
|1〉. (3.3.12)

Easily, one may check the following relations,

H2|ψ〉 = |ψ〉. (3.3.13)

The S gate is also called the phase gate. The matrix representation of the
phase gate is expressed as follows,

S =

(
1 0

0 i

)
. (3.3.14)

The symbol of the S gate is shown in Fig.3.3(e). A phase gate makes the
qubit have π/2 phase changes, which may be expressed as

S|ψ〉 =
(

1 0

0 i

)(
α

β

)
= α|0〉+ iβ|1〉. (3.3.15)

The T gate is also called the π/8 gate. The matrix representation of the
phase gate is expressed as follows,

T =

(
1 0

0 ei π4

)
. (3.3.16)

The symbol of the T gate is shown in Fig.3.3(f). The T gate makes the qubit
has π/4 phase changes, which is expressed as

T |ψ〉 =
(

1 0

0 ei π4

)(
α

β

)
= α|0〉+ ei π4 β|1〉. (3.3.17)

An arbitrary single-qubit quantum gate in the 2-dimension Hilbert space
H2 is a 2 by 2 unitary matrix. There is a fast decomposition approach for a
2 by 2 unitary matrix which has been shown in the following theorem.
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Theorem 3.3.1 Any single qubit quantum logic gate can be decomposed
into the following form,

U = eiα

(
e−i β

2 0

0 eiβ
2

)⎛⎜⎝ cos
γ

2
− sin

γ

2

sin
γ

2
cos

γ

2

⎞⎟⎠( e−i δ
2 0

0 ei δ
2

)
, (3.3.18)

where α, β, γ, δ are real numbers.
A detail proof for this decomposition has been presented in Ref. [?].

3) Measurement Gate

The quantum measurement is an important issue in quantum mechan-
ics and quantum information processing. It is a kind of operations on qubit,
but it is not a unitary operator since it collapses the qubit. For the sake of
unification, the quantum measurement is defined as a new logic gate called
the measurement gate, briefly called the M gate, in this book. Since there
are three measurement ways, correspondingly, there are general measure-
ment gate MG, projective measurement gate MP , and POVM gate MPOVM .
The quantum measurement gate is denoted in the book using the symbol in
Fig.3.4.

Fig. 3.4. Quantum measurement gate for qubits

As an example, consider the projective measurement gate MP in the
2-dimension Hilbert space H2. Let {|e1〉, |e2〉} be bases in H2, then any
B-qubit |ψ〉 ∈H2 may be denoted,

|ψ〉 = α|e1〉+ β|e2〉. (3.3.19)

In this case, the matrix form of the projective measurement gate Mp has the
following form,

MP =

(
δô, ê1 0

0 δô, ê2

)
, (3.3.20)

where δ is a Delta function, and the symbols ô and êj (j = 1, 2) denote
directions of the quantum measurement and bases |ei〉, respectively. For
example, if the direction of the quantum measurement is along |e1〉, i.e.,
ê1, the measurement gate is

M ê1
P =

(
1 0

0 0

)
, (3.3.21)
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conversely the measurement gate is

M ê2
P =

(
0 0

0 1

)
. (3.3.22)

Applying the quantum measurement gate Mp in Eq.(3.3.20) on qubit |ψ〉
yields

MP |ψ〉 −→ α|e1〉δô, ê1 + β|e2〉δô, ê2 . (3.3.23)

Clearly, this description is consistent with the definition of the quantum
measurement in Section 2.3.3 for the general measurement, projective mea-
surement, and POVM measurement.

4) Two-qubit Gate

A typical two-qubit quantum logic gate is the so-called controlled-NOT
(briefly CNOT) gate, denoted CNOT . This gate has two inputs, known as the
control qubit and the target qubit, respectively. Its symbol is shown in Fig.3.5.
The top line represents the control qubit, and the bottom line represents the
target qubit. The action of this gate is described as follows. If the control
qubit is 0, the target qubit is left alone; if the control qubit is 1, then the
target qubit is flipped. In equations this procedure is expressed as

CNOT |εcεt〉 → |εc(εc ⊕ εt)〉, (3.3.24)

where εc, εt ∈ {0, 1} and ⊕ denotes the addition modulo two.

Fig. 3.5. Control-NOT gate for two qubits

To obtain the matrix form of the control-NOT gate needs a suitable basis
set. Since the two-qubit system is a composite quantum system, the basis
may be constructed using two single-quantum systems. Thus, the basis for
the two-qubit system is {|00〉, |01〉, |10〉, |11〉}. Then the elements of the gate
CNOT is

[CNOT ]i,j = 〈i, j|CNOT |i, j〉, (3.3.25)

where i, j = 0, 1. Employing above equation, the matrix representation of the
control-NOT gate is obtained,

CNOT =

⎛⎜⎜⎜⎜⎝
1 0 0 0

0 1 0 0

0 0 0 1

0 0 1 0

⎞⎟⎟⎟⎟⎠ . (3.3.26)
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Generally, suppose that U is an arbitrary single qubit unitary operation.
A controlled-U operation is a two qubit operation, again with a control and a
target qubit. If the control qubit is set then U is applied to the target qubit,
otherwise the target qubit is left alone; that is

|c〉|t〉 → |c〉U c|t〉. (3.3.27)

The controlled-U operation is represented by the circuit shown in Fig.3.6.
In this figure, the top line is the control qubit, and the bottom line is the
target qubit. If the control qubit is set the U is applied to the target qubit,
otherwise it is left. The matrix representation of this operation is

CU =

(
I2 0

0 U

)
. (3.3.28)

Fig. 3.6. Controlled-U gate for two qubits

Example 1 Let U = Y , one obtains the controlled-Y gate,

CZ =

⎛⎜⎜⎜⎜⎝
1 0 0 0

0 1 0 0

0 0 0 −i

0 0 i 0

⎞⎟⎟⎟⎟⎠ =

(
I2 0

0 Y

)
. (3.3.29)

The symbol is shown in Fig.3.7.

Fig. 3.7. Controlled-Y gate for two qubits

Example 2 Let U = R, where R is a rotation operation with the
following form,

R =

(
1 0

0 eiα

)
, (3.3.30)
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then the matrix representation of CR is

CR =

⎛⎜⎜⎜⎜⎝
1 0 0 0

0 1 0 0

0 0 1 0

0 0 0 eiα

⎞⎟⎟⎟⎟⎠ =

(
I2 0

0 R

)
. (3.3.31)

The symbol is shown in Fig.3.8.

Fig. 3.8. Controlled-R gate for two qubits

5) Universal Quantum Gate

Definition 3.3.2 Let G = {G1, G2, . . . , Gn} be a set of gates, if this
set can be employed to compute an arbitrary function f(x), the gate set G is
called the universal gate set, and Gi with i = 1, 2, . . . , n are called universal
gates.

In classic case, the gate set Gc = {AND,OR,NOR} is a universal gate
set and these gates, AND,OR,NOR, are universal classic gates.

In quantum case, the universal gate set in the Hilbert space H n
2 is Gq =

{X,Y, Z, S, T, CNOT}. Since any N = 2n size unitary matrix UN can be
decomposed into these matrices.

Theorem 3.3.2 Any N = 2n size unitary matrix UN can be represented
in the universal gate set Gq.

Proof Generally, any N = 2n unitary matrix UN can be represented in
a 2 by 2 block unitary matrix U2,

U2n = U2 =

(
A B

C D

)
, (3.3.32)

where the block-elements A, B, C and D are 2n−1 size unitary matrices. In
the physical case, U2n is factorable in multiplication group when n ≥ 2. Thus,
four block-elements must be kronecker products of two matrices, i.e.,⎧⎨⎩A = UAi ⊗ U1

j , B = UBi ⊗ U1
j ,

C = UCi ⊗ U1
j , D = UDi ⊗ U1

j ,
(3.3.33)
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where i · j = 2n−1. Therefore,

U2n = U2 =

(
UAi UBi
UCi UDi

)
⊗ U1

j . (3.3.34)

In such case, one has the following recursive relations [5],

U2n =
n−1∏
i=0

I4n−i−1 ⊗ U4 ⊗ I4i ,

=
n∏
i=1

I4n−i ⊗ U4 ⊗ I4i−1 . (3.3.35)

If U4 can be decomposed further, it may be written as

U4 = U2 ⊗ U2. (3.3.36)

In addition, it has been proven that any 2 by 2 unitary matrix can be
expressed in σx, σz. However, in some a case, it cannot be decomposed. For
example, when U4 = CNOT , it cannot be represented in kronecker product.
Fortunately, this kind of unitary matrix is actual a two-qubit gate. Thus the
set of {Y, Z,CNOT } is a universal gate.

Corollary 1 Any single qubit gate can be decomposed as

U = eiθ0e−iθ1
σz
2 e−iθ2

σy
2 e−iθ3

σz
2 . (3.3.37)

Corollary 2 Any two-qubit gate UAB can be decomposed as

UAB = eiθ0I2⊗I2(UA ⊗ UB)UD(VA ⊗ VB), (3.3.38)

where UA, UB, VA, VB are single-qubit quantum gates and UD is a non-
factorable gate responsible for the non-local characteristic of the gate, and
has the following form

UD = e−i
P3

i=1 θiσi⊗σi . (3.3.39)

Corollary 3 Any three-qubit gate UABC can be decomposed as

UABC = (A4 ⊗B4)N2(A3 ⊗B3)M(A2 ⊗B2)N1(A1 ⊗B1), (3.3.40)

where Ai, Bi are, respectively, two qubits gates and single qubit gate, Nk and
M has the following form,

Nk = ei(akσx⊗σx⊗σz+bkσy⊗σy⊗σz+ckσ
⊗3
z ), (3.3.41)

M = ei(aσ⊗3
x +bσy⊗σy⊗σz+cσz⊗σz⊗σx+dI2⊗I2⊗σx), (3.3.42)

where the parameters a, b, c, and d are real numbers.
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3.3.2 Quantum Circuits

A quantum circuit is a flow graph which consists of “quantum wire” and
“quantum logic gate”, the flow direct is from left to right. The so-called wire
is a logic gate which describes the flow of qubits. Compare to the electron
circuit, a quantum circuit has no multiple input and multiple-out. This is
because the quantum operation must be a unitary, subsequently, the wires
cannot be joined together. In addition the inverse operation is not allowed
since the quantum no-cloning theorem.

Example 1 Fig.3.9 is a quantum circuit which consists of two Hadamard
gates H and one controlled-NOT gate CNOT .

Fig. 3.9. A quantum circuit consisted of Hadamard gates and Controlled-NOT
gate

Example 2 Fig.3.10 is a quantum circuit which consists of three
controlled-NOT gates CNOT .

Fig. 3.10. A quantum circuit consisted of three Controlled-NOT gate

Example 3 Fig.3.11 is a quantum circuit for teleporting a qubit.

Fig. 3.11. A quantum circuit for teleporting a qubit

In the Fig.3.11, let |ψ〉 be a B-qubit in the 2 dimensional Hilbert space
H2 which will be teleported, while the two-particle state |Ψ〉 be a EPR pair.
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The corresponding particles are denoted 1, 2, and 3. These states have the
following forms,

|ψ〉 = α|0〉+ β|1〉, (3.3.43)

|Ψ〉 = 1√
2
(|00〉+ |11〉). (3.3.44)

In this case, the total input state is

|ψ0〉 = |ψ〉 ⊗ |Ψ〉 =
1√
2

[α|0〉(|00〉+ |11〉) + β|1〉(|00〉+ |11〉)] . (3.3.45)

Applying the controlled-NOT operation on particles 1 and 2 gives

|ψ1〉 = CNOT |ψ0〉. (3.3.46)

Then the particle 1 is operated by a Hadamard gate,

|ψ2〉 = H |ψ1〉 = HCNOT |ψ0〉. (3.3.47)

After these operations, the particles 1 and 2 are measured. These operations
give

|ψ3〉 = M1M2|ψ2〉. (3.3.48)

Finally, the particle 3 is operated by two single qubit gates X and Z which
are controlled under the measurement results m1 and m2. This operation
gives

|ψ4〉 = Zm1Xm2 |ψ3〉 = |ψ〉. (3.3.49)

Theorem 3.3.3 Any unitary matrix corresponds to a quantum circuit,
and vice versa.

Proof If the unitary matrix UN cannot be factorable, it may be regarded
as an n-qubit quantum logic gate, which is actually a simple quantum circuit.
If UN can be decomposed, it may be denoted as 2 by 2 unitary matrices and
4 by 4 matrices. Since a 2 by 2 unitary matrix is a single-qubit quantum gate
and a 4 by 4 unitary matrix is a controlled-U gate. Thus the unitary matrix
U corresponds to a quantum circuit. Reversely, it is straightforward.

According to the theorem, a quantum circuit can be denoted using an N
by N unitary matrix. In addition, the quantum circuit can be plotted using
a given unitary matrix U .

3.4 Mathematical Property

Mathematically, a quantum state, i.e., a qubit, is a vector in a special lin-
ear space called the Hilbert space. Therefore, a qubit must have important
mathematical properties which are helpful for giving an intuitive picture for
the qubit. In fact, a B-qubit corresponds to a point in the Bloch sphere, this
section investigates the mathematical properties of the B-qubit in the Bloch
Sphere.
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3.4.1 Bloch Sphere

Since |α|2 + |β|2 = 1, the B-qubit may be rewritten as

|ψ〉 = eiγ

(
cos

θ

2
|0〉+ eiϕ sin

θ

2
|1〉
)
, (3.4.1)

where θ, ϕ, and γ are real numbers, and 0 ≤ θ ≤ π and 0 ≤ ϕ ≤ 2π. Since
the factor eiγ has no observable effects, the above equation may be effectively
written as

|ψ〉 = cos
θ

2
|0〉+ eiϕ sin

θ

2
|1〉. (3.4.2)

Mathematically, the parameters θ, ϕ define a point on a unit 3-dimension
sphere as shown in Fig.3.12. This sphere is often called the Bloch sphere. It
provides a useful means of visualizing the state of a B-qubit.

Fig. 3.12. Bloch sphere representation of a qubit

The Bloch sphere provides mathematically a visualized explanation for
the B-qubit: The poles are base |0〉 and |1〉 of a B-qubit, and an arbitrary
B-qubit is a point on the sphere. The ϕ is angle between X axis and the
projection of the point in X-Y plane, and θ is an angle between the point
and Z axis. If a point is determined, values of the parameters ϕ and θ can
be obtained. According to the mathematical theory, any point on the sphere
can be transformed into another point with a suitable transformation.

However, it must be kept in mind that this intuition is limited because
there is no simple generalization of the Bloch sphere for P-qubit and C-qubit.
Fortunately, these qubits may be expressed mathematically as

ρ =
I + r · σ

2
, (3.4.3)

where I is an identity matrix, σ is a 3-dimension Pauli matrix, and the vector
r is a parameter associated with the qubit.

Fig.3.12 demonstrates a clear mathematical construction for a B-qubit.
In addition, there are infinite B-qubits in a 2-dimension Hilbert space.
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3.4.2 Orthogonality of Opposite Points

Since an arbitrary point on the Bloch sphere denotes a qubit or called a
quantum state, it is interesting to find out the dual qubit, i.e., the opposite
point, on the Bloch sphere. In the following the orthogonality of an arbitrary
point and its opposite point is presented. Consider a general B-qubit state
|ψ〉,

|ψ〉 = cos
θ

2
|0〉+ eiϕ sin

θ

2
|1〉. (3.4.4)

Let |ψd〉 be a quantum state (i.e., qubit) of the corresponding opposite point,
it reads

|ψd〉 = cos
π− θ

2
|0〉+ ei(ϕ+π) sin

π− θ
2
|1〉 (3.4.5)

= sin
θ

2
|0〉 − eiϕ cos

θ

2
|1〉. (3.4.6)

Thus, the inner product 〈ψd|ψ〉 is given by

〈ψd|ψ〉 = cos
θ

2
cos
π− θ

2
− sin

θ

2
sin
π− θ

2
(3.4.7)

= cos
π

2
= 0, (3.4.8)

which means two points are orthogonal.

3.4.3 Rotations on Bloch Sphere

The Pauli X,Y , and Z gates are so-called rotations because when they are
exponentiated, they give rise to the rotation operators, which rotate the
Bloch vector (sin θ cosϕ, sin θ sinϕ, cos θ) about the x, y, and z axes. Rotation
operators are expressed by

Rx(θ) ≡ e−iθX/2 = cos
θ

2
I − i sin

θ

2
X, (3.4.9)

Ry(θ) ≡ e−iθY/2 = cos
θ

2
I − i sin

θ

2
Y, (3.4.10)

Rz(θ) ≡ e−iθZ/2 = cos
θ

2
I − i sin

θ

2
Z, (3.4.11)

where i is the imaginary unit. Consider Rx(π) = −iX , which is equal to X
up to the global phase of −i, so one finds that the X operator is equivalent
to a rotation of 180◦ about the X axis. Also, the rotation operators do not
in general keep the coefficient of the |0〉 component of the qubit state real.
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To compare rotated states to see if they correspond to the same point on the
Bloch sphere, it is necessary to multiply each one by a phase to make the |0〉
component of its state real.

Since Rz(α) and |ψ〉 have the following matrix representations,

Rz(α) =

(
e−iα/2 0

0 eiα/2

)
, (3.4.12)

and

|ψ〉 =

⎛⎜⎜⎝ cos
θ

2

eiϕ sin
θ

2

⎞⎟⎟⎠ , (3.4.13)

applying Rz(α) on the qubit |ψ〉 yields

Rz(α)|ψ〉 =

(
e−iα/2 0

0 eiα/2

)⎛⎜⎜⎝ cos
θ

2

eiϕ sin
θ

2

⎞⎟⎟⎠

=

⎛⎜⎜⎝ e−iα/2 cos
θ

2

eiα/2eiϕ sin
θ

2

⎞⎟⎟⎠ = e−iα/2

⎛⎜⎜⎝ cos
θ

2

eiαeiϕ sin
θ

2

⎞⎟⎟⎠ . (3.4.14)

This result means that the net effect is to change ϕ to ϕ + α as one would
expect for a rotation around the axis z.

If n̂ = (nx, ny, nz) is a real unit vector in the 3-dimension space, then it
can be shown that the operator Rn̂(θ) rotates the Bloch vector by an angle
θ about the n̂ axis, where

Rn̂(θ) = e−iθn̂·σ/2, (3.4.15)

and σ denotes three component vectors (X,Y, Z) of the Pauli matrices. Fur-
thermore, it is not hard to show that (n̂ · σ)2 = I, and therefore one can use
the special case operator exponential and write

Rn̂(θ) = cos
θ

2
I − i sin

θ

2
(n̂ · σ)

= cos
θ

2
I − i sin

θ

2
(nxX + nyY + nzZ). (3.4.16)

It can be shown that an arbitrary single qubit unitary operator can be
written in the form,

U = exp(iα)Rn̂(θ), (3.4.17)
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for some real numbers α and θ and a real 3-dimension unit vector n̂. For
example, consider α = π/2, θ = π, and n̂ = (1/

√
2, 0, 1/

√
2),

U = exp
iπ
2

cos
π

2
I − i sin

π

2
1√
2
(X + Z)

=
1√
2

(
1 1

1 −1

)
, (3.4.18)

which is the Hadamard gate H .
The double representation of rotations in the 3-dimension space has an

interesting consequence that the rotation of 360◦ does not restore the phase
to its initial values, and a rotation through 720◦ is needed. For example,

Rz(0) = I, Rz(2π) = −I, Rz(4π) = I. (3.4.19)

For an isolated qubit this has no physical significance, but in relation to
other qubits there is a difference, e.g., a rotation of 360◦ of an electron about
its “spin” axis changes its state and a 720◦ rotation is needed to restore
it. It affects the “orientation-entanglement relation” of objects in the
3-dimension real space.

3.5 Physical Property

As mentioned previously, a qubit is actually a quantum state in the Hilbert
space. Consequently, a qubit holds all physical properties of the corresponding
quantum state. It is impossible and not necessary to introduce all properties
for a qubit since there are many physical attributes for a quantum state
according to quantum mechanics. This section introduces some typical phys-
ical properties which are useful for the quantum private communication.

3.5.1 Superposition

Superposition is a basic characteristic of qubits following the quantum
superposition principle. The superposition principle is the addition of the
amplitudes of waves from interference. It occurs when an object simultane-
ously “possesses” two or more values for an observable quantity (e.g., the
position or energy of a particle). For the state of quantum system in a
p-dimension Hilbert space, it may be simultaneously stay in all of the
basis states. Let the basis set of the Hilbert space Hp is {|0〉, |1〉, . . . , |p−1〉},
according to the superposition principle the qubit may be denoted

|ψP 〉 = α0|0〉+ α1|1〉+ . . .+ αp−1|p− 1〉. (3.5.1)
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It is just a P-qubit. The B-qubit is a special case of the P-qubit, it can be
denoted as

|ψ2〉 = α0|0〉+ α1|1〉. (3.5.2)

For clarity, the superscript 2 is always omitted.
The superposition also exists in a C-qubit. For example, a two-particle

entangled qubit (the entanglement of qubits will be defined in the following
subsection) can be denoted as

|ψ2
2〉 = α00|00〉+ α11|11〉. (3.5.3)

The superposition property of qubits leads the measurement results are
not determined. Let Q be operator of an observable quantity, and its eigen-
state is a set of {|qi〉|i = 1, 2, . . . , n}, i.e.,

Q|qi〉 = λi|qi〉. (3.5.4)

Since the set of eigenstates may be viewed as a basis in the n-dimensional
Hilbert space, any state |ψ〉 of the quantum system can be spanned by this
basis, i.e.,

|ψ〉 =
∑
i

αi|qi〉. (3.5.5)

One may check easily,

Q|ψ〉 =
∑
i

αiQ|qi〉 �= c|ψ〉. (3.5.6)

Thus |ψ〉 is not an eigenstate of the operator Q. Now suppose that the state
|ψ〉 is an eigenstate of the operator L, then the eigenequation is given by

L|ψ〉 = λ|ψ〉, (3.5.7)

where λ is the eigenvalue of the operator L. Simple calculations show that
QL �= LQ. Thus Q does not commute with L. Accordingly, the two observ-
able variables corresponding to the operators Q and L cannot be determined
simultaneously.

As an example, we consider a binary qubit state,

|ψ〉 =
1√
2

(|0〉+ |1〉) . (3.5.8)

One may construct a measurement operator, e.g., projective operator P ,
which consists of the basis {|0〉, |1〉}. Measuring the state |ψ〉 using this pro-
jective operator yields the results |0〉 or |1〉 with probabilities p(0) = 1/2 and
p(1) = 1/2, respectively. Evidently, the result is not determined before the
measurement. While using the relations |+〉 = (|0〉 + |1〉)/

√
2 the state |ψ〉

may be rewritten as
|ψ〉 = |+〉. (3.5.9)
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Thus, using the measurement operator P ′ which consists of the basis {|+〉,
|−〉}, the state |ψ〉 can be determined completely. These properties are demon-
strated in Fig.3.13. Actually, this property has been employed in the BB84
protocol which will be described in the next chapter.

Fig. 3.13. Uncertainty of qubit for measurement

Above analysis show that the measurement of qubit depends on the chosen
measuring ways. Different measurement ways lead different results. There-
fore, a suitable measurement system is necessary to reach the aim in the
experiment.

3.5.2 Entanglement

The entanglement is a very important physics property of qubit and plays key
roles in the quantum information science and quantum mechanics. Originally,
it was introduced by Einstein, Podolsky, and Rosen for formulating the EPR
paradox [?]. Recent years, the entanglement has been investigated widely
[?, ?]. In the quantum cryptography and quantum private communication the
entanglement of qubit is not necessary, however, it is still a very important
quantum source for quantum cryptographic schemes designs and security
analysis. Accordingly, this subsection introduces some basic knowledge on
the entanglement of qubit.

A single-qubit has no entanglement property. To construct an entangle-
ment system, a composite quantum system is required. Accordingly, only
C-qubit might become an entangled system. Physically, a C-qubit with
entanglement property is called the entanglement state. Following the defi-
nition in previous chapters, the notation Ce-qubit is employed to denote the
entanglement state.

The entanglement of the continuous variable quantum system has been
described briefly in Section 2.3.4. Here, the entanglement of discrete variable
quantum system is introduced. In general, the N-particle entanglement states
is written as

|ψ〉 =
N∏
i=1

|μi〉 ±
N∏
i=1

|μci 〉, (3.5.10)

where μi stands for a binary variable μi ∈ {|z+〉, |z−〉} and μci = 1 − ui,
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|z+〉 and |z−〉 denote the spin eigenstates, or equivalently the horizontal and
vertical polarization eigenstates, or equivalently any two-level system. For
N = 2 they may reduce to the Bell states, and the states with N = 3 and
N = 4 represent the GHZ states, while the general N quantum states are
always called the so-called “cat states”.

As a special case, the state with N = 2 which may reduce to four Bell
states is considered. These states have the following forms,

|Ψ+〉 =
1√
2

(|1102〉+ |0112〉) , (3.5.11)

|Ψ−〉 = 1√
2

(|0112〉 − |1102〉) , (3.5.12)

|Φ+〉 =
1√
2

(|0102〉+ |1112〉) , (3.5.13)

|Φ−〉 = 1√
2

(|0102〉 − |1112〉) , (3.5.14)

where the subscripts “1” and “2” denote the particles 1 and 2, respectively.
These four states are eigenstates of Bell operators, and they consist of a basis.

There is an important characteristic for the Ce-qubit: correlation, i.e., the
involved particles are correlated or anti-correlated until the part of particles
are measured so that the Ce-qubit is collapsed. As an example, the correlation
relationship of the particles in Eq.(3.5.12) is as follows: if particle 1 is in the
state |0〉, then the particle 2 is in the state |1〉. Otherwise, if the particle 1 is
in the state |1〉 then the particle 2 is in the state |0〉.

For N = 3 and N = 4 they represent the GHZ state. A GHZ state is a
certain type of entangled quantum states which involves at least three sub-
systems (particles). It was first studied by Greenberger, Horne, and Zeilinger
in 1989 [?]. They have noticed the extremely non-classical properties of the
state. Here, we are interested in the case of N = 3, i.e., the GHZ triplet state.
Eq.(3.5.10) reduces to eight GHZ triplet states for N = 3, one of these states
is expressed as following form,

|ψ〉 =
1√
2
(|z + z + z+〉+ |z − z − z−〉). (3.5.15)

Suppose that three parties, for example, Charly, Alice, and Bob, share
one particle each from a three-particle entangled GHZ state, then the GHZ
state may be represented by

|ψ〉=
1√
2
(|z+〉c|z+〉a|z+〉b + |z−〉c|z−〉a|z−〉b), (3.5.16)

where the subscripts a, b, and c refer to Alice, Bob, and Charly, respectively.
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Defining the eigenstates x and y as⎧⎪⎪⎨⎪⎪⎩
|x+〉 = 1√

2
(|z+〉+ |z−〉), |x−〉 = 1√

2
(|z+〉 − |z−〉),

|y+〉 = 1√
2
(|z+〉+ i|z−〉), |y−〉 = 1√

2
(|z+〉 − i|z−〉),

(3.5.17)

the GHZ triplet state is rewritten as one of the following forms,⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

|ψ1〉 =
1
2

[(|x+〉|x+〉 + |x−〉|x−〉)|x+〉 + (|x+〉|x−〉+ |x−〉|x+〉)|x−〉] ,

|ψ2〉 =
1
2
[(|y+〉|y−〉+ |y−〉|y+〉)|x+〉+ (|x+〉|x−〉+ |x−〉|x+〉)|x−〉],

|ψ3〉 =
1
2
[(|y+〉|x−〉+ |y−〉|x−〉)|y+〉+ (|y+〉|x+〉+ |y−〉|x−〉)|y−〉],

|ψ4〉 =
1
2
[(|x+〉|y−〉+ |x−〉|y+〉)|y+〉+ (|x+〉|y+〉+ |x−〉|y−〉)|y−〉].

(3.5.18)
The above decomposition demonstrates the correlation among three par-

ticles. For example, if one particle is in the state |x+〉 and the second particle
in the state |x+〉 in the first expression of Eq.(3.5.18), the third particle must
be in the state |x+〉 because of the correlation of the GHZ triplet states. Mak-
ing use of Eq.(3.5.18), one may construct a lock-up table to summarize these
properties of GHZ states.

Table 3.2 demonstrates two important properties of the GHZ triplet
states. First, anyone of three participants, e.g., Alice, Bob, Charly in tra-
ditional, can determine whether the other two participators’ results are the
same or opposite and will gain no knowledge on what their results actu-
ally are, if he (she) knows what measurements have been made by the other
two participators. Secondly, the GHZ triplet state allows two parties jointly,
but only jointly, to determine which was the measurement outcome of the
third party. Therefore, if the measurement directions of three participators
are public, the combined result of any two participators can determine what
the result of the third party’s measurement is. These properties have been
employed in the quantum cryptography, especially in the quantum key distri-
bution. For example, these properties have been exploited in the multi-party
quantum key distribution system [10, 11].

Table. 3.2. Correlation results of GHZ triplet states

Trent |x+〉 |x−〉 |y+〉 |y−〉
Alice |x+〉 |x+〉 |x+〉 |x+〉
Bob |x+〉 |x−〉 |y−〉 |y+〉
Alice |x−〉 |x−〉 |x−〉 |x−〉
Bob |x−〉 |x+〉 |y+〉 |y−〉
Alice |y+〉 |y+〉 |y+〉 |y+〉
Bob |y−〉 |y+〉 |x−〉 |x−〉
Alice |y−〉 |y−〉 |y−〉 |y−〉
Bob |y+〉 |y−〉 |x+〉 |x−〉
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3.5.3 Distinguishability

The quantum private communication is often associated with the compar-
isons of various quantum states (qubits) or quantum operations (quantum
gates). Such a kind of comparisons depends on the distinguishability or
indistinguishability of considered qubits or quantum gates. Accordingly, this
subsection introduces the quantum distinguishability, which is a fundamen-
tal notion in quantum mechanics. Two aspects, i.e., the distinguishability
of various quantum states and distinguishability of quantum operations, are
involved.

1) Indistinguishability of Qubits

In quantum mechanics, the indistinguishability of the quantum states
(qubits) has become a profound physical property. Especially, this property
has been widely used in the quantum cryptography and subsequently the
quantum private communication. Naturally, the indistinguishability of quan-
tum states comes from the nonorthogonality of quantum states since such
quantum states cannot be measured exactly according to the Heisenberg
uncertainly principle. Accordingly, the distinguishability and nonorthogonal-
ity of quantum states are equal physically. Generally, the indistinguishability
of qubits is defined mathematically as follows.

Definition 3.5.1 Let |ψ〉, |φ〉 ∈ H be two arbitrary qubits in the
Hilbert space. If the inner product of these qubits is zero, i.e., 〈ψ|φ〉 = 0,
then |ψ〉 and |φ〉 are orthogonal, consequently, these states |ψ〉 and |φ〉 can
be exactly distinguishable. Otherwise, if the inner product of these qubits
is not zero, i.e., 〈ψ|φ〉 �= 0, these states are nonorthogonal and they are
indistinguishable.

In term of the definition, if arbitrary two qubits are nonorthogonal, they
must be indistinguishable. While if two qubits are orthogonal, they must be
distinguishable. Thus the indistinguishability is equivalent to the nonorthogo-
nality. The indistinguishability of qubits is described quantificationally using
the so-called indistinguishable degree D, which is written as

D = |〈ψ|φ〉| = cos θ, (3.5.19)

where θ is the angle between |ψ〉 and |φ〉 and 0 ≤ θ ≤ π/2. Fig.3.14 presents
an intuitive description on the indistinguishability of qubits.

To determine the difference between qubits |ψ〉 and |φ〉, they are expressed
in basis {|0〉, |1〉},

|ψ〉 = α1|0〉+ β1|1〉,
and

|φ〉 = α2|0〉+ β2|1〉.
Obviously, two qubits |ψ〉 and |φ〉 have components α1|0〉 and α2|0〉 in the |0〉
axis, respectively, and components β1|1〉 and β2|1〉 in axis |1〉, respectively.
Therefore, qubit |ψ〉 overlaps qubit |φ〉, and the overlapped angle is θ. As
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Fig. 3.14. Overlaps of two arbitrary qubits

examples, two special cases are described in the follows. When θ = π/2,
D = 0 means |ψ〉 and |φ〉 are distinguishable. At this condition, |ψ〉 and |φ〉
are orthogonal. When θ = 0, D = 1 which means |ψ〉 and |φ〉 is completely
indistinguishable since |ψ〉 and |φ〉 are parallel in this case. At this situation,
|ψ〉 and |φ〉 are nonorthogonal.

Clearly, to obtain available information from a qubits set which consists
of nonorthogonal qubits, the involved qubits should be distinguished. But,
unfortunately, there are no approach to distinguish exactly nonorthogonal
qubits. Therefore, one can only reach this aim using approximate approach.
Investigations show that the POVM measurement is an optimal approach
for distinguishing the nonorthogonal qubits. By far, many approaches for
distinguishing approximately qubits have been presented. In the following two
early approaches and a new approach which uses a control-swap operation
are presented.

(1) Bennett approach
In terms of qubits |ψ〉 and |φ〉, one may construct two measurement

operators, ⎧⎨⎩Pψ = 1− |ψ〉〈ψ|,

Qφ = 1− |φ〉〈φ|.
(3.5.20)

Then measure qubits |ψ〉 and |φ〉 using the constructed operators Pψ and Qφ.
This operation gives the following results,⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

p(ψ)P = 〈ψ|Pψ|ψ〉 = 0,

p(ψ)Q = 〈φ|Pψ|φ〉 = 1− cos2 θ,

p(φ)P = 〈ψ|Pφ|ψ〉 = 1− cos2 θ,

p(φ)Q = 〈φ|Pφ|φ〉 = 0.

(3.5.21)

Above equations show that if one measures the qubits set {|ψ〉, |φ〉} using
the operator Pψ , qubits {|ψ〉, |φ〉} are distinguished in the following ways: if
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there is no measurement result the qubit is |ψ〉, otherwise the qubit is |φ〉.
Also if the qubit set {|ψ〉, |φ〉} is measured using the operator Pφ, one may
obtains similar results. However, one may find p(ψ)Q �= 1 and p(φ)P �= 1,
which means there are inconclusive results. The corresponding probability is

pe = 1− p(ψ)Q = 1− p(φ)P = cos2 θ, (3.5.22)

which means the qubits {|ψ〉, |φ〉} cannot be distinguished completely.
(2) Ekert approach
Ekert has constructed the following measurement operators,⎧⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎩

Aψ =
1− |ψ〉〈ψ|
1− |ψ〉〈φ| ,

Aφ =
1− |φ〉〈φ|
1− |ψ〉〈φ| ,

A? = 1− Aψ −Aφ.

(3.5.23)

Easily, above measurement operators are positive operators and Aψ + Aφ +
A? = I. These operators construct a POVM measurement. Of course, the
qubit set {|ψ〉, |φ〉} cannot be distinguished exactly yet. There is still an
inconclusive result with probability,

p? = |ψ〉〈φ| = cos θ. (3.5.24)

(3) Controlled-swap approach
For the aim of comparisons of qubits, above approaches will destruct the

qubits although some comparison results may be obtained. In some cases,
however, one has to distinguish various qubits but not destruct them. To solve
this problem, a useful approach was proposed in Ref.[?] may be employed. In
this approach, a machine for comparison of two arbitrary quantum states |Φ〉
and |Φ′〉 by using the controlled-swap operation is employed. The machine
denoted U completes the following operations on the states |Φ〉, |Φ′〉, and |0〉
and generates a composite qubit,

U |0〉|Φ〉|Φ′〉 = (H ⊗ I)(USWAP )(H ⊗ I)|0〉|Φ〉|Φ′〉

=
1√
2
(H ⊗ I)(USWAP )(|0〉|Φ〉|Φ′〉+ |1〉)|Φ〉|Φ′〉)

=
1√
2
(H ⊗ I)(|0〉|Φ〉|Φ′〉+ |1〉)|Φ′〉|Φ〉) (3.5.25)

=
1
2
(|0〉(|Φ〉|Φ′〉+ |Φ′〉|Φ〉) + |1〉(|Φ〉|Φ′〉 − |Φ′〉|Φ〉)),

where H is the Hadamard transform, i.e., the Hadamard gate, and USWAP

is the controlled-SWAP gate (controlled by the first qubit) defined by⎧⎨⎩USWAP |0〉|Φ〉|Φ′〉 = |0〉|Φ〉|Φ′〉,

USWAP |1〉|Φ〉|Φ′〉 = |1〉|Φ′〉|Φ〉.
(3.5.26)
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The operation presented in Eq.(3.5.25) may be sketched using Fig.3.15. If the
measurement result is “1”, a determined result is obtained, i.e., |Φ〉 �= |Φ′〉.
However, if the measurement result is “0”, one can judge |Φ〉 = |Φ′〉 with an
error probability,

pe =
1 + ε2

2
, (3.5.27)

where ε = |〈Φ|Φ′〉|.

Fig. 3.15. Comparatione between |Φ〉 and |Φ′〉 for one time

To give more accurate comparisons between |Φ〉 and |Φ′〉, one may proceed
with n identical copies of these states. Then comparison operation will be
performed τ times. Finally, one may obtain an error probability,

pτe =
[
1 + ε2

2

]τ
, (3.5.28)

after repeating τ times. Apparently, one may find pτ → 0 for τ → +∞.
The indistinguishability of qubits has been broadly applied in the quan-

tum private communication. It is mainly exploited in guaranteing the security
of the quantum cryptographic schemes such as the quantum key distribution
scheme and quantum cryptosystem. The details will be described in Chapters
4 and 5.

2) Distinguishability of Quantum Operations

Unlike the discrimination of nonorthogonal states which is impossible to
achieve given arbitrarily large but finite number of copies, it has been proven
that one can always discriminate any finite set of quantum operations with
certainty using a suitable quantum network consisted of quantum operations
[13 – 16] with the assistance of a suitable input state. The involved quantum
operations may be unitary operation or quantum measurement. Usually, the
involved input state is a multiparticle entangled state, but in some special
cases the non-entangled state is also possible. For example, a multiparticle
state with a local operation and classic communication (LOCC) can be
employed for exactly discrimination of unitary operations [16].

Suppose that one has an unknown unitary operation U , which is secretly
chosen from a set of pre-specified unitary operations {U1, U2, . . . , UN}. To
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distinguish these unitary operations, one should firstly design a suitable quan-
tum network consisting of quantum operations according to the employed
input state. In documentary, a special quantum network which is reduced to
the form of U⊗t has been widely employed [16]. This quantum network is
also called the parallel scheme. For clearly, a special situation for compar-
ing two arbitrary quantum operations, e.g., U1 and U2, is exemplified here.
Since a quantum network may be denoted using a matrix, the quantum net-
work consisting of U1 and U2 may be denoted NU1 and NU2 , respectively.
To distinguish U1 and U2 one needs to distinguish the outputs |y1〉 and |y2〉
of NU1 and NU2 , respectively. Thus |y1〉 and |y2〉 must be orthogonal, i.e.,
|〈y1|y2〉| = 0. Let |x〉 be the input state (entangled state or non-entangled
state). Consider |yi〉 = NUi |x〉 with i = 1, 2, one obtains

〈x|N †
U2
NU1 |x〉 = 0. (3.5.29)

The above equation denotes that the operators U1 and U2 may be discrim-
inated with a suitable structure for the quantum network N and the input
state |x〉. In documentary, it has been proven that such quantum network
and input state may always be found.

The distinguishable characteristics of quantum operations may be applied
in many scenarios, such as the quantum computation, quantum signature
scheme, quantum measurement, etc. Especially, the application of this prop-
erty in quantum signature scheme will be discussed in Chapter 6.

3.5.4 Quantum No-cloning

The no-cloning theorem is a result of quantum mechanics which forbids the
creation of identical copies of an arbitrary unknown quantum state. It was
stated by Wootters, Zurek, and Dieks in 1982 [?, ?], and has profound im-
plications in the quantum computing and related fields. The property of
quantum no-cloning is a vital ingredient in the quantum cryptography, as it
forbids eavesdroppers from creating copies of a transmitted quantum crypto-
graphic key. However, the quantum no-cloning is passive in some situations,
especially in the quantum computation. For example, this property leads
the exact quantum-copy which is very easy in the classic computation to be
impossible. In addition, the no-cloning property prevents us from using clas-
sical error correction techniques on quantum states. For example, one cannot
create backup copies of a state in the middle of a quantum computation, and
use them to correct subsequent errors. Error correction is vital for practical
quantum computing, and for some time this was thought to be a fatal limita-
tion. In 1995, Shor and Steane revived the prospects of quantum computing
by independently devising the first quantum error correcting codes, which
circumvent the no-cloning theorem.
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1) Quantum No-cloning Theorem

The quantum cloning is a process that takes an arbitrary, unknown quan-
tum state and makes an exact copy without altering the original state in any
way. In Dirac notation, the process of quantum cloning is described by

U |ψ〉A|e〉B = |ψ〉A|ψ〉B (3.5.30)

where U is an actual cloning operation, |ψ〉A is a state to be cloned, |e〉B is
an initial state of the copy and |ψ〉B represents the final copy state which is
exact same as the state |ψ〉A. In most scenarios, however, the quantum cloning
is forbidden by the laws of quantum mechanics as shown by the no-cloning
theorem, which proves that there is no such operation U that can perform the
cloning operation for any arbitrary qubit. The quantum non-cloning theorem
is presented in follows.

Theorem 3.5.4 An arbitrary, unknown quantum state cannot be copied
exactly without altering the original state in any way.

Proof Suppose that the state of a quantum system, which needs to
be cloned, is |ψ〉q. In order to make a copy, a system with the same state
space and initial state |e〉B is chosen. The initial, or blank state must be
independent of |ψ〉q, of which one has no prior knowledge. The composite
system is then described by the tensor product, and its state is |ψ〉q|e〉B .

There are only two ways to manipulate the composite system. One could
perform an observation, which irreversibly collapses the system into some
eigenstates of the observable, corrupting the information contained in the
qubit. This is not obviously what one wants. Alternatively, one could control
the Hamiltonian of the system, and thus the time evolution operator U up
to some fixed time interval, which is a unitary operator. Then U acts as a
copier provided that

U |ψ〉q |e〉B = |ψ〉q|ψ〉B , (3.5.31)

and
U |φ〉q |e〉B = |φ〉q |φ〉B , (3.5.32)

for all |φ〉 and |ψ〉. By definition of the unitary operator, U preserves the
inner product,

〈e|B〈ψ|qU∗U |φ〉q |e〉B = |φ〉q |φ〉B , (3.5.33)

i.e.,
〈φ|ψ〉 = 〈φ|ψ〉2. (3.5.34)

This is clearly not true in general. Therefore no such an operation U exists.
This proves the no-cloning theorem.

Alternatively, one can argue using just linearity of U : if the cloning suc-
ceeds in general, one must have

U(2ψ)⊗ e = (2ψ)⊗ (2ψ). (3.5.35)
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By linearity, the left side equals

2U(ψ ⊗ e) = 2(ψ ⊗ ψ), (3.5.36)

while the right hand side is
4(ψ ⊗ ψ). (3.5.37)

This is a contradiction, therefore no-cloning holds.
Following this theorem, a corollary for nonorthogonal qubits is derived as

follows by some researchers.
Corollary Any qubit from a set of nonorthogonal qubits cannot be

cloned without destroying the original qubits.
Note that the state of a quantum system can be entangled with the state

of another quantum system. For instance, one can use the controlled-NOT
gate and the Walsh-Hadamard gate to entangle two qubits. However, this
is not the cloning procedure. No well-defined state can be attributed to a
subsystem of an entangled state. The term cloning refers to a process whose
end result is a separable state with identical factors.

2) Quantum Copying

Above arguments shows any unknown qubit is non-cloning. Actually, this
result may be extended: any nonorthogonal qubits are non-cloning. Subse-
quently, the exactly copy, which is very common in the classic information, is
impossible in the quantum case. Of course, the given orthogonal qubits can
be copied exactly, which has been shown in the above.

The quantum copy procedure is expressed as follows,

Uc : |ψ〉|0〉�−→|ψ〉|ψ′〉, (3.5.38)

where |ψ′〉 is a copied qubit and Uc denotes a general quantum copy oper-
ation. Apparently, in the quantum copying procedure the output qubit can
be very similar to the original unknown qubit |ψ〉 but it cannot never reach
the original qubit due to the no-cloning theorem. The distance between the
original qubit and the copied qubit may be described in two ways. The first
way is using the so-called trace distance which is defined as

D(ρin, ρout) ≡
1
2
Tr|ρin − ρout|, (3.5.39)

where as per usual we define |A| ≡
√
A†A. Since the density can be denoted

as
ρ =

I + r · σ
2

, (3.5.40)

one has
D(ρin, ρout) =

1
2
Tr|rin − rout|, (3.5.41)

where rin and rout are parameters associated with the input state ρin and
output state ρout, respectively.
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Another way is using the fidelity to describe approximately the copy pro-
cedure. Generally, the fidelity is defined as

Fm = Tr

√
ρ

1
2
outρinρ

1
2
out. (3.5.42)

where ρin and ρout denote the input and output states of the system, respec-
tively. If the input and output states are pure states, then in this case the
fidelity may be written as follows,

Fp = 〈ψ|ψ′〉, (3.5.43)

where |ψ′〉 is the copied qubit.

3.6 Information Property

To describe quantificationally the information of a qubit, two notions, i.e.,
the carried information of qubit and accessible information of qubit trans-
mitted in a quantum channel, are defined in the quantum information. The
carried information of qubits specifies the maximal information carried by
a qubit, which is actually the quantum information. While the accessible
information means the information may be obtained by the communicators.
Obviously, the information of qubits is different from that of classic bits.
In the classic case, the carried information is the same as the accessible
information, which is actually the Shannon information. In the quantum
case, to obtain the information the communicator should measure the qubit.
Since novel properties of the quantum measurement, after having been mea-
sured the qubit is destructed. In addition, due to the superposition of qubit
the communicator can only obtained part information.

3.6.1 Single Qubit Information

Give a qubit |ψ〉 = c1|e1〉 + c2|e2〉, the quantum information of the given
qubit is described using the von Neumann entropy,

S(ρ) = Tr(ρ ln ρ). (3.6.1)

where Tr denotes the trace, and ρ is a density matrix. To solve the above
equation, one may firstly diagonalize the density matrix, then obtain lnρ
using the operator function. After that the Von Neumann entropy is given
easily.

The accessible information, i.e., the Shannon information, may be calcu-
lated using the Shannon entropy formula,

H(p) =
∑
j

pj log
1
pj
, (3.6.2)
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where j = 1, 2, . . . , n, and pj is a probability of the output jth result with
a measurement Ej . If the communicator measures the qubit |ψ〉 using the
projective measurement, probabilities are given as follow,

pj = |〈ej |ψ〉|2 = |cj |2. (3.6.3)

Thus

H(p) =
2∑
j=1

|〈ej |ψ〉|2 log |〈ej |ψ〉|2. (3.6.4)

3.6.2 Nonorthogonal Qubits Information

Suppose that there is a set of nonorthogonal qubits {|ψ〉, |ϕ〉}, where 〈ψ|ϕ〉 �=
0. In this case, since the total density operator ρ is direct product of ρψ and
ρϕ, i.e.,

ρ = ρψ ⊗ ρϕ, (3.6.5)

the quantum information, i.e., the von Neumann entropy, may be calculated
as follows,

S(ρ) = Tr[(ρψ ⊗ ρϕ) ln(ρψ ⊗ ρϕ)]. (3.6.6)

Since 〈ψ|ϕ〉 �= 0 the accessible information cannot be obtained exactly.
Generally, the accessible information follows the Holevo bound presented ini-
tially in Ref.[19] demonstrated in the theorem 2.4.1 in Section 2.4.2. The
Holevo bound is an exceedingly useful upper bound on the accessible infor-
mation that plays an important role in many applications of the quantum
information theory [20].
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4 Quantum Key Distribution

The key management which is associated with the key generation, key distri-
bution, key storage, and key updating has become an important issue in the
private communication. This chapter introduces a novel approach of generat-
ing and distributing key-pair via quantum ways. The aim is to illustrate how
to obtain secure keys via quantum key distribution (QKD) techniques. Four
modules, i.e., the quantum coding, quantum transmission, eavesdropping
detection and key distillation, of a QKD procedure are described. In addition,
a security model for the QKD is established.

Chapters 1 – 3 consist of the first part which describes the basic theory for
the quantum private communication. In this part, a communication model
and a quantum security theory for the quantum private communication have
been constructed. In addition, characteristics of qubit has been described.
As mentioned in previous, the aim of the quantum private communication is
to protect the confidentiality and authentication of communication systems
in quantum ways. To illustrates how to reach this aim one should move
on to the second part composed of Chapter 4 – 6. Generally, the protection
ways of the confidentiality and authentication are associated with a suitable
key management system and cryptographic schemes. This chapter introduces
how to implement the secure key management in quantum ways. While the
cryptographic algorithms are addressed in the following two chapters.

4.1 Intuition on QKD

To ensure the confidentiality and authentication of communication systems,
the cryptosystem which will be introduced in Chapter 5 is always employed.
As mentioned in Chapter 1, a cryptosystem consists of the encryption algo-
rithm, decryption algorithm, and key management system. Since the encryp-
tion algorithm and decryption algorithm are always public in the modern
secure communication, the privacy of a cryptosystem depends completely on
the key management system. Unfortunately, it is difficult to generate keys
with unconditional security in the classic cryptology as well as classic private
communication. This gives rise to the problem of how to implement a secure
key management system. For example, difficulties of the key management
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leads the classic Vernam cipher to be impractical in commerce applications
although it has been proven to be unconditional security.

The mentioned problems for the key management have been partly solved
using QKD techniques, which were originated by Bennett and Brassard in
1984 [1]. Making use of QKD techniques one may generate and distribute
secure keys between two communicators who share no initial information.
Currently, QKD has become the most important part in the quantum cryp-
tography as well as the quantum private communication. Also, QKD is the
most mature part in theory and technology since it has been presented. By
far, various QKD schemes have been presented and some have been imple-
mented practically [2 – 9]. A summarization on QKD was firstly presented in
2002 in Ref.[10].

The so-called QKD is a technique that allows two parties, conventionally
called Alice and Bob, to share a common secret key for cryptographic pur-
poses. If an eavesdropper, conventionally called Eve, tries to eavesdrop the
key, she will be detected by the communicators using suitable quantum laws,
e.g., the well-known Heisenberg uncertainty principle. This section presents
an intuitive description on the definition of QKD and its kernel techniques
involved. The details regarding QKD will be described in subsequent sections.
Generally, a QKD scheme involves four stages: quantum coding, quantum
transmission, eavesdropping detection, and key distillation. These involved
modules are diagramed in Fig.4.1.

Fig. 4.1. Diagram of four basic stages of quantum key distribution

In the quantum coding stage, the sender called usually Alice chooses
qubits from a quantum source to encode a random-bit string which is no
meaningful. The quantum source is defined similar to the classic resource.
Thus a quantum source is also expressed using quantum symbol set S =
{si|i = 1, 2, . . . , n} where si denote the ith quantum symbol or quantum let-
ter. For example, S1 = {|0〉, |1〉},S2 = {|0〉, |+〉}, and S3 = {|x〉, |p〉} are all
quantum symbol sets, where x and p denote the position and momentum.
Generally, there are two kinds of quantum symbol sets, i.e., discrete symbol
set and continuous symbol set. Clearly, S1 and S2 are discrete symbol sets
and S3 is a continuous symbol set. At the first stage of the QKD procedure,
Alice randomly chooses symbols from a chosen quantum source to encode a
random-bit string with a probabilistic distribution function, e.g., an equiv-
alently probabilistic distribution or a Gaussian-distribution. For the sake of
security, the random-bit string should be a truly random number but not the
pseudo-randomly generated bits.

As an example, the quantum source consists of SBB84 = {|0〉, |1〉, |+〉, |−〉}
in the well-known BB84 protocol [1] which will be described in next section.
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To carry the meaningless random binary bit string, Alice encodes each ele-
ment in the string using qubits choosing from the source SBB84 according
to the following code rule: 0 → |0〉 or 0 → |+〉 and 1 → |1〉 or 1 → |−〉.
Then a random qubit-string consists of quantum symbols from SBB84 is
obtained. This string will be sent to Bob in the second stage. Clearly, the
coding procedure is actually a quantum source coding which is apparently
different from the quantum error correction code (QECC).

After having finished the first stage, communicators enter the quantum
transmission stage. In this stage, the encoded qubits are sent physically from
one communicator to another communicator, i.e., from Alice to Bob, through
a communication channel. Obviously, a QKD scheme requires, in this stage, a
transmission channel so that the quantum carriers taken the encoding qubits
are transmitted from Alice to Bob. Theoretically, any particle obeying laws
of quantum physics can be employed. In practices, however, the quantum
carriers are usually the photons (an elementary particle of light), or light
wave with quantum effect due to the excellent transmission characteristics
of light. The optical fiber (e.g., for telecommunication networks) or open
air (e.g., for satellite communications) are often adopted as the transmission
channel.

Generally, there are two kinds of transmission ways for the qubits, i.e.,
the direct transmission and entanglement transmission. In the direct trans-
mission way, the encoded qubits (information qubits) are directly transmit-
ted from Alice to Bob carried by a suitable qubit signal. This way is the
same as that in the classic communication. Both BB84 protocol and B92
protocol [2] are implemented in this way. While the encoded qubits (infor-
mation qubits) are instantaneously transmitted from Alice to Bob using the
entanglement correlation which has been described in Section 3.5.2 in the
entanglement transmission way. Here, the entanglement transmission is used
to set up an entangled quantum channel. The encoded qubits are not trans-
mitted in the established channel like the direct transmission way although
entangled qubits have been transmitted for one communicator to others. The
entanglement transmission way is always adopted in the QKD scheme based
entangled qubit, e.g., EPR protocol [3].

During the transmission between Alice and Bob, Eve might eavesdrop
the quantum channel so that she may spy on potential secret key bits.
Unfortunately, Eve’s operation on the quantum channel may be detected
in principle using appropriate quantum laws. However, how to detect Eve is
a technical problem which actually associates with the security of the adopted
QKD scheme. In addition, the employed detection approaches are different in
various QKD schemes. Therefore, the eavesdropping detection stage is very
important. This leads an important stage: eavesdropping detection. This
is actually a quantum channel authentication procedure. In practices, the
eavesdropping is judged using the so-called quantum bit error rate which is
defined with the ratio of errors and transmitted qubits. To design a secure
QKD scheme two important properties, i.e., the nonorthogonality and
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entanglement correlation, are often employed. These properties provide useful
ways for the eavesdropping detection.

The final stage is the key distillation. After having finished the quan-
tum coding stage, quantum transmission stage, and eavesdropping detection
stage, the legitimate communicators Alice and Bob obtain a raw key. How-
ever, there are some error bits generated by Eve’s operation and communi-
cators’ apparatus in the generated raw key. In addition, Eve might possess
some available key bits via her eavesdropping operations on the quantum
channel. These will influence the availability and security of the generated
key strings. Accordingly, one has to correct errors and enhance the privacy of
the key-string. To correct errors an approach called reconciliation is adopted
[11 – 14]. This approach depends on the classic error-correction techniques.
By far, the utilized approach is mainly associated with the Hamming code or
low density parity code (LDPC). To enhance the privacy of the final key, the
obtained raw key is distilled to be a shorter key so that Eve’s information on
the final key becomes arbitrary less. This procedure is usually called the pri-
vacy amplification [15, 16]. Both the reconciliation and privacy amplification
are indispensable techniques in the QKD scheme. They will be introduced in
detail in subsequent sections.

To perform the error-correction and privacy amplification procedures, a
public classical channel with authentication function is necessary in the final
stage. This channel has two important characteristics, namely, publicness
and authentication. As an important consequence, any message exchange
by legitimate communicators on this channel there will be known inevitably
by Eve. Since the authentication characteristic has been involved in these
stages, communicators should pre-share a short authentication key. The
authentication key may be pre-generated, or generated instantaneously with
QKD procedures. The details on the authentication will be introduced in
Chapter 6.

In principle, a secure key can be obtained in a QKD scheme after having
finished the above stages. However, one should note that a necessary condition
has been adopted actually. That is, the information eavesdropped by Eve is
less than Bob’s information. Accordingly, to guarantee the obtained final
key to be secure, one has to calculate the security condition for a designed
QKD scheme using a suitable security model. This security model relies on
the quantum security theory described in Chapter 2. By far, many security
theories for QKD schemes have been presented [17 – 19]. The details will be
described in Section 4.6.1.

4.2 Standard QKD Schemes

By far, many QKD schemes have been presented. These schemes may be
divided into three kinds, i.e., standard QKD schemes, improved QKD schemes,
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and ping-pong schemes. The standard QKD schemes mean those schemes
which can be described in cryptographic primitives. According to this require-
ment, only the BB84 protocol and B92 protocol are regarded as the standard
QKD schemes in this book. Although the EPR protocol is the first QKD
scheme using entanglement property of qubits, it would rather be treated
as a kind of technical implementation of the BB84 protocol than a stan-
dard cryptographic scheme since it has been proven that the EPR protocol
is equivalent to the BB84 protocol [20]. The improved QKD schemes mean
those schemes similar to standard schemes but with improvement on these
schemes, such as the orthogonal state schemes [?, ?], 3-state protocol [?],
and 6-state scheme [?]. The ping-pong QKD scheme can be regarded as tech-
nical improvement scheme of the standard QKD scheme or improved QKD
scheme. This kind of schemes adopts a novel physical technique of sending a
quantum signal and then returning it in a quantum channel like playing ping-
pong game between two participants [21, 22] so that the key rate is improved.
Although the ping-pong scheme was claimed to be employed for QKD as well
as quantum encryption, enough proofs show that this application on quan-
tum encryption is insecure or even impossible since the privacy amplification
used in the ping-pong scheme damages the transmitted secret data and there
exists available information leakage [?, ?]. Thus, the ping-pong schemes are
only regarded as a kind of QKD schemes in this book.

The standard schemes, improved schemes, and ping-pong schemes are all
four-stage protocols which are described in Fig.4.1. Except for these schemes,
there is a novel QKD scheme which is similar to the classic public key gen-
eration scheme. This kind of QKD schemes is called as the asymmetrical
quantum key scheme, which will be introduced in next chapter with the
cryptosystem since it is associated closely with the encryption algorithm and
decryption algorithm. This section introduces two standard QKD schemes,
i.e., the BB84 protocol and B92 protocol.

4.2.1 BB84 Protocol

The BB84 protocol is the first QKD scheme published in 1984 in a computer
conference [1]. The main ideas of this scheme were proposed initially in 1979
by Bennett, a scientist in IBM, and Brassard, a cryptanalyst in Montreal
University in Canada, and then improved by both authors in 1989 which was
finally published in the Journal of Cryptology in 1992 [2].

To generate and distribute a secure key, the legitimate communicator
Alice prepares a quantum source expressed SBB84 = {|0〉, |1〉, |+〉, |−〉} and
a random string Rc = {rci |i = 1, 2, . . . , n} with rci ∈ {0, 1}. In the quantum
source SBB84, the probability pi(i = 1, 2, 3, 4) of each quantum letter is the
same, i.e., pi = 1/4. According to the elements in the random string Rc Alice
encodes the random bits using quantum letters from the quantum source.
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Then a random qubit string, i.e., Rq = {rqi |i = 1, 2, . . . , n}, is generated,
where rqi ∈ SBB84. Note, Alice does not reveal which encoding rule she used.
Thus anybody including Bob does not know detail information on each quan-
tum bit in the generated random qubit string Rq. This is the first stage, i.e.,
the quantum coding stage.

After having finished the encoding procedure, Alice sends the random
qubit string to Bob via a chosen quantum channel, e.g., an optical fiber or
a free-space channel. In practices, each symbol in the generated qubit string
is sent to Bob with a proper time interval Δτ . After receiving the qubit
from Alice, Bob measures randomly it using one of measurement bases M =
{M1,M2}, where the measurement bases M1 ∈ {|0〉, |1〉}, M2 ∈ {|+〉, |−〉},
and [M1,M2] �= 0, i.e., M1 and M2 are not commutation. At the same time,
Bob keeps secretly his measurement results. Since Bob does not know exactly
the received qubits, he can measure correctly only part of the qubits Alice
sent him. This finished the second stage, i.e., the quantum transmission stage.

Now Alice and Bob move on to the eavesdropping detection stage. After
finishing the measurement on all the transmitted qubits in the random qubit
string Rq, Alice tells Bob which encoding rule she chosen for each key element,
i.e., the adopted measurement basis for each qubit. Physically, this corre-
sponds to comparison of the measurement bases between Alice and Bob.
Through this procedure, Bob is then able to sift the correct results by dis-
carding all the wrong measurements. To detect Eve the well-known Heisen-
berg uncertainty principle and quantum no-cloning theorem begin to play a
pivotal role. To retrieve available information, Eve should operate the qubits
transmitted in the quantum channel from Alice to Bob. However, since quan-
tum symbols in the chosen quantum source are nonorthogonal, Eve cannot
distinguish correctly the transmitted qubits {|0〉, |1〉, |+〉, |−〉}. Thus, accord-
ing to the quantum no-cloning theorem Eve cannot copy the transmitted
qubit with a fidelity of F = 1, i.e., the exact copying is impossible since the
restriction of the quantum no-cloning theorem. Therefore, the eavesdropper
cannot attack the qubits in offline ways like that often used in the classic
scheme. This limitation leads that Eve can only attack the qubits in online
ways. In this scenario Eve may intercept the quantum channel. However,
Heisenberg uncertainty principle helps legitimate communicators to detect
eavesdropping operations.

Intuitively, when Alice sends a qubit |0〉 or |1〉, Eve might measure it
using the basis M2 which outputs the result |+〉 or |−〉 since she has no
any knowledge on the transmitted qubit. Then in the whole procedure Eve’s
interception will disturb the quantum channel and generate a wrong result
with probability 1/2. After Bob has finished measurement on all received
qubits, there is an error probability threshold 1/4 resulted by Eve’s inter-
ception according to the Heisenberg uncertainty principle, i.e., pe0 = 25%.
With this parameter Alice and Bob may detect eavesdropping: if the error
probability pe is more than the threshold p0, i.e., pe ≥ pe0, the legitimate
communicators abandon this communication since Eve has obtained much



4.2 Standard QKD Schemes 109

more useful information on the transmitted random qubit string; otherwise
Alice and Bob obtain a raw key and enter the following stage, i.e, the key
distillation stage.

Before describing the key distillation stage, a simple example is presented.
The above procedure is associated with the quantum coding, quantum trans-
mission and eavesdropping detection stages. For clarity, these steps are shown
in Table 4.1 with a simple example. In this example, Alice chooses a random
string in Step 1 and then encodes each binary bit in the string into a qubit
one by one in Step 2. This encoding procedure corresponds to choose a string
of measurement bases. The encoded qubit is then sent to Bob through a
quantum channel, e.g., a fiber or air channel. When Bob receives the qubit,
he measures it in Step 3 by randomly choosing a measurement basis from
a 2-tuple {⊕,⊗}, where the bases ⊕ and ⊗ can measure exactly the states
{�,↔} and {�,�}, respectively. These measurements give possible mea-
surement results in Step 4. Clearly, these results are different from Alice’s
original qubit string, which implicates that errors have been generated dur-
ing communication procedures. These errors are caused by Eve’s operations
and a noise environment, especially the Eve’s operations. Accordingly, detect-
ing eavesdropping becomes necessary. This is achieved by comparing Alice’s
and Bob’s measurement bases in Step 5. If the error rate is low than the
threshold, the protocol runs continually by throwing away the error qubits.
After this operation, the corrected qubits are kept in Step 6. Then a raw key
is obtained in Step 7.

Table 4.1. A simple example for BB84 protocol

Step 1 1 1 0 0 1 0 1 1 0 1

Step 2 � � ↔ � � ↔ � � ↔ �
Step 3 ⊕ ⊗ ⊗ ⊗ ⊕ ⊕ ⊗ ⊕ ⊕ ⊗
Step 4 � � � � � ↔ � � ↔ �

Step 5 � � � � � � �
Step 6 � � � � ↔ � ↔
Step 7 1 1 0 1 0 1 0

In the obtained raw key there still exist some errors which were given rise
to by environment, eavesdropper, and legitimate communicators’ apparatus.
As consequences, there are slight differences between Alice’s and Bob’s raw
key strings. In addition, Eve might obtain small valid information on the raw
key string which may influence security of the final key. Accordingly, commu-
nicators have to enter the final stage, i.e., the key distillation stage. This stage
is independent of the quantum laws since the involved techniques in this stage
is completely classic. Its aim is to correct the errors and enhance the privacy
of the obtain raw key. To perform this stage, an assistant classic channel is
necessary. This channel is a publicly classical authenticated channel. Alice
and Bob can still try to make a fully secret key. This procedure is called the
secret key distillation. Usually, the secret-key distillation comprises a step
called reconciliation, whose purpose is to correct the transmission errors, and
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a step called privacy amplification, which wipes out Eve’s information at the
cost of reduced key length by using universal hash function.

To correct the errors in the raw key string the classic error-correcting tech-
niques are always used in the reconciliation phase. By far two kinds of error-
correction approaches, i.e., Hamming code and LDPC, are often adopted.
Investigations show that the later is more effective. To wipe out Eve’s infor-
mation the universal hash function is always used. This technique reduces
the length of raw key to be a short secret random string, which is the final
key.

4.2.2 B92 Protocol

This protocol was proposed independently by Bennett in 1992, consequently,
it is usually called B92 protocol. Since the B92 protocol works using the
indistinguishability properties of two nonorthogonal qubits, it is also called a
two-state protocol. Cryptographically, the B92 protocol is a revised version
of the BB84 protocol although the physical natures are different in both
protocols.

The B92 protocol is designed based on nonorthogonality of arbitrary two
qubits in Hilbert space. The detail physical property of the indistinguishabil-
ity was described in Section 3.5.3. Let |φ〉, |ψ〉 be two arbitrarily nonorthogo-
nal qubits in Hilbert space, i.e., |φ〉, |ψ〉 ∈H and |〈ψ|φ〉| �= 0. The nonorthog-
onality leads these states are indistinguishable, subsequently, exactly copying
becomes impossible in this scenario. This characteristic is employed to guar-
antee the security of the B92 protocol.

The B92 protocol is executed following the route as shown in Fig.4.1.
Since the key distillation stage is the same as the BB84 protocol does, and it
will be addressed in detail in the Sections 4.4 and 4.5, this subsection mainly
focuses on how to generate the raw key.

At the quantum coding stage, to distribute a secure key k between legit-
imate communicators, Alice prepares a quantum source SB92 = {|φ〉, |ψ〉|}
and a truly random string Rc = {rci |i = 1, 2, . . . , n} with rci ∈ {0, 1},
where |φ〉, |ψ〉 ∈ H and |〈ψ|φ〉| �= 0. In the quantum source, the probability
pi(i = 1, 2) of each quantum letter is the same, i.e., pi = 1/2. According
to the value of each element in the random string Rc, Alice encodes each
random bit using quantum letter from the quantum source. The mapping
between the random string and quantum source may be 0 → |φ〉, 1 → |ψ〉,
or vice versa. Here the former mapping is adopted. Then a random qubit
sequence is generated, i.e., Rq = {rqi |i = 1, 2, . . . , n} where xqi ∈ SB92. Note,
Alice does not reveal which encoding rule she used. Thus anybody including
Bob does not know detail information on each quantum bit in the generated
random qubit string Rq.

At the second stage, Alice sends each qubit in the generated sequence
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Rq one-by-one with a time interval Δτ to Bob. After receiving the qubit
Bob measures it using the positive operator value measurement (POVM)
technique which has been introduced in Section 2.3.3. The employed mea-
surement bases denote P (ψ) and P (φ). According to the theory presented
in Section 2.3.3 there are two measurement results, i.e., vanishing or conclu-
sive value. Note, the summarization of probabilities of these results is not
unit since there exist inconclusive results. After having finished measurement
on all qubits Bob tells Alice his measurement results, but his choice on the
measurement bases P (ψ) and P (φ) are kept secretly.

The aim of the eavesdropping detection stage is to detect any eaves-
dropping strategies on the transmitted qubits. Similar to the BB84 proto-
col, Heisenberg uncertainty principle and quantum no-cloning theorem work
now in this stage. To reach this aim, Alice compares Bob’s results with her
random qubit string Rq. If Bob’s result is conclusive, Alice keeps the corre-
sponding bits in Rc; otherwise, Alice aborts the corresponding bits. In detail,
to retrieve available information, Eve should operate the qubits transmit-
ted in the quantum channel from Alice to Bob. However, since P (ψ) and
P (φ) are not commutation, Eve cannot distinguish correctly the transmitted
qubits {|ψ〉, |φ〉}. According to the quantum no-cloning theorem Eve cannot
copy exactly the transmitted qubits with a fidelity of F = 1. Therefore, the
eavesdropper cannot attack the protocol like that in the classic scheme. In
this scenario Eve may intercept the quantum channel. However, Heisenberg
uncertainty principle prevents her from obtaining exact results. Essentially,
the eavesdropping detections in the BB84 protocol and B92protocol are all
based on the indistinguishability of qubits although the involved quantum
sources are different. Therefore, the indistinguishability of qubits is one of
important properties in guaranteing the security of QKD schemes.

The detection threshold depends on the employed approach. For example,
in the Bennett’s approach presented in Section 3.5.3, when Alice sends a qubit
|ψ〉 or |φ〉 to Bob through a quantum channel, Eve measures it using the basis
P (ψ). If the output vanishes, Bob judges the sent qubit to be |φ〉, otherwise
the transmitted qubit is |ψ〉. However, this measurement gives inevitably rise
to a mistake probability

pf = {1− sin2(2θ)}/2,

where θ is the overlapping angle between qubits |ψ〉 and |φ〉. Apparently,
the error probability pf > 50%. Consequently, in the whole procedure Eve’s
interception disturbs the quantum channel and generates a wrong result with
probability 1/2. After Bob’s measurement the final error probability resulted
by Eve’s interception is 1/2, i.e., pe0 = 50%. With this parameter Alice and
Bob may detect eavesdropping: if the error probability pf is more than the
threshold p0, i.e., pf ≥ pe0, legitimate communicators abandon this commu-
nication since Eve has obtained much more useful information on the trans-
mitted qubits; otherwise Alice and Bob enter the following stage, i.e., the key
distillation stage. At this point, the obtained key is usually called a raw key.
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The remained stage is the so-called key distillation. Since this stage is the
same as that in the BB84 protocol, it doesn’t repeat here again.

4.3 Quantum Communication Model for QKD

In the previous section, the standard QKD schemes including the BB84 pro-
tocol and B92 protocol are described briefly. These schemes have revealed
a common structure for the QKD procedure. That is, all proposed QKD
schemes have a four-stage structure shown in Fig.4.1. One may find that
the four-stage structure of the QKD procedure reveals clearly communica-
tion characteristics. Therefore, a QKD scheme can be regarded as a quantum
communication system. This section describes characteristics of the QKD
procedure from the viewpoint of communication.

By analogy with the Shannon communication model, a quantum com-
munication model should involve a quantum source, quantum channel, and
quantum sink. Of course, there are some differences between the quantum
model and classic model due to the quantum nature. This leads the quantum
information theory is different from the Shannon information theory. Fig.4.2
illustrates a special quantum communication model which is employed in
QKD schemes. Different from the Shannon communication model, there is a
quantum measurement channel and a classic assistant channel. What are the
quantum measurement channel and assistant channel will be defined in the
later in this section. Referring to the four-stage protocol shown in Fig.4.1,
the quantum coding, quantum transmission, and eavesdropping detection are
associated with the quantum source, quantum channel, and sink. In the fol-
lowing, dependence of QKD schemes on the quantum communication model
as shown in Fig.4.2 is described.

Fig. 4.2. Communication model for QKD

4.3.1 Quantum Source

A QKD scheme must associate with a certain quantum source in the quan-
tum coding stage. For example, the involved quantum sources in the BB84
protocol and B92 protocol are SBB84 = {|0〉, |1〉, |+〉, |−〉} and SB92 = {|ψ〉,
|φ〉|〈ψ|φ〉 �= 0}, respectively. Since quantum symbols in these sources take
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identical probabilities, they are expressed in simple ways as formulated in
above. In general, however, the probability of each symbol is various. Hence,
the quantum source used in the BB84 protocol may be precisely denoted as

SBB84 =

{
|0〉, |1〉, |+〉, |−〉,
p1, p2, p3, p4,

(4.3.1)

where pj = 1/4 with j = 1, 2, 3, 4.
Generally, a quantum source with discrete symbols is denoted

Sd =

{
|φ1〉, |φ2〉, . . . , |φr〉, . . . , |φn〉,
p1, p2, . . . , pr, . . . , pn,

(4.3.2)

where |φr〉 and pr denote the rth quantum letter (or quantum symbol) and
its probabilistic distribution, respectively, and

∑n
j=1 pj = 1.

If the quantum source consists of continuous variables, it is expressed as,

Sc =

{
|ω〉,
p(ω),

(4.3.3)

where |ω〉 and p(ω) denote the quantum symbol and its probabilistic density,
respectively, and

∫
∞ p(ω)dω = 1.

In addition, if the quantum symbol in a quantum source is a mixed state,
such a quantum source is denoted

Sρ =

{
ρ1, ρ2, . . . , ρn,

p1, p2, . . . , pn,
(4.3.4)

where
∑n

i=1 pi = 1 and ρi is the density matrix.
To design a secure QKD scheme is impossible without a suitable quan-

tum source. Actually, main properties of a QKD scheme depend on the chosen
quantum source. For instance, the B92 protocol depends on the nonorthogo-
nality of quantum symbols in the quantum source. In addition, the quantum
source partly influences the efficiency of a QKD scheme, e.g., the difference of
quantum sources in BB84 protocol and B92 protocol leads different efficiency.

Next is to encode a secret random string using the chosen quantum source.
This is called as the quantum source coding which is one of important com-
ponents in the QKD procedure. Suppose that Alice chooses a secret random
string,

sc = {s1, s2, . . . , sn}, (4.3.5)

where si is the element of the random string. In principle, the random string
may be any secret message denoted by an arbitrary P -ary number string. For
convenience, however, the binary random string is always employed. In this
case, si ∈ {0, 1}. According to the secret random string, Alice encodes each
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bit into a qubit denoted using the quantum symbol from the chosen quantum
source. Consequently, a random qubit-string is generated. Denote it using

sq = {q1, q2, . . . , qn}, (4.3.6)

where qi is a quantum symbol from the quantum source.
Usually, each qubit in the sequence sq is regarded as an independent unit

called qubit-unit, and each qubit-unit has no relationship since the sequence
sq is a truly random string. Of course, one may also divide the sequence sq
into m units or called blocks. Each unit or block in the generated sequence
is transmitted from one communicator to others with a fix time-interval Δτ
in the next stage.

4.3.2 Quantum Channel

The quantum transmission stage is associated with several channels including
quantum channels and classic channels. Especially, the employed channels
impact apparently efficiency and security of the QKD scheme. In the private
communication, two kinds of channels, i.e., the perfect channel and imperfect
channel, are always involved.

Definition 4.3.1 If there is no any information leakage to Eve, the
channel is called a perfect channel. A perfect channel is also called a privacy
channel.

Definition 4.3.2 In the message transmission, there are part informa-
tion leak to Eve via the channel (classic channel or quantum channel), and
Eve may change the transmitted message. However, Eve’s information less
than the total information. Such the kind of channels is called the imperfect
channel.

In the classic private communication, only the one-time pad may be
regarded as a perfect channel. Note, an imperfect channel does not mean
an insecure channel. With some assistant tools, an imperfect channel may
become a secure channel.

For a QKD scheme, Fig.4.2 illustrates that three kinds of channels have
been involved, including the quantum transmission channel, quantum mea-
surement channel and publicly authenticated channel. These channels have
different characteristics so that they are used for various aims in the QKD
procedure.

1) Quantum Transmission Channel

The so-called quantum transmission channel is a physical channel used
for transmitting quantum signal from one communicator Alice to another
communicator Bob. In a QKD system, the quantum transmission is an
imperfect channel since the eavesdropper, i.e., Eve might obtain some useful
information, and she may change the qubits transmitted in the channel.
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To describe the quantum transmission channel one has to know the input
random variables, output random variables and channel characteristics which
are often expressed using a so-called channel matrix. Let ρin and ρout be the
input and output qubits, respectively. In addition, let E = {Ei|i = 1, 2, . . . , n}
be a super-operator which expresses all possible operations from the trans-
mission channel, including channel noise and environment influence. Then,
one obtains

E(ρin)→ ρout. (4.3.7)

Consequently, the conditional probability of obtaining output ρjout given
input ρiin reads

p(j|i) = Tr(ρiinEj). (4.3.8)

All conditional probabilities yield the channel matrix P ,

P =

⎛⎜⎜⎜⎜⎜⎝
p(1|1) p(2|1) . . . p(n|1)

p(1|2) p(2|2) . . . p(n|2)
...

...
...

p(1|n) p(2|n) . . . p(n|n)

⎞⎟⎟⎟⎟⎟⎠ . (4.3.9)

Clearly, the channel matrix of the quantum transmission channel is similar
to that of the Shannon channel. Accordingly, the mutual information and
channel capability may be calculated using the Shannon information theory.
Of course, the involved evolution of the qubit depends on the super-operator
E which is different from the classic case.

2) Quantum Measurement Channel

A quantum measurement is associated with the input random variable,
output random variable, and some measurement operations on the input
random variable. Clearly, this procedure is the same as the transmission
channel. Thus, an additional channel called quantum measurement channel
is defined. That is, the quantum measurement procedure is regarded as a
quantum channel. Consequently, the information theory may be used to solve
the problems on quantum measurement operations.

Generally, the quantum measurement operation plays significant roles in
quantum mechanics as well as quantum information science. For example, the
quantum measurement is always employed to obtain available information by
legitimate communicators. Also, it may be used for eavesdropping detection
for the QKD scheme. Since a quantum measurement operation is equivalent to
a quantum channels, i.e., the quantum measurement channel, one may solve
the quantum measurement problems using information theory. To reach this
aim, one has to build a channel model for the quantum measurement channel.
Suppose that the qubit to be measured is ρ and the measurement operator is
M = {Mi|i = 1, 2, . . . , n}. According to the measurement theory introduced
in Chapter 3, one obtains the output probabilities,

pm(j|i) = Tr(ρjoutMi). (4.3.10)
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Then, the channel matrix for the quantum measurement channel reads

Pm =

⎛⎜⎜⎜⎜⎜⎝
pm(1|1) pm(2|1) . . . pm(n|1)

pm(1|2) pm(2|2) . . . pm(n|2)
...

...
...

pm(1|n) pm(2|n) . . . pm(n|n)

⎞⎟⎟⎟⎟⎟⎠ . (4.3.11)

As an example, the eavesdropping operation in B92 protocol may be
regarded as a quantum measurement channel. In this case, Eve’s operation

gives rise to an error probability pe = 1 − sin2 2θ
2

. This gives the channel
matrix,

PB92 =

(
pe 0

0 1− pe

)
. (4.3.12)

It is similar to the binary symmetrical channel (BSC) in classic communica-
tion. In this case the mutual information is given by

I(A,E) = 1− h(pe), (4.3.13)

where h(p) = −p log2 p− (1− p) log2(1− p).
Generally, let the input of the quantum measurement channel be ρis with

a probability pi and the measurement operator isM = {Mi|i = 1, 2, . . . , n},
then the mutual information of the measurement channel is

I(ρ,M) =
N∑
i=1

N∑
j=1

piTrρ
i
sMj log2

TrρisMj∑N
k=1 pkTrρ

k
sMj

. (4.3.14)

3) Public Classic Authenticated Channel

Making use of a quantum transmission channel, qubits might be trans-
mitted from one communicator to another communicator. While using a
quantum measurement channel the legitimate communicators may obtain
available classic information and detect the eavesdropping operations which
results in errors. However, one cannot obtain a perfectly secure key with only
these channels. To reach a secure key one needs an assistant channel. Usually,
this channel is a classic channel. Exactly, it is a publicly classic channel with
authentication function. Clearly, this classic channel has two characteristics:
publicness and authentication. The “publicness” means any participants in
the communication system may access this communication channel, while
the “authentication” specifies that any forger operations may be detected
using authentication techniques which will be introduced in Chapter 6. Con-
sequently, although Eve is allowed to access this channel but she cannot
change the transmitted message.
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There are many authentication approaches, but one has to note here the
employed authentication scheme for the assistant channel should be uncon-
ditionally secure. This aim can be reached in both classic ways [25] and in
quantum ways. The quantum authentication is described in Chapter 6.

4.3.3 Quantum Sink

A quantum sink is actually a receiver. It is similar to the classic sink. Since
there is no quantum features we will not present detail discussion here.

4.4 Reconciliation

After having finished the quantum source coding stage, quantum transmis-
sion stage, and eavesdropping detection stage, a raw key is generated between
Alice and Bob. However, the obtained raw key is imperfect since there are
still error bits in the raw key string and information leakage to the eavesdrop-
per called Eve. To correct these errors a so-called reconciliation technique is
adopted. While to remove the influence of the information leakage on the
security of the obtained key, Alice and Bob should use the privacy amplifi-
cation technique. This section introduces the key reconciliation.

4.4.1 Reconciliation Model

Once the quantum transmission has been completed, the first task for Alice
and Bob is to exchange their public messages enabling them to reconcile
differences between their data. Suppose throughout that Eve listens to all
of the public messages exchanged between Bob and Alice. This exchange
must be performed in a way that reveals as little information as possible on
these data. On the other hand, Eve cannot corrupt contents of these public
messages.

The reconciliation is a technique needed to ensure both legitimate com-
municators’ key elements are completely equal. The reconciliation may be
either one-way or interactive. If the information is sent only from one legit-
imate communicator to another, the involved process is called an one-way
reconciliation. Otherwise, if both legitimate communicators can exchange
their information interactively, this process is called an interactive reconcili-
ation. In the reconciliation procedure, there are some information should be
disclosed. The criterion to optimize is the number of disclosed bits needed



118 4 Quantum Key Distribution

to obtain the same string. In principle, only the one-way reconciliation is
needed, but interactivity helps in quickly narrowing down errors to correct.

Mathematically, suppose that both legitimate communicators, i.e., Alice
and Bob, hold random variables X and Y , respectively, the aim of the recon-
ciliation is to obtain a common string Z via exchanging proper information.
In practice, the random variables X,Y, Z may be discrete or continuous. For
example, the obtained raw keys in the discrete-variable QKD and continuous-
variable QKD [?, ?] are discrete random variable and continuous random vari-
able, respectively. Correspondingly, the discrete random variables are treated
with binary reconciliation techniques, while the continuous random variables
have to be deal with non-binary reconciliation techniques.

Generally, variables X and Y are independent, i.e., the communicators
do not know their random variables each other. Without lost the general-
ity, it usually assumes that the probability distribution of these variables,
i.e., PXY (x, y), are known to all communicators. To prevent discovery of the
most elements of the variable X , the random variable X should be transmit-
ted in a secret way in the channel. Consequently, the coding techniques are
always employed. For example, encoding X to be a code α(X), and sending it
to the receiver, who knows the variable Y . Combing the received code α(X)
and Y the receiver generates a new code f(α(X), Y ) so that Alice and Bob
may decode the new code and yield a common string Z with no error or an
arbitrary smaller error probability. Clearly, this procedure is similar to some
classic key-agreement protocols implemented with public key algorithms, such
as the well-known RSA key-agreement protocol. Thus, one may also use a
suitable classic public key cryptosystem (PKC) to implement the reconcili-
ation. However, since all presented classic PKCs are not strictly proven to
be secure, making use of the classic public key algorithms influences possibly
the security of the considered QKD scheme.

In the QKD procedure, two kinds of reconciliation ways are possibly
involved, they are the direct reconciliation and reverse reconciliation. In the
former only Bob corrects the errors in his string and there are no changes
in Alice’s string, while the later uses a reverse way. Denote the information
rates ΔIdr and ΔIrr for the direct reconciliation and reverse reconciliation,
respectively, they are obtained respectively by

ΔIdr = I(A,B) − I(A,E), (4.4.1)

and
ΔIrr = I(B,A)− I(B,E), (4.4.2)

where I(A,B) = I(B,A) denotes the mutual information between Alice and
Bob, I(A,E) is the mutual information between Alice and Eve, and I(B,E)
represents the information between Bob and Eve. Intuitively, the differences
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between these two reconciliation ways are depicted in Fig.4.3. In this figure,
the dashed arrows associated with I(B,A) and I(B,E) are refereed to the
reverse reconciliation and the others correspond to the direct reconciliation.

Fig. 4.3. Two Reconciliation ways for QKD scheme

4.4.2 Binary Reconciliation Protocol

To reconcile the key string, a novel protocol was proposed in 1992 by Ben-
nett, Bessette, Brassard, Salvail, and Smolin [4]. Naturally, this protocol is
called BBBSS scheme. With this protocol, Alice and Bob reconcile their data
through public discussions, revealing to Eve no more information than she
may have already discovered during the quantum transmission stage. The fol-
lows illustrate how to use the BBBSS protocol to perform the reconciliation
for a binary string. This protocol executes the following steps.

Step 1: Alice and Bob agree on a randomly-chosen permutation opera-
tor P . Using this operator, Alice and Bob perform random permutations of
the bit positions in their strings. This operation randomizes the locations of
errors. The aim is to redistribute the locations of the errors.

Step 2: Alice and Bob partition the permuted strings into blocks of size
k such that single blocks are believed to be unlikely to contain more than
one error. Note, the optimal block size, which should be a function of the
expected error rate, has not yet been determined theoretically. Consequently,
it is always employed empirically in practices.

Step 3: For each block, Alice and Bob compare the block’s parity. Blocks
with matching parity are tentatively accepted as correct, while those of dis-
cordant parity are subject to a bisective search, disclosing log k further pari-
ties of sub-blocks, until the error is found and corrected. The operation is as
follows.

Step 3.1: Alice and Bob exchange the parity of half of the block to gen-
erate two sub-blocks. If the parity is wrong, they go on with the bisective
search in that half of the sub-block; otherwise, at least one error is present in
the other half of the sub-block and the bisection focuses on that other half.

Step 3.2: The bisective search ends when an erroneous bit is enclosed.
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Step 3.3: Knowing the position of this bit is enough for communicators
to correct it, e.g., simply flipping it.

In the above procedure, in order to avoid leaking information to Eve,
during the reconciliation process, Alice and Bob agree to discard the last bit
of each block or sub-block whose parity they have disclosed. This reduces the
efficiency but improves the security. Generally, with k iterations, the error
probability becomes pe = 2−k. Clearly, when k becomes enough larger the
error probability approaches zero.

Note, if the initial block size was much too large or too small, due to a
bad priori guess of the error rate that fact will become apparent, and the
procedure can be repeated with a more suitable block size. Alternatively,
a small random sample of the bits could be compared initially in order to
estimate the error rate, much like the quality control mechanism in the basic
QKD protocol. Of course, these bits would then have to be sacrificed.

Based on the BBBSS algorithm, some improved algorithms for the binary
reconciliation have been proposed, such as the Furukawa-Yamazaki algorithm
[?], the Cascade algorithm [?], and the Winnow algorithm [?]. In addition,
to correct the errors in Alice’s and Bob’s strings the error-correction code
techniques are employed recently. The favor error-correction codes are Ham-
ming code and LDPC. Details on these improved approaches with classic
error-correction codes may be referred to Ref.[?].

4.4.3 Non-Binary Reconciliation Protocol

In the QKD scheme with continuous variables, the generated raw key strings
consist of non-binary elements, and elements of these strings are not in a uni-
form distribution but instead of a Gaussian distribution. Mathematically, let
Alice’s raw key be a Gaussian variable X ∼ N(0,Σ2) and Bob’s raw key be
Y = X+ ε, ε ∼ N(0, σ2), where the expression λ ∼ N(μ, σ2) denotes that the
random variable λ follows a Gaussian probability distribution with average
value μ and variance σ2, respectively. Obviously, there are small differences
between Alice and Bob’s raw keys. This difference is produced by the noise
distribution ε. To generate a common key, a reconciliation algorithm is also
needed in this case. Since the variables X and Y are continuous variables, the
reconciliation algorithms for binary bits are apparently not suitable. Thus,
new approaches are necessary.

Generally, the non-binary reconciliation involves a two-step protocol. The
first step is for the so-called interval partition. In this step, since X and
Y are continuously Gaussian variables, they must be discretized to be n
interval partition for the reconciliation process. After that, Alice encodes the
interval, and tells Bob the rule of encoding. The second step is for the slice
estimation. According to the reconciliation information received from Alice,
Bob distills some information. After these two steps, Alice and Bob share
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two long bit sequences. The errors in these two sequences can be corrected
through the algorithm used in the binary reconciliation algorithm. Obviously,
the key problems are how to partition the interval and how to perform the
slice estimation. After these procedures, the remained parts are the same as
that for the binary reconciliation.

1) Principle of Non-binary Reconciliation

Before presenting the interval partition and slice estimation approaches,
we describe briefly the principle of the non-binary reconciliation. Suppose
that Alice sends L copies of x to Bob, then the average information carried
by x is

H(K(X))− I(K(X), E)− (|C|/L),

where I(K(X), E) represents the information eavesdropped by Eve. It will be
wiped out using the privacy amplification technique, which will be described
in next section. In the non-binary reconciliation algorithm, the objective is
to minimize I(K(X), E) + (|C|/L) so that a single symbol may carry more
information. Since the minimum of |C| is LH(K(X)|Y ) [?], the maximum of
H(K(X))− (|C|/L) is I(K(X), Y ).

In the information reconciliation process of the continuous QKD, one
should find a good way to partition the interval so that I(K(X), Y ) can
approach the maximum I(X,Y ). It has been shown that the sufficient and
necessary condition [?] is

α(x) = arg
N

min
z=1

D(p(Y |X = x)‖(p(Y |Z = z), (4.4.3)

where D(q(x)‖(t(x)) denotes the relative entropy of q(x) and t(x) which
describes the similarity of them. The relative entropy for continuous variable
x is defined as

D(q(x)‖(t(x)) =
∫ +∞

−∞
p(x) log

q(x)
t(x)

dx. (4.4.4)

Above equation shows that computing the relative entropy is very difficult,
but there is a special case, i.e., computation of the relative entropy of a
Gaussian Function with respect to another Gaussian Function is very easy.
As an example, let A and B be two random variables A ∼ N(μ1, σ

2
1) and

B ∼ N(μ2, σ
2
2) and their probability density functions be pa(x) and qb(x),

respectively. Since pa(x) and qb(x) are Gaussian distributions, Eq.(4.4.4) gives
the relative entropy among them,

D(pa(x)‖qb(x)) = ln
σ2

σ1
− 1

2
+
σ2

1 + (μ1 − μ2)2

2σ2
2

. (4.4.5)

2) Interval Partition
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Generally, one cannot retrieve the optimal interval partition through
single computation. Consequently, an iterative computation is necessary so
that the maximum I(X,Y ) can be reached. An iterative algorithm has been
investigated theoretically in Ref.[?], it executes as follows,

Step 1: Random choose N intervals Qk(1 ≤ k ≤ N).
Step 2: Compute the average conditional probability density of each

interval using fk = E(p(x′|X)|X ∈ Qk) with k = 1, 2, . . . , N .
Step 3: If x satisfies the following condition: D(p(x′|X = x)‖fj) >

D(p(x′|X = x)‖fk) with j �= k and k, j = 1, 2, . . . , N , then one has x ∈ Qk.
Step 4: Continue the steps above until the iterations reach a convergence.
In the above algorithm one has to compute a multiple integral for each

iterations calculation. This costs many computational resources for comput-
ing the relative entropy in engineering application, consequently, leads a very
lower efficiency for the secret key rate of QKD scheme. In order to simplify
the computation of the relative entropy, one may construct a Gaussian dis-
tribution with the same numerical character to replace the non-Gaussian
distribution, and use properties of the relative entropy of the Gaussian dis-
tribution to compute the separation of the adjoining interval.

Consider a random variable V with the Gaussian distribution, then the
conditional probability distribution is given by

pv(x) = p(x′|X = x) =
1√
2πσ

exp
(

(x′ − x)2
2σ2

)
. (4.4.6)

The average conditional probability density function in the interval Qk =
{x|a ≤ x ≤ b} is obtained by

qv(x) = p(x′|Z = z) =
∫ a
b

p(X = x)p(x′|X = x)dx, (4.4.7)

where z ∈ [a, b]. Clearly, the average conditional probability density func-
tion qv(x) is a non-Gaussian distribution. Consequently the relative entropy
of pv(x) respect to qv(x) is difficult to compute. To simplify the computa-
tion procedure, a random variable W with a Gaussian distribution qw(x) ∼
N(E(qv(x)), V ar(qv(x)) which has the same numerical characters with qv(x)
is constructed, where E(·) and V ar(·) denote the mathematical expectation
and variance of qv(x), respectively, they are given by

E(qv(x)) =
∫ +∞

−∞
x′qv(x′)dx′,

and

V ar(qv(x)) =
∫ +∞

−∞
[x′ − E(qv(x′)]2qv(x′)dx′.

Then one obtains

D(pv(x)‖qv(x)) ≈ D(pv(x)‖qw(x)). (4.4.8)
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Suppose that b is the boundary of adjoining intervals [a, b] and [b, c]. After
the iteration computation reaches a convergence, one obtains

D(pv(x)‖qw(x), x ∈ K = [a, b])
= D(pv(x)‖qw(x), x ∈ K + 1 = [b, c])

=
1
2

ln
ξ2

σ2
+
σ2 + [b−

∫ c
b
xp(X = x)dx]2

2ξ
. (4.4.9)

where ξ = {σ2 + [
∫ c
b
xp(X = x)dx]2}

∫ c
b
p(X = x)dx+ 2[

∫ c
b
xp(X = x)dx]2 +∫ c

b
x2p(X = x)dx. Clearly, the computation has been simplified according to

Eq.(4.4.9) since there is no multiple integrals again. The improved algorithm
executes the following steps.

Partitioning the interval (−∞,∞) into 2m parts. Since the random vari-
able X follows a Gaussian distribution, its values reach 99.7% in the interval
(−3Σ ≤ x ≤ +3Σ). Accordingly, only this interval needs to be considered
mainly. Choose Q1 = {x| −∞ < x < −3Σ} and QN = {x|+ 3Σ < x < +∞}.
The iteration algorithm executes the following steps.

Step 1: Suppose j = 1, a1 = −3Σ, aN−1 = 3Σ and from a2 to aN−2

evenly partition the interval.
Step 2: If j < N1, take aj , aj+2 into Eq.(4.4.9) and calculate the boundary

aj+1.
Step 3: Let j = j + 1.
Step 4: After one circulation, reset j = 1 and return to Step 2.

3) Bit Estimation

After finishing the interval partition, one may use a so-called bit esti-
mation function to achieve a discrete bit sequence. The details of the bit
estimation function are as follows.

Step 1: Suppose that the considered interval [a, b] is divided into 2m subin-
tervals. Then, encode these subintervals making use of 2m binary-bit strings
arranged from 00 . . . 0 to 11 . . . 1. Accordingly, when Alice sends x ∈ [a, b] to
Bob, it can be decoded into a bit sequence [(Sm(x), Sm−1(x), . . . , S1(x)].

Step 2: Bob estimates which interval does the x belong to according to
the x′ he received and the information reconciliation exchanged through the
authenticated channel. The information exchanged is the lower j bits of the
sequence [(Sm(x), S(m− 1(x), . . . , S1(x)]. Bob uses the following process to
guess the higher m − j bits. S2.1: i = j; S2.2: b = Si,i−1,...,1(x); S2.3:
S′
i+1(x) = S(x′, b); S2.4: Si+1(x) = S′

i+1(x); S2.5: i = i + 1; S2.6: If
i ≤ m−1 return to S2, otherwise, go to S2.7; S2.7: Bob gets the higher m−j
bits [(S′

m(x), S′
m−1(x), . . . , S′

j+1(x)].
Step 3: After Alice and Bob process n realizations of the continuous

variable, they obtain (m − j)n bits. These bits form the discrete random
variable X and Y for Alice and Bob, respectively. Then one can implement
the error correction like that in the scenario for binary bits.
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In the above algorithm, the ith bit’s estimator is as follows,

S′
i(x

′, b) = argmax
s
Pr[Si(X) = s|Si−1,...,1(X) = b,X ′ = x′], (4.4.10)

where s ∈ {0, 1}. In Eq.(4.4.10) the inputs s = 0 and s = 1 yield two different
output probabilities. Here we are interested in the larger one. For example,
if the input s = 0 yields the larger probability, the ith bit is encoded into 0,
otherwise the ith bit is bit 1. Since

Pr[Si(X) = s|Si−1,...,1(X) = b,X ′ = x′]

=
Pr[Si(X) = s, Si−1,...,1(X) = b,X ′ = x′]

Pr[Si−1,...,1(X) = b,X ′ = x′]
, (4.4.11)

Bob can guess the ith bit through the lower i − 1 bits Si−1,...,1(X) = b.
Subsequently, Bob can guess all the bits.

As an example, suppose there are m bits. Alice partitions the interval into
2m parts. If one knows the lower i − 1 bits, there are 2m−i+1 subintervals
meet the requirement. Using Pr[Si−1,...,1(X) = b,X ′ = x′] to represent the
sum of the probabilities from these subintervals to X ′ = x′, then,

1) If s = 0, 2m−i subintervals from all 2m−i subintervals are obtained.
Substituting s = 0 into Eq.(4.4.11) one obtains the probability p(0). If sub-
stituting s = 1 into Eq.(4.4.11), one may obtain p(1). When p(1) < p(0), the
ith bit is regarded as bit 0; otherwise, the ith bit is regarded as bit 1.

2) All computations can be modeled as the probability calculation from
one interval to a point. The denominator in Eq.(4.4.11) is the sum of these
probabilities. One may easily know that this probability is 0. Thus, the for-
mula in Eq.(4.4.11) obeys the Law of L’Hospital, consequently, this formula
can be simplified and an estimation function is obtained. If the estimation
function can be used instead of the Law of L’Hospital, the efficiency could
be increased.

3) The difficulty of Eq.(4.4.11) is finding an estimation function to replace
for the complex computation of the planar Gaussian distribution.

If one uses margin probability density function p(x) and p(x′) to compute
the joint probability density function p(x, x′) and then use it to compute the
probability of the model, the condition is complex. Followings are two easier
ways to compute the probability from the interval to the point.

Since p(x, x′) is very complex, one may compute the joint probability
density function p(x, n) as an alternative. Suppose the random variable X ∼
N(0,Σ2), the interesting interval is [a, b]. Since X and N are individual, X ′ =

X +N ∼ N(0,Σ2 + σ2). Suppose the interval of X ′ is
[
x′ − dx′

2
, x′ +

dx′

2

]
,

then the interval of N = X ′−X is
[
x′ − dx′

2
− x, x′ +

dx′

2
− x
]
. Combining

these gives

p(x, n) = p(x)p(n) =
1√
2πΣ

exp
(
− x2

2Σ2

)
× 1√

2πσ
exp
(
− x2

2σ2

)
(4.4.12)
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Thus, the joint probability density function of X and X ′ is

p(X,X ′) =
∫ b
a

∫ x′+dx′/2

x′−dx′/2
p(x, x′)dxdx′ =

∫ b
a

∫ x′+dx′/2−x

x′−dx′/2−x
p(x, n)dxdn.

(4.4.13)

Substituting Eq.(4.4.12) into Eq.(4.4.13) yields,

p(X,X ′) =
∫ b
a

p(x)
∫ x′+dx′/2−x

x′−dx′/2−x
p(n)dxdn. (4.4.14)

Then a bit of complex computation yields finally the probability from the
interval [a, b] to the point x′ as follows,

p(a ≤ X ≤ b, x′) = p(a ≤ X ≤ b, x′)/dx′

=
1

2πσΣ

∫ b
a

exp
(
− x2

2Σ2
− (x′ − x)2

2σ2

)
dx. (4.4.15)

Now consider an alternative ways. Since the source is a Gaussian distri-
bution and the channel is AWGN. When X = x, the probability of X and
the conditional probability density function of random variable X ′ given X
are respectively,

p(X = x) =
1√
2πΣ

exp(− x2

2Σ2
), (4.4.16)

and

p(x′|X = x) =
1√
2πσ

exp
(
− (x′ − x)2

2σ2

)
. (4.4.17)

With condition X ∼ N(0,Σ2), the average conditional probability is∫ b
a

p(X = x)p(x′|X = x)dx =
1

2πσΣ

∫ b
a

exp
(
− x2

2Σ2
− (x′ − x)2

2σ2

)
dx

= p(a ≤ X ≤ b, x′). (4.4.18)

Therefore, the physical meaning of the estimation function is the average
probability density from the interval [a, b] to the point x′.

4.5 Privacy Amplification

Through k iterations computation in the reconciliation process, Alice and
Bob’s raw keys are identical or at least to be equivalent with an arbitrary
smaller error probability pe = 2−k which depends on the parameter k. How-
ever, the common key between Alice and Bob is still partly secret since Eve
knows some bits. This, obviously, influences the security of the final key. To
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create a key with unconditionally secure the privacy amplification technique
is adopted in the QKD scheme for amplifying the security of the key. The
so-called privacy amplification is actually a kind of distillation techniques.
In Section 4.1 an intuition on this technique is presented, here a further
description on the privacy amplification is presented.

4.5.1 Privacy Amplification Principle

Definition 4.5.1 If there is a few information leakages to the illegitimate
participant in a private communication system, the exchange string must be
partly secret. Consequently, the privacy of the exchanged string is debased.
The technique of enhancing the privacy of the random string is called privacy
amplification. Exactly, the privacy amplification is a distillation technique
which compresses a long random number string to a shorter one so that the
privacy of random string is amplified.

The privacy amplification is a necessary part for the QKD scheme to
obtain secure keys. This notation was proposed in 1995 by Bennett and his
coworkers [?]. Let Alice and Bob share a common key K̃ which is obtained
from the raw key using reconciliation technique. After the privacy amplifi-
cation process Eve’s information is reduced exponentially. This conclusion is
exactly illustrated in the following theorem.

Theorem 4.5.1 Let S ∈ {0, 1}n and Z ∈ {0, 1}r be two random vari-
ables, where S has a probability distribution p(s), and Z is jointly distributed
with S according to p(s, z), n and r denote the length of the variables S and
Z, respectively. Let G be the random variable corresponding to the random
choice (with uniform distribution) of a member of the universal class Gh(S) of
hash functions from S to K ∈ {0, 1}n−r, where K = G(S). If Eve’s collision
entropy on S satisfies Hc(S|Z = z) ≤ c, then

H(K|G,Z = z) ≥ s− log2(1 + 2s−c) ≥ s− 2s−c

ln 2
, (4.5.1)

where s = n− r.
From the above theorem, one may calculate the information of what Eve

obtains on the final key K,

H(K)−H(K|G,Z = z) ≤ 2s−c

ln 2
. (4.5.2)

Clearly, when s is arbitrary shorter, Eve’s information on the final key K
tends to be vanished.

There is a key notation—universal hash function, which is different from
hash functions usually employed in the classic cryptographic scheme. Actu-
ally, the privacy amplification mainly depends on the universal hash function.
In theoretical, one has the following result for the universal hash function.
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Theorem 4.5.2 Let S be a random variable on an alphabet S with
the probability distribution p(s) and collision entropy Hc(S), and let G be a
random variable corresponding to the random choice (with uniform distribu-
tion) of a member of the universal class Gh(S) of hash functions from S to
{0, 1}m. Then

H(G(S)|G) ≥ Hc(G(x)|G) ≥ m− 2m−Hc(S). (4.5.3)

This theorem illustrates the uncertainty of choosing hash functions.

4.5.2 Privacy Amplification Techniques

As mentioned in above the key technique for the privacy amplification relies
on choice of universal hash function. In the follows several examples for the
universal class of hash functions are illustrated [?].

Example 1 An intuition way has been proposed in the original scheme,
i.e., the BB84 protocol. In this case, Alice randomly chooses pair of bits and
computes their XOR value. But, in contrast to error correction, she does not
announce this XOR value. She only announces which bits she chose (e.g.,
bits number 103 and 537). Alice and Bob then replace two bits by their XOR
value. In this way, they shorten their key while keeping it error free, but if
Eve has only partial information on the two bits, her information on the XOR
value is even less. Assume, for example, that Eve knows only the value of the
first bit and nothing about the second one. Then she has no information at
all about the XOR value. Also, if Eve knows the value of both bits with 60%
probability, then the probability that she correctly guesses the XOR value
is only 0.62 + 0.42 = 52%. This process would have to be repeated several
times.

Example 2 Let A = GF (2)l and B = GF (2)k. For M , a k × l binary
matrix, let hM (x) = Mx be the product of M with the column vector x.
Then H3 = {hM : M ∈ GF (2)k×l} is universal.

In this example, there are kl bits in the employed matrix M which is
actually the universal class of hash functions. If the element bits of the matrix
M need to be transmitted, this example is not acceptable since the cost of
transmitting element bits is too much. Thus a special matrix, e.g., Toeplitz
matrix which has characteristics of Mi,j = Mi+δ,j+δ for any i, j, δ ∈ N such
that 1 ≤ i, i + δ ≤ k and 1 ≤ j, j + δ ≤ l, should be chosen. However, if
Alice and Bob have pre-chosen the universal hash function class H3 through
the public classic authenticated channel, they do not need to transmit the
element bits. For instance, Alice and Bob choose a permutation Ph like that
in the BBBSS algorithm for reconciliation, and permute randomly positions
of each matrix in H3. Then Alice tells Bob the location of the chosen hash
function. Using the corresponding matrix Alice and Bob may perform the
privacy amplification process.
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Example 3 Let A = GF (2l) and B = {0, 1}k. Let hc(x) be defined as
the first k bits of the product cx in a polynomial representation of GF (2l).
The set HA →B = {hc : c ∈ GF (2l)} is a universal class of hash functions.

4.6 Security Model for QKD

The security is an important issue in the classic private communication as
well as quantum private communication. A security model for quantum pri-
vate communication has been presented in Chapter 2. This section further
describes the security issues focused on the QKD. As mentioned previously,
the quantum coding, quantum transmission, eavesdropping detection, rec-
onciliation, and privacy amplification are necessary techniques for obtaining
secure key via quantum ways, but only these core techniques cannot guaran-
tee the security of the generated key since a suitable condition for yielding
secure key is required. In this section, some security conditions for QKD
are presented. Firstly, a general proof for proving unconditional security of
QKD which was presented by Mayer in Ref.[19] is introduced. Following this
security proof a criterion for the security judgement of the QKD schemes is
presented. Then, some typical attack strategies are introduced.

4.6.1 Security Theory

Since the BB84 protocol was presented, the security of the QKD scheme has
attracted much attention. Here three kinds of security proofs are described.
They are often employed to judge the security condition for the QKD scheme.

1) Security Criteria

In theory, the goal of an ideal QKD scheme is to allow two participants,
Alice and Bob, who share no information initially to share a secret key (a
string of bits) at the end. A third participant, usually called Eve, should not
be able to obtain any information about the key. Also, whatever Eve does,
Alice’s and Bob’s key should be identical. It is assumed that all quantum
communications between Alice and Bob passes through Eve, and similarly
for the classical communication.

In reality, however, one cannot realize this ideal task. There are few subtle
points to consider. First, no QKD protocol can succeed if Eve has the power
to impersonate Alice while communicating with Bob and to impersonate
Bob while communicating with Alice unless the authentication techniques is
employed. Cryptographically, this kind of attacks is called the Man-in-the-
middle attack. To prevent such attack strategy, an initial authenticated key
is necessary. Subsequently, the protocol implements essentially the key
expansion rather than the key distribution. In a scenario where Alice and
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Bob have never exchanged a secret key before, one must assume that Alice
and Bob have access to a faithful (classical) public channel so that a third
party cannot accomplish the impersonation attack without being detected.
Another related point is that a secret key is not always shared between Alice
and Bob because it is always possible for a third party to jam the quantum
channel. This involves the so-called Man-in-the-middle attack.

Consequently, Mayer believed that the QKD scheme is theoretical impos-
sibilities in the key distribution [19]. Its security is based on the assumption
of above two points. According to these restrictions Mayer gave a security
Criterium for the QKD scheme. In the QKD schemes, and ideally in other
applications of the quantum cryptography, a security result is expected to
hold against all attacks allowed by quantum mechanics. This is what is called
an unconditional security, and this is what all authors have proven.

2) Proofs for Unconditionally Secure QKD Schemes

By defining a ε-private, a proof of guaranteeing the unconditional security
of any QKD scheme was presented. Mayer believed if a QKD protocol is
ε-private then it is unconditionally secure. The ε-private is defined as follows.

Definition 4.6.1 Let K,M , and V be random variables of a key, key
length, and Eve’s any strategy on a QKD scheme, respectively. Consider any
number ε > 0, a QKD protocol P is ε-private if, for every strategy adopted
by Eve, ∑

m

p(m)(m−Hm(K|V )) ≤ ε, (4.6.1)

where p(m) is the probability of M = m and

Hm(K|V ) = −
∑
v

∑
k∈{0,1}m

p(k, v|m) log2 p(k|v).

The equality in Eq.(4.6.1) exists when the number ε = ε0, where ε0 is the
upper bound of ε.

Using the ε-private definition, a judgement for unconditionally secure
QKD protocol has been presented. It is demonstrated in the following theo-
rem.

Theorem 4.6.1 Let δ > 0 be the tolerated error rate and pT > 0 be the
probability that any given position i ∈ Ω is tested, that is, δ and pT are the
parameters satisfied dT ≥ δpTnΩ. Let pE = 1 − pT . Let ε > 0 and τ > 0 be
the fixed parameters satisfied H−1(1− (r +m)/nE − τ)nE ≥ 2d+(ε), where
ε > 0 and τ > 0 are any positive values fixed in the protocol and H(x) is the
entropy. Let nminE , nminΩ be the lower bounds and mmax be the upper bound,
i.e., nE ≥ nminE , nΩ ≥ nminΩ and m ≤ mmax. Let μ be the following function
of these parameters

μ = exp
(−ε2 min{p2

T , p
2
E}

2δ + ε
nminΩ +

2ε2p2
E

(2δ + ε)2

)
(4.6.2)
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Let γ =
√
μ, η = 2

√
γ+γ, λ = 2−τn

min
E , ξ = γ+λ+η+2

√
2η and σ = η+

√
2η.

The protocol is ε-private where ε = σ/ ln 2 +mmaxξ.
The used symbols in the above theorem are defined in same way as that in

Ref.[?]. This privacy result provides a bound on the amount of information
that Eve can obtain about the final key. This bound holds as long as the
length of the key is set by Alice and Bob in accordance with the validation
constraints.

In a simple way, a proof for an unconditional security QKD scheme has
been presented in Ref.[?]. In this case, both the mutual information between
Alice and Bob and mutual information between one of communicators and
the eavesdropper are involved. According to the above security theory, the
necessary condition for obtaining a secure QKD scheme is given. Define a
useful notation, i.e., the private degree P of a QKD scheme. Mathematically,
the private degree is defined as follows,

Pd = sup
[
I(α, β) − I(α, ε)

I(α, β)

]
(4.6.3)

for direct reconciliation, or

Pr = sup
[
I(β, α) − I(β, ε)

I(β, α)

]
(4.6.4)

for the reverse reconciliation, where I(α, β), I(α, ε), and I(β, ε) denote the
average mutual information between Alice and Bob, Alice and Eve, and Bob
and Eve, respectively. Note here, I(α, β) = I(β, α).

Clearly, |P| ≤ 1. If P = 1 the protocol is perfect privacy since in this case
Eve cannot obtain any information, i.e., I(A,E) = 0. If P > 0 the protocol
may reach perfect privacy with the reconciliation and privacy amplification
techniques. For the other cases, i.e., P < 0, the protocol is insecure even if
with the reconciliation and privacy amplification technique. There is a special
case with P = 0, in this situation one cannot judge whether the protocol is
secure or not.

More precisely, the above results may be described using the Csiszar-
Körner Theorem [?], which was first migrated to quantum cryptography by
Maurer in 1993 [?]. This theorem has become an important security judge-
ment criterion for finding the security condition of a given QKD scheme.

Theorem 4.6.2 Given a QKD scheme P, with the reconciliation and
privacy amplification technique, the necessary condition of P being secure is

max{I(α, β) − I(α, ε), I(β, α) − I(β, ε)} > 0, (4.6.5)

where the first expression corresponds to the direct reconciliation, and the
second corresponds to the reverse Reconciliation.
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4.6.2 Typical Attack Strategies

Under quantum attacks the QKD has been proven to be unconditionally
secure. In reality, however, a QKD system should be against not only quan-
tum attacks but also classic attacks since any drawback regarding security will
impair the communicators’ benefits. Thus, from the viewpoint of application,
all attack strategies for key generation and distribution in classic cryptogra-
phy is suitable for the QKD scheme. Here some typical attack strategies on
QKD scheme are introduced.

Commonly, the quantum attack include the individual attack, joint
attack, and collective attack. The individual attack is an incoherent attack
strategy, while the joint attack and the collective attack are coherent attack
strategies. In detail, if the attacker attaches independent probes to each qubit
and measures him probes one after the other. This class of attacks is called
the individual attack, or incoherent attack. Individual attacks have the nice
feature that the problem can be entirely translated into a classical one: Alice,
Bob, and Eve all have classical information in the form of random variables
A,B, and E, respectively, and the laws of quantum mechanics impose con-
straints on the joint probability distribution P (a, b, e). The classical scenarios
have been widely studied by the classical cryptology community, and many
of their results can thus be directly applied.

Two other classes of eavesdropping strategies let Eve process several
qubits coherently, hence the name coherent attacks. The most general coher-
ent attacks are called joint attacks, while an intermediate class assumes that
Eve attaches one probe per qubit, as in individual attacks, but can measure
several probes coherently, as in coherent attacks. This intermediate class is
called the collective attack. It is not known whether this class is less efficient
than the most general class, that of joint attacks. It is also not known whether
it is more efficient than the simpler individual attacks. Actually, it is not even
known whether joint attacks are more efficient than individual ones. For joint
and collective attacks, the usual assumption is that Eve measures her probe
only after Alice and Bob have completed all public discussion about basis rec-
onciliation, error correction, and privacy amplification. For the more realistic
individual attacks, one assumes that Eve waits only until the basis reconcil-
iation phase of the public discussion. The motivation for this assumption is
that one hardly sees what Eve could gain by waiting until after the public
discussion on error correction and privacy amplification before measuring her
probes, since she is going to measure them independently anyway.

Except for the quantum attack, there are many strategies come from
the classic attack on a practical QKD system. Typically, two strategies are
introduced in the follows. These strategies are the Man-in-the-middle attack
strategy and Trojan horse attack strategy. Since the Trojan horse attack
strategy has been introduced in Chapter 2, only the Man-in-the-middle attack
strategy is focused here. In cryptography, the Man-in-the-middle attack or
called bucket-brigade attack, sometimes Janus attack, is a form of active
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eavesdropping in which the attacker makes independent connections with the
victims and relays messages between them, making them believe that they
are talking directly to each other over a private connection when in fact the
entire conversation is controlled by the attacker. The attacker must be able
to intercept all messages going between the two victims and inject new ones,
which is straightforward in many circumstances. A Man-in-the-middle attack
can only be successful when the attacker can impersonate each endpoint
to the satisfaction of the other. Most cryptographic protocols include some
form of endpoint authentication specifically to prevent Man-in-the-middle
attacks. For example, the secure sockets layer (SSL) authenticates the server
using a mutually trusted certification authority. To prevent such attack, the
authentication technique should be employed. It has been demonstrated that
unconditionally secure authentication is possible in classic cryptography [25].

Except for the quantum attacks and classic attacks, there is a special kind
of attacks which is arisen from drawback of technique implementation. This
attack is called as photon-number splitting (PNS) attack, it is occurred in
the discrete-variable QKD system. Generally, a discrete-variable QKD scheme
requires the transmitter Alice sends quantum states to Bob using single pho-
ton signals. In practices, however, many implementations use laser pulses
attenuated to a very low level to send the quantum states (refer to Chapter
7). These laser pulses contain a very small number of photons, for exam-
ple 0.2 photons per pulse for average, which are distributed according to a
Poissonian distribution. This means most pulses actually contain no photons
(empty pulse), some pulses contain 1 photon (which is desired) and a few
pulses contain 2 or more photons. If the pulse contains more than one pho-
ton, then Eve can split off the extra photons and transmit the remaining
photons to Bob. This is the basis of the PNS attack [?], where Eve stores
these extra photons in a quantum memory until Bob detects the remaining
single photon and Alice reveals the encoding basis. Eve can then measure
her photons in the correct basis and obtain information on the key without
introducing detectable errors.

To prevent this attack, a straightforward strategy is to create a true single
photon source instead of an attenuated laser. Although this technique is not
matured for practical application, but it has quickly made progress. Another
solution is to modify the original protocol into a new one which can be against
this attack. For example, the SARG04 protocol is such a scheme based on
the BB84 protocol [?], in which the secure key rate scales as r3/2. The most
promising solution is the decoy state approach [?, ?], in which Alice randomly
sends some of laser pulses with a lower average photon number. These decoy
states can be used to detect a PNS attack, as Eve has no way to tell which
pulses are signal and which decoy. Using this approach the secure key rate
scales as r, the same as for a single photon source. This approach has been
implemented successfully in several QKD experiments, allowing for high key
rates secure against all known attacks [?].
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5 Quantum Cryptosystem

This chapter investigates how to protect the confidentiality of the quantum
private communication. By analogy with the classic cryptosystem, a notion
called quantum cryptosystem is presented. Three kinds of quantum cryp-
tosystems are described. One is the well known quantum Vernam cipher,
the second is the quantum block cryptosystem, and the last is the quantum
public-key cryptosystem. These cryptosystems are employed to protect the
private message so that the attacker cannot obtain available information.

As described in Chapter 1, the confidentiality is a basic requirement for
the private communication. To protect the confidentiality of private message
transmitted in a communication system, an effective approach is to disturb
the private message to be an unintelligible form by making use of the so-called
cryptographic algorithm which is controlled under the “key”. This gives rise
to the so-called cryptosystem. The classic cryptosystem has been investigated
and broadly applied in practices. By analogy with the classic cryptosystem,
a new notion called the quantum cryptosystem, which is different from the
quantum key distribution (QKD), is described in this chapter. By far, several
typical quantum cryptosystems, such as the QKD-based cryptosystem, quan-
tum Vernam cipher, quantum block cryptosystem, and quantum public-key
cryptosystem, have been investigated, and some available algorithms have
been proposed. Some of these algorithms have been exploited in practices.

Comparing to the classic cryptosystem, a distinct characteristic of the
quantum cryptosystem is that its ciphertext could be indistinguishable when
the generated ciphertext states are nonorthogonal, or even if it is possible
that both the ciphertext and plaintext are entangled. In these situations,
only obtaining the ciphertext is not available for eavesdropping the encrypted
message due to the restriction of the quantum no-cloning theorem or entan-
glement properties. Apparently, the quantum cryptosystem is more suitable
for the private communication than the classic cryptosystem.

This chapter focuses on the principle, algorithm design and security anal-
ysis of the quantum cryptosystem. Except for these issues, both the technical
implementation and practical application of the quantum cryptosystem are
also important topics in the quantum private communication. The technical
implementation will be described in Chapters 7 and 8, and the application
in practical communication systems will be addressed in Chapter 9.
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5.1 Introduction

The key problem for the private communication is to solve the confidentiality
and authentication of the communication systems, so that the attacker cannot
obtain available information on the transmitted message. This chapter focuses
on how to protect the confidentiality using quantum private communication
techniques.

The secure transmission of classical information via cryptosystems is a
well studied topic. For instance, suppose that Alice wants to send n bits
private message M to Bob over an insecure (i.e., spied-on) channel. To pre-
vent the attacker from obtaining any information about M with tapping the
channel, an appropriate cryptosystem is always adopted in classic private
communication. By this end many useful algorithms in classic cryptography
have been proposed [?]. These algorithms are categorized as symmetrical-
key cryptosystem and public-key cryptosystem. Of all presented classic
algorithms, only the Vernam algorithm (also called one-time pad or Vernam
cipher), which belongs to the framework of the symmetrical-key cryptosys-
tem, has been proven with unconditional security. However, it cannot be
used efficiently in practical application especially in the commercial applica-
tion because of the intractable difficulties in the key management, such as
the key distribution and the key storage. Fortunately, this situation has been
changed partly by the QKD techniques, which have been propelled into the
mainstream of computer science, secure communication, and physic in the
past three decades. This result in the so-called quantum private communica-
tion which builds the secure communication in quantum ways.

To implement the quantum private communication in a practical commu-
nication system a quantum cryptosystem is necessary. Generally, there are
two ways for the quantum encryption and decryption processes. The first
is a combination of the QKD techniques with classic cryptosystems. In this
case, the key point is to substitute the classic key generation and distribution
module using the QKD techniques, while the encryption and decryption pro-
cedures are the same as that in the classic private communication. To protect
the private communication, one of the classic cryptographic algorithms such
as the well known one-time pad, advanced encryption standard (AES), and
RSA algorithm is employed. This kind of cryptosystem is called the QKD-
based cryptosystem in this book. Like the well known classic cryptology, the
QKD-based cryptosystems can be applied for the data encryption, identi-
fication verification, signature, etc. The second way is a new design which
uses pure quantum techniques. In this scenario, like the classic cryptosys-
tem there are also two kinds of algorithms, i.e., quantum symmetrical-key
algorithms and quantum public-key algorithms. In the range of the quantum
symmetrical-key algorithms, the quantum Vernam algorithm and quantum
block algorithm have been widely investigated in both theoretical and
experimental. However, there are few investigations on the quantum public-
key algorithm.
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Making use of the cryptographic language, a quantum cryptosystem is
defined mathematically as follows.

Definition 5.1.1 A quantum cryptosystem is a 5-tuple {M ,C ,K ,Ek,
Dk′}, where the canonical notions and notations are plaintext space M ,
ciphertext space C , key space K , family of the encrypting transformations
Ek, and family of the decrypting transformation Dk′ . The involved keys k and
k′ may be the same or different. If k = k′ or both keys are symmetrical, the
corresponding cryptosystem is called a symmetrical-key algorithm. Otherwise
it is called an asymmetrical-key algorithm.

Some other canonical notions and notations are the plaintext M ∈ M ,
ciphertext C ∈ C , key K ∈ K , encrypting operation Ek ∈ Ek and decrypt-
ing operation D′

k ∈ Dk′ . The spaces M ,C ,K may be real spaces or Hilbert
spaces. Ek and Dk′ mean the encrypting and decrypting transformations
under the control of keys k and k′, respectively. If the encryption and
decryption procedures are the quantum transformation, they should be uni-
tary operations and may be denoted using proper quantum logic gates.

In the quantum private communication, the plaintext and ciphertext are
associated with qubits. Exactly, the plaintext means the message or the
encoded codewords, which consists of qubits or/and classic bits. The par-
ticle which carry the plaintext is called as the plaintext particle, and the
quantum state of the plaintext particles are called as the plaintext state.
While the ciphertext means the encoded message, which consists of qubits
or/and classic bits. The ciphertext particles indicate particles carried the
ciphertext, and the ciphertext state means the quantum state of the cipher-
text particles. It is noted that plaintext particles and ciphertext particles may
be the same, but the plaintext state and ciphertext state must be different.
As mentioned in above, the ciphertext particles and plaintext particles may
be entangled in a suitable algorithm.

It is noted that the qubits in the ciphertext are usually indistinguishable
so that the attacker is difficult to obtain available information. Even if the
qubits in the ciphertext is entangled the qubits in the plaintext so that only
obtaining the ciphertext qubit is not useful. These aims can be achieved by
choosing suitable quantum operations in the quantum encryption algorithm
controlled under the key. Clearly, the quantum ciphertext is unknown to the
attacker but the ciphertext in the classic case is exactly known.

5.2 QKD-based Cryptosystem

In the classical cryptology, cryptosystems are categorized as the symmetrical
key cryptosystem (SKC) and asymmetrical key cryptosystem, i.e., public
key cryptosystem (PKC) [?, ?]. The basic characteristic of SKC is that the
encryption and decryption use same keys (or a pair symmetrical keys), which
are kept secretly by communicators. While the main feature of PKC is that
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the public key associated with a private key can be published publicly so that
the public key may be announced like a telephone number. With only the
public key one cannot, in principle, obtain any information about the private
key. Since the holder may publicly announce the public key, everyone who
wants to communicate with the holder can easily find the public key and can
use it. The classic cryptographic algorithms have been widely used in both
private information protection and private communication. However, the key
management, including the key generation, key distribution, and key storage,
has become an intractable problem. This makes for employment of the QKD
technique in the classical cryptosystem, which may be called the QKD-based
cryptosystem.

A QKD-based cryptosystem involves keys generated using quantum ways
and a classical cryptosystem, which are both well understood and imple-
mented experimentally [?, ?]. In detail, a QKD-based algorithm consists of
two parts, i.e., a classic cryptographic algorithm and a key generated using
QKD techniques. Generally, two steps should be involved in such a kind of
algorithms in practical applications. The first step is to generate a secure key
using the QKD technique, and the second step is to combine the generated
key and an appropriate cryptographic algorithm to perform the encryption
and decryption processes. Since only symmetrical key is generated using the
QKD scheme which has been investigated in Chapter 4, involved classic cryp-
tographic algorithms are always symmetrical key algorithms, such as the Ver-
nam algorithm, AES, and tri-DES, etc. Let the transmitted private message
be m, the private communication model for the QKD-based cryptosystem
is described in Fig.5.1. It is similar to the Shannon private communication
model except for the key distribution channel.

Fig. 5.1. Private communication model for QKD-based algorithm

A more interesting algorithm in such a scenario is the combination of the
QKD technique and classic Vernam algorithm. Actually, the original motiva-
tion of the quantum cryptography is to generate a secure key for the Vernam
cipher so that the obstacle of applying the Vernam cipher in practices is cir-
cumvented. One may call this kind of algorithms as the QKD-based Vernam
cipher. The fundamental principle of the QKD-based Vernam cipher is very
simple. First, communicators called as Alice and Bob distribute a shared
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secret n-bit key k via the QKD technique. Then, Alice encrypts the plaintext
m by carrying an exclusive-or with the secret key k, and sends the result
(ciphertext) c = m ⊕ k over an imperfect channel to Bob. After that, Bob
decodes the ciphertext using XOR operations on the ciphertext again with
k and obtains the plaintext, i.e., c ⊕ k = m. Eve may see the ciphertext
c but this gives her no information about the plaintext since for any m′

there is a key k′ giving rise to the same encoding c. The QKD-based Vernam
cipher has been implemented in experiment in different technique ways. In
practices, however, there are still some technique problems to be solved. The
main problem is that the key rate in the current QKD system is too lower
(currently, it is about several kbit/s or even several bit/s) so that the prac-
tical application is impossible. Thus, to protect the private communication
using the QKD-based Vernam algorithm, high-rate QKD systems are needed
to be developed.

In the above the QKD-based cryptosystem which involves symmetrical-
key algorithms are mainly discussed. Now we move on to the application of
the QKD technique in PKC. Clearly, there are not direct correlation between
the QKD technique and PKC since the later uses key-pair with the pub-
lic key. However, because many public-key algorithms including encryption
algorithms and digital signature algorithms (see Chapter 6) are associated
with the random number sequence and hash function, while the QKD tech-
nique may be employed to generate true random numbers and construct hash
functions in principle. Accordingly, it is possible that the QKD technique is
applied in PKC in a suitable way. For example, one may employ the random
number generated using the QKD technique to construct a random string s
applied in the ElGamal algorithm so that it may work in a more secure way.

It has to stress that the security of the QKD-based algorithm depends
on not only the employed QKD scheme but also involved classical algorithm.
Therefore, if one employs a cryptographic algorithm with computational secu-
rity, e.g., AES, then the QKD-based algorithm is still computationally secure
but not unconditional security although the key is generated using the QKD
scheme with unconditional security. Since in this scenario, only the part of
the key generation and distribution have the same security as the employed
QKD scheme. Generally, a combined cryptosystem, which consists of several
independent parts, may reach at most the security level of those parts with
lowest secure-level.

5.3 Quantum Vernam Cipher

Shannon has proven mathematically that the classic Vernam cipher may
reach the informational security. However, there are drawbacks in the key
management (especially in the key distribution and storage) when the Ver-
nam cipher is employed in practices. This motivates investigation on the
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QKD-based algorithm, which is a combined system of the QKD scheme and
classic cryptographic algorithm. The security of such cryptosystem depends
on the employed classic algorithm. If the employed cryptographic algorithm
is the well known Vernam cipher, then a practically cryptographic algorithm
with informational security is possible in principle. However, the security of
the QKD-based Vernam cipher cannot yet reach the perfectness since the
employed QKD system and Vernam algorithm are separated in currently
technical operations. In addition, both the classic Vernam cipher and the
QKD-based Vernam cipher cannot be used for quantum data, i.e., quantum
bits. This prompts investigation on the so-called quantum Vernam cipher.

The quantum Vernam cipher may also call quantum Vernam algorithm,
and it is similar to the classic Vernam algorithm. But it is not limited by the
so-called “one-time” characteristic which is necessary in the classic Vernam
algorithm for its security. Actually, in some quantum Vernam algorithms
the shared key between communicators might be employed repeatedly since
its quantum nature. Clearly, this characteristic is very useful in practical
applications.

The quantum Vernam algorithm has been investigated widely. For exam-
ple, making use of properties of quantum private channels a quantum Vernam
algorithm in a special case was proposed in Ref.[?] and then a general model
was proposed in Ref.[?]. These algorithms use classic bits as keys, and the
message is encrypted by using quantum operations, i.e., unitary transforma-
tions, which are controlled under classic keys. In addition, quantum Vernam
algorithms based on EPR pairs have also been investigated. These algorithms
employ EPR pair(s) as keys. In Ref.[?] the message is encrypted by means
of a quantum controlled-NOT with employment of a symmetrical key which
consists of a EPR pair and a bilateral rotation. In Ref.[?] the message is
encrypted with a key which consists of two EPR pairs. A common feature of
the above quantum Vernam algorithms is that two qubits (bits) are neces-
sary to encrypt one qubit message. In Ref.[?] a quantum Vernam algorithm
employed an entanglement state as key with unsymmetrical operations was
proposed. This algorithm is theoretically secure which is guaranteed by the
no-cloning property of the key, but the implementation of the proposed algo-
rithm is simple by exploiting entanglement photon pairs. In addition, some
experiment schemes for the quantum Vernam algorithm have also been pro-
posed in Refs.[?, ?] with employing photon sequences.

This section introduces firstly the classic Vernam algorithm. Then gives a
precise definition for the quantum Vernam cipher by analogy with the classic
Vernam algorithm. Since the classic as well as quantum Vernam cipher are the
private channel, a description for the quantum private channel is presented.
Finally, a security theory model by analogy with the classic Vernam cipher
is established.
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5.3.1 Classic Vernam Algorithm

Before describing the quantum Vernam algorithm, it is useful to recall briefly
the classic Vernam cipher. As stated in the previous section, implementation
of the classic Vernam algorithm is very simple. If Alice and Bob share a secret
n-bit key K, Alice encrypts the plaintext M by carrying an exclusive-ors with
the secret key K, and then send Bob the result (ciphertext) C = M ⊕K over
an insecure channel. Bob then decodes the ciphertext by xoring the ciphertext
again with K and obtains the plaintext, i.e., C ⊕K = M . Eve may see the
ciphertext C but this gives her no information about the plaintext since for
any M ′ there is a key K ′ giving rise to the same encoding C.

The aim of the Vernam algorithm is to reach the perfect secrecy. Thus, a
classic Vernam algorithm is defined cryptographically as follows.

Definition 5.3.1 A 5-tuple {M ,C ,K ,E ,D} is called as a classic
Vernam algorithm if and only if the following conditions are satisfied.
(1) M , C , and K are space spanned by binary bits 0 and 1. (2) E and D
are families of exclusive-ors transformations, and E = D−1, i.e., C = K ⊕M
and M = K ⊕ C, where ⊕ denotes addition modulus 2, M ∈ M , C ∈ C
and K ∈ K . (3) The optimal length of the key is long as the plaintext.
(4) The key can be used only one times.

Shannon’s investigation shown that the classic Vernam algorithm is the-
oretically secure, and the optimal length of the key is long as the plain-
text [?]. To warrant the unconditional security, conditions (3) and (4) in
the above definition are necessary. It needs to stress that the unconditional
security of the classic Vernam algorithm proven by Shannon only means that
the ciphertext-only attack is impossible. However, in practical application,
other factors should be concerned, such as the known-plaintext attack and
key management. Because of difficulty of the key management, conditions (3)
and (4) lead a huge cost or even if are impossible in the classic cryptology.
Thus, unfortunately, these conditions decrease the availability of the classic
Vernam algorithm in practical communication systems.

5.3.2 Quantum Vernam Cipher

By analogy with the classic Vernam algorithm, a quantum Vernam algorithm
is defined as follows.

Definition 5.3.2 A 5-tuple {M ,C ,K ,Eq,Dq} is called a quantum
Vernam algorithm if and only if the following conditions are satisfied.
(1) At least one of the 5-tuple is a Hilbert space or a quantum transfor-
mation. (2) Eq and Dq are families of quantum exclusive-ors transformations
and Eq = Dq

−1, i.e., |ψc〉 = |K〉⊕̂|φM 〉 and |ψm〉 = |K〉⊕̂|φc〉, where ⊕̂
denotes a quantum exclusive-ors operation in which |K〉 is the target state,
|ψm〉 ∈M , |ψc〉 ∈ C , and |K〉 ∈K .
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Let us give a more detail explanations on the above definition. First, the
definition shows that if at least one of the 5-tuple has quantum characteristic,
then the algorithm is called as the quantum Vernam algorithm. Accordingly,
if all of the five tuples are classic, it becomes a classic Vernam algorithm with
the conditions (3) and (4) described in Definition 5.3.1. Secondly, from the
viewpoint of information theory, the 5-tuple {M ,C ,K ,Eq,Dq} constructs a
channel. For example, when all of five tuples are classic, this channel is called
as the classic private channel. When the plaintext and ciphertext spaces are
Hilbert spaces, the key space is classic space, and the encrypting and decrypt-
ing transformations are unitary operations, the channel {M ,C ,K ,Eq,Dq}
is called as a quantum private channel which will be described in later. Natu-
rally, when all of five tuples have quantum characteristics, i.e., the plaintext
space, key space, and ciphertext space are Hilbert spaces and the encrypting
and decrypting transformations are quantum operations (unitary operations),
it could be called as a fully private quantum channel.

It is noted that Definition 5.3.2 is simpler than Definition 5.3.1. The
main differences between the classic Vernam algorithm and quantum Vernam
algorithm are two folds. First, the quantum Vernam algorithm demands at
least one of the 5-tuple holding quantum characteristic, i.e., the quantum
space or quantum operation. However, in the classic Vernam algorithm all of
the 5-tuple are classic, e.g., binary spaces or exclusive-ors transformations.
Second, the condition (4) in Definition 5.3.1 is not necessary in the definition
5.3.2, which means the key employed in the quantum Vernam algorithm may
be used many times. This is because of the following reasons. In the classic
Vernam algorithm, the use of a same key leads a redundant property, i.e.,
M1⊕M2 = C1⊕C2 with M1,M2 ∈M and C1, C2 ∈M , which can be applied
to break easily the cipher system. While in the quantum Vernam algorithm,
the ciphers which are created by the same key with different plaintexts, give
no redundant information on the plaintext and secret key, since the different
ciphers are not distinguishable.

The advantage of the quantum Vernam algorithm is apparent because
the difficulty of the key management in the quantum Vernam algorithm goes
away. In addition, the quantum Vernam algorithm can encode quantum mes-
sages as well as classic messages, and the optimal length of the key may be
the same as the plaintext, the details will be analyzed in later. However, the
cost will be less than the classic Vernam algorithm when the technology for
the quantum cryptography becomes practices.

Making use of the cryptographic language, the encryption and decryption
procedures of the quantum Vernam algorithm are denoted formally by the
following expressions,

QKE (ρm)→ ρc, (5.3.1)

and
QKD(ρc)→ ρm, (5.3.2)

where ρm and ρc denote the plaintext and ciphertext, i.e., message states
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and ciphertext states, respectively. They may be pure states, mix states, or
even classic states (this case means the classic bits). The symbols QKE ∈ Eq
and QKD ∈ Dq denote respectively the quantum encryption algorithm and
quantum decryption algorithm which are controlled under the key shared by
legitimated communicators. Eqs.(5.3.1) and (5.3.2) show that the quantum
Vernam algorithm is actually to encode the plaintext state to the ciphertext
state under the control of encrypting key, and then decode the ciphertext
state into plaintext state under the decrypting key. Since the Vernam algo-
rithm is belong to the family of the symmetrical key cryptosystem, in the
quantum Vernam algorithm as well as the classic Vernam algorithm, the
encrypting key and decrypting key are same or symmetrical. This is a basic
feature of the symmetrical key cryptosystem.

5.3.3 Private Quantum Channel

Let us sketch the following scenario. There are N possible keys identified with
the numbers 1, 2, . . . , N . The probability of the ith key is pi. Accordingly, the
key has entropyH(p1, p2, . . . , pN ) when viewed as a random variable. Suppose
that the legitimate communicator Alice wants to send a message M ∈M to
the legitimate communicator Bob. Then Alice encrypts the message M with
the ith key. Bob, who shares the key with Alice, decrypts the cipher and
obtains the message. If the attacker Eve can get no information at all about
the send message M , i.e., the ciphertext is independent of the message M .
Then this kind of channels is called as the private channel. The private chan-
nel has become a very useful tool in the classic communication. Obviously,
the Vernam cipher is a private classic channel.

The private quantum channel (PQC) is defined in similar way. Let the
quantum states ρm ∈ M , suppose that each key i corresponds to a unitary
transformation Ui, and let ρa be some fixed ancilla quantum states. Then the
PQC is defined as follows [?].

Definition 5.3.3 Let M ⊆ H 2n

be a set of quantum states, E =
{√piUi|1 ≤ i ≤ N} be a superoperator where each Ui is a unitary mapping
on H 2l

,
∑N

i=1 pi = 1, ρa be an (l−n) density matrix, and ρ0 be an l density
matrix. Then [M , E , ρa, ρ0] is called a PQC if and only if for all ρm ∈M one
has

E(ρm ⊗ ρa) =
N∑
i=1

piUi(ρm ⊗ ρa)U†
i = ρ0. (5.3.3)

If l = n (i.e., no ancilla), ρa is always omitted.
Like the private classic channel, a secure PQC requires that if Eve does not

know i then the density matrix ρ0 that she gets from monitoring the channel is
independent of ρm. This implies that Eve gets no information at all about the
message state ρm. Of course, Eve’s measurement on the channel might destroy
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the encoded message, but this is like classically jamming the channel and
cannot be avoided. It is not hard to see that this is the most general quantum
mechanical scenario which allows Bob to recover the message perfectly and
at the same time gives Eve zero information.

From definitions 5.3.2 and 5.3.3, one may find that the quantum Vernam
algorithm is a special case of the PQC.

5.3.4 Security Model

In the QKD scheme, the unconditional security of the final key depends
not only on the quantum transmission procedure but also the key distillation
procedure. However, the key reconciliation and privacy amplification are pure
classic tools. These tools change inevitably contents of the obtained raw key.
Actually, these compression techniques ensure just the unconditional security
of the QKD scheme.

Apparently, the security model for QKD is not suitable for the quantum
Vernam cipher. According to the general security model presented in Chap-
ter 2, a security model is built here by analogy with the classic Vernam
cipher. In the Vernam cipher Shannon proven that the perfect privacy of the
cryptographic algorithm should satisfy

I(M,C) = 0, (5.3.4)

or
I(K,C) = 0. (5.3.5)

Similarly, a quantum Vernam cipher should satisfy

I(ρm, ρc) = 0, (5.3.6)

or
I(K, ρc) = 0. (5.3.7)

This leads
ρc ∝ I, (5.3.8)

which indicates that the ciphertext state cannot reveal any information on
the key and plaintext state.

5.4 Typical Quantum Vernam Ciphers

In terms of the employed key, the quantum Vernam algorithm is divided into
two categories: classic-key-based quantum Vernam algorithm and quantum-
key-based quantum Vernam algorithm. The former uses classic key, e.g.,
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binary string, which may be generated using classic way or the QKD tech-
nique. The later employs qubit-string, especially entanglement pairs as key.
The quantum privacy amplification [?], i.e., the entanglement purification
technique, gives rise to the possibility of share many entanglement-pair
between communicators. As examples, this section introduces one classic-
key-based quantum Vernam algorithm and three quantum-key-based quan-
tum Vernam algorithms.

5.4.1 Classic-key-based Quantum Vernam Cipher

Suppose that the legitimate communicators Alice and Bob share a classic key,
e.g., a binary key K = {k1, k2, . . . , kN}, where ki ∈ {0, 1} are elements of the
key K. Now we show how to design a quantum Vernam algorithm using the
binary key K.

Let ρ = {ρ1, ρ2, . . . , ρn} be plaintext, i.e., message, to be encrypted, Ui be
a transform operator which is associated with the secret key ki, and p(ki) is
the probability of the key. The sender Alice encrypts a quantum state ρj by a
pre-distributed secret key k and its related unitary operator Uk as UkiρjU

†
k . It

is important to fix the ensemble {Uk} so that
∑
k p(k)UkρjU

†
k is independent

of j. The encryption procedure is denoted as

ρc =
N∑
i=1

p(ki)UiρU
†
i , (5.4.1)

where ρc denotes the whole ciphertext. Knowing the secret key K, the
receiver can decrypt the quantum state with operating U †

K on it. Obvi-
ously, the encryption and decryption procedures may be a quantum transform
operation and its reverse transform operation of the plaintext and ciphertext,
respectively.

As an example, the operator Ui is defined as Ui = ⊗mi=1(X
k2iZk2i−1) and

p(k) = 1/22n in Ref.[?], where k2i−1, k2i are elements in the secret key k with
i = 1, 2, . . . ,m and k2i−1, k2i ∈ {0, 1}. In this case, the length of the key for
quantum Vernam algorithm is 2n, where n is the length of the message. The
encryption procedure reads

ρc =
∑
α,β

1
22n

XαZβρi(XαZβ)†. (5.4.2)

Expanding any message state ρi in the XαZβ basis gives

ρi =
∑
α,β

aα,βX
αZβ, (5.4.3)

where aα,β = Tr(ρiZβXα)/2n. Using this formalism, it is clear that the given
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choice of p(ki) and U(ki) guarantee the following result,∑
i

piUiρiU
†
i =

1
22n

∑
γ,δ

XγZδρiZ
δXγ =

I

2n
. (5.4.4)

This illustrates the ciphertext state distributes in a uniform way so that no
information on plaintext state and the key might be leaked to the eavesdrop-
per. Consequently, the above algorithm is secure.

5.4.2 Bell-key-based Quantum Vernam Cipher

Using one of four Bell states {|Φ±〉,Ψ±〉} as key the quantum Vernam
algorithm is possible. For convenience, it is called as the Bell-key-based quan-
tum Vernam algorithm. Commonly, the Bell states are typical two-particle
entanglement states. These states have been widely used in many scenarios
because of their novel characteristics. Interestingly, the shared entanglement
states between two legitimate communicators may be regarded as a quantum
key. This is different apparently from the QKD system where the final key is
actually a binary string. Investigations on such a case have been presented
in Ref.[?, ?]. Here we conclude a general algorithm for the Bell-key-based
quantum Vernam algorithm using entanglement states as keys.

Suppose that Alice and Bob share N identical EPR pairs as the key K,
i.e.,

K = (|k1〉, |k2〉, . . . , |ki〉, . . . , |kN 〉), (5.4.5)

each element in the key corresponds to a EPR pair,

|ki〉 = |Φ+
i 〉 =

1√
2
(0a0b〉+ |1a1n〉), (5.4.6)

where the subscripts a, b denote the particles pa and pb hold by Alice and
Bob, respectively.

Denote the plaintext state,

|ψm〉 = α|0〉+ β|1〉), (5.4.7)

which is carried by the particle pm. Using the controlled-NOT gate on her
particle and the message particle pm, Alice encrypts the message state
according to the following way,

|φc〉 = Cnam{|kn〉Cn−1
am [|kn−1〉 . . . C1

am(k1〉|ψm〉)]}, (5.4.8)

where Ciam denotes the ith CNOT gate applied on pa and pm.
After having finished the encryption operation, pm is sent to Bob, who

shares the key with Alice. Then Bob may obtain the message state using the
following operation,

|φm〉 = Cnmb{|k1〉Cn−1
mb [|k2〉 . . . C1

mb(kn〉|ψc〉)]}, (5.4.9)
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where Cimb denotes the ith control-NOT gate applied on the pm and pb.
Operationally, communicators Alice and Bob should share a Bell state

sequence when they want to establish a private communication. One may
imagine the following communication model. Suppose that Alice and Bob
share initially no information except for knowledge for authentication. When
Alice wants to send a private message to Bob, she firstly builds a quantum
key channel which consists of Bell states. To reach this aim the entangle-
ment purification technique or call quantum privacy technique is employed.
Then, the message is encrypted by Alice and then decrypted by Bob using
the shared Bell-key. Clearly, distribution of the employed quantum-key, i.e.,
Bell states, and the message encryption and decryption procedures may be
executed simultaneously. Consequently, the quantum memory is not neces-
sary.

Example 1 Consider a special case of N = 1 in Eq.(5.4.5). In this case,
the communicators only share one EPR pair. Thus the key state satisfies
|k〉 = |Φ+〉. The encryption procedure is simplified as

|φc〉 = Cam(|k〉|ψm〉) = Cam(|Φ+〉|ψm〉), (5.4.10)

and the decryption procedure reads

|φm〉 = Cmb(|ψm〉|k〉) = Cmb(|ψm〉|Φ+〉). (5.4.11)

Example 2 Consider a special case of N = 2 in Eq.(5.4.5). This
situation has been investigated in Ref.[?] in 2001. The key may be expressed
as K = (|k1〉, k2〉), where the key elements are given by

|k1〉 =
1√
2
(01
a0

1
b〉+ |11

a1
1
n〉), (5.4.12)

and
|k2〉 =

1√
2
(02
a0

2
b〉+ |12

a1
2
n〉). (5.4.13)

The encryption procedure yields the following ciphertext state,

|φc〉 = CZa2m
(CXa1m

|k1〉|ψm〉|k2〉), (5.4.14)

where CZa2m, C
X
a1m are control-Z and control-X gates, respectively. When Bob

gets the ciphertext state, he may decrypt easily it using the following way,

|φm〉 = CXb1m(CZb2m|ψc〉). (5.4.15)

In the above examples 1 and 2, the presented quantum Vernam algo-
rithms have been proven to be secure in Refs.[?, ?]. However, they are fragile
against the Trojan horse attack. This may be circumvented using the fol-
lowing improvement [?]. Suppose that the legitimate communicators Alice
and Bob share an EPR pair |Φ+〉 as the key, i.e., |k〉 = |Φ+〉. Bob presents
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a quantum controlled-NOT gate set G which consists of C12 and U12, i.e.,
G = {C12, U12}, where the controlled-NOT gates C12, U12 are defined respec-
tively as

C12|ε1〉|ε2〉 = |ε1〉|ε1 ⊕ ε2〉, (5.4.16)

and ⎧⎨⎩U12(|+〉|ε〉)→ |+〉|(ε⊕ 1)〉,

U12(|−〉|ε〉)→ |−〉|ε〉,
(5.4.17)

where ε1,2, ε ∈ {0, 1}. In matrix form C12 and U12 are denoted respectively,

C12 =

(
I 0

0 σx

)
, (5.4.18)

and

U12 =

(
σx 0

0 I

)
, (5.4.19)

where 0 denotes a 2× 2 matrix with 0 elements. It is very easy to prove that
U †

12 = U12 and U†
12U12 = U12U

†
12 = I. So U12 is physically implementable,

which means that U12 is a quantum control gate.
Before Alice sends the private message, Bob randomly operates his EPR

particle using the gate G ∈ {I,H}, where I and H are the identity matrix
and Hadamard matrix, respectively. The operation I or H change the key
state to be a Bell state |k〉 = |Φ+〉 or the state |k′〉 = H |Φ+〉 = |ψ+〉 =
1√
2
(|1a+b〉+ |0a−b〉), respectively. Then Alice encrypts her message use the

key. Denote the plaintext state, i.e., the message state,

|ψm〉 = α|0〉+ β|1〉 = α′|+〉+ β′|−〉, (5.4.20)

where α′ = 1/
√

2(α+β), β′ = 1/
√

2(α−β), and |α|2+ |β|2 = |α′|2+ |β′|2 = 1.
To send the plaintext |ψm〉 to Bob, Alice applies a controlled-NOT gate Cam
on the entangled particle pa and the plaintext particle pm. This operation
(encryption process) yields the ciphertext state. Clearly, the ciphertext state
is associated with states of the particles pa, pb and pm, and it is a three-
particle entanglement state. When the key element is the Bell state |k〉 =
|Φ+〉, the three-particle entanglement state is

|ψc1〉 = Cam|Φ+〉|ψm〉
=
∑
i=0,1

γi(|0a0bim〉+ |1a1b(i⊕ 1)m〉)

=
1√
2

1∑
i=0

|iaib〉 ⊗ (Iδi,0 +Xmδi,1) |ψm〉, (5.4.21)



5.4 Typical Quantum Vernam Ciphers 149

where γi = (αδi0 + βδi1)/
√

2, δij is the Kronecker delta, the subscript m
specifies the particle pm, and Xm is an X gate to the particle pm. When the
key element has been changed by the Hadamard gate, i.e., |k′〉 = |ψ+〉, the
three-particle entanglement state has the following form,

|ψc2〉 = Cam|ψ+〉|ψm〉
=
∑
i=0,1

γi(|1a +b (i⊕ 1)m〉+ |0a −b im〉)

=
1√
2

1∑
i=0

|iaλib〉 ⊗ (Iδi,0 +Xmδi,1) |ψm〉, (5.4.22)

where λ0
b = |−b〉, λ1

b = |+b〉.
It is easy to verify that |〈ψc1 |ψc2〉|2 �= 0 which means these cipher-

text states are nonorthogonal states. According to Eqs.(5.4.21) and (5.4.22),
Alice’s encryption generates the output state |ψc1〉 or |ψc2〉 relying on the
employed operation I or H on the key element, respectively. Because Bob
knows the key he can exactly recognize these states. However, any attacker
cannot distinguish these states without the key because |ψc1〉 and |ψc2〉 are
nonorthogonal. Suppose that Bob chooses randomly the gate from G with
identical probability, i.e., the probabilities p1 and p2 for choosing the gate I
and H are the same, respectively. Then the ciphertext is a mixed state from
Eve’s viewpoint. Thus, the ciphertext can be written as

ρc = p1ρ
c1 + p2ρ

c2 =
1
2

(|ψc1〉〈ψc1 |+ |ψc2〉〈ψc2 |) . (5.4.23)

Simple calculation gives ρc ∝ I. Consequently, the algorithm is unconditional
security.

After having finished the encrypting transformation, Alice obtains the
ciphertext. Then Alice sends the particle pm to Bob, which means to send the
ciphertext state to Bob. In the next step, Bob decrypts the received ciphertext
states. Because Bob knows the key K, the decrypting transformation can be
performed very easily by choosing a proper control operation from C12 and
U12. When the key element is the Bell state |Φ+〉, Bob applies the gate Cbm
on the particles pb and pm. After this operation, Bob obtains the plaintext
because

Cbm|ψc1〉 = |Φ+〉 ⊗ |ψm〉. (5.4.24)

When key element is the superposition state |ψ+〉, Bob uses the gate Ubm on
the particles pb and pm. This operation gives

Ubm|ψc2〉 = |ψ+〉 ⊗ |ψm〉. (5.4.25)

Obviously, Bob also obtains the plaintext |ψm〉.
It is noted that Eqs.(5.4.24) and (5.4.25) show the encrypting and decrypt-

ing transformations do not disentangle the key’s entanglement. In addition,
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the secrecy of the key is not decreased by the encryption and decryption
operation. Therefore, the key might be utilized many times. This is differ-
ent from the classic Vernam algorithm and presented quantum Vernam algo-
rithms in Refs.[5 – 8]. This property is very useful in the practical application.

In the above, how to encrypt the general qubit (quantum message)
denoted in Eq.(5.4.20) has been demonstrated. It is noted that Bob’s decryp-
tion can only get a unknown state because α and β cannot be determined
by the decrypting transformation. To make Bob know completely the qubit
Alice should send again a public parameter, e.g., the phase information on the
message, to Bob. However, this procedure has nothing to do with the cryp-
tographic algorithm. In addition, this kind of treatments will not influence
the security of the employed algorithms.

In practical application, the message (e.g., images, text, etc) is firstly
encoded using simple and effective codewords before Alice’s encryption. A
codeword consists of alphabets. In the quantum case, the simplest alphabets
may be |0〉 and |1〉. Therefore from the aspect of practical communication,
one only needs to consider the encryption and decryption of quantum states
|0〉 and |1〉. When the qubit in plaintext is |0m〉, Eqs.(5.4.21) and (5.4.22)
become

|ψc10 〉 = Cam|Φ+〉|0m〉 =
1√
2

(|0a0b0m〉+ |1a1b1m〉) , (5.4.26)

and

|ψc20 〉 = Cam|ψ+〉|0m〉 =
1√
2

(|1a +b 1m〉+ |0a −b 0m〉) . (5.4.27)

When the qubit in plaintext is |1m〉, Eqs.(5.4.21) and (5.4.22) become

|ψc11 〉 = Cam|Φ+〉|1m〉 =
1√
2

(|0a0b1m〉+ |1a1b0m〉) , (5.4.28)

and

|ψc21 〉 = Cam|ψ+〉|1m〉 =
1√
2

(|1a +b 0m〉+ |0a −b 1m〉) . (5.4.29)

Eqs.(5.4.26) and (5.4.27), and Eqs.(5.4.28) and (5.4.29) show that it is possi-
ble to encrypt the message which is encoded by using quantum alphabets |0〉
and |1〉. These equations also show the proposed algorithm can encrypt the
classic plaintext. Because Eve does not know the key, the ciphertext state
what the Eve can “see” takes the following form,

ρc =
1
4

(|ψc10 〉〈ψc10 |+ |ψc20 〉〈ψc20 |+ |ψc11 〉〈ψc11 |+ |ψc21 〉〈ψc21 |) . (5.4.30)

Obviously, the attacker cannot break the cipher because he cannot recognize
correctly the four ciphertext states, i.e., |ψc10 〉, |ψc20 〉, |ψc11 〉 and |ψc21 〉. In addi-
tion, each of these state is a three-particle entanglement state. However, Bob
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has not such problem because of his knowledge on the key. By choosing a
proper quantum gate like that in the above decryption, Bob can completely
decrypt the ciphertext state in the Eq.(5.4.30). Then measuring the particle
pm by making use of the base for {|0〉, |1〉} Bob finally obtains the message.
It is noted that Bob does not need any of Alice’s public parameter in this
case. This algorithm also shows that the classic message can be encrypted
and decrypted using quantum cryptosystem.

5.4.3 Teleportation as Quantum Vernam Cipher

The teleportation is a well-known quantum communication mode, it has
been suggested as a quantum vernam algorithm in Ref.[?]. According to
the teleportation scheme, a pre-shared EPR pair is required. Regarding it
as a quantum Vernam algorithm, the pre-shared EPR pair is actually the
shared key between legitimate communicators. In addition, the teleportation
scheme needs a classic channel to transmit the Bell states information (classic
information), without this channel the plaintext cannot be decrypted by the
receivers.

Now we show how to implement the encryption and decryption procedures
using the quantum teleportation. Suppose that Alice and Bob has shared a
EPR pair as the key, i.e.,

|K〉 = |Φ+〉. (5.4.31)

Let the plaintext be the following state

|ψm〉 = αm|0〉+ βm|1〉, (5.4.32)

where the supscript m implies the message. To encrypt the message state,
Alice combines the shared EPR pair, i.e., the key state |K〉 and message state
|ψm〉 to generate a product state |ψc〉 = |K〉 ⊗ |ψm〉. This operation gives

|ψc〉 =
1√
2

[
|Φ+〉(αm|1〉 − βm|0〉) + |Φ−〉(αm|1〉+ βm|0〉) +

|Ψ+〉(−αm|0〉+ βm|1〉) + |Ψ−〉(−αm|0〉 − βm|1〉)
]
, (5.4.33)

where |Φ+〉, |Φ−〉, |Ψ+〉, and |Ψ−〉 are four Bell states. Then Alice makes
a Bell measurement on the ciphertext state. This measurement generates
output which is one of four Bell states. In addition, this measurement changes
Bob’s particle state. Subsequently, all possible quantum states of the particle
hold by Bob are associated with Alice’s possible measurement results. The
relationships are shown in Table 5.1.

After having performed the Bell measurements, Alice sends the measure-
ment results to Bob. According to the received measurement results from
Alice, Bob operates his particles using one of suitable unitary transforma-
tions from U = {U1, U2, U3, U4} to obtain the message state, where Ui are
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Table 5.1. Correlation between Alice’s Bell measurements and Bob’s quantum
states

|Ψ+〉 αm|1〉 − βm|0〉
|Φ−〉 αm|1〉 + βm|0〉
|Ψ+〉 −αm|0〉 + βm|1〉
|Ψ−〉 −αm|0〉 − βm|1〉

expressed by ⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

U1 =

(
−1 0

0 −1

)
,

U2 =

(
−1 0

0 1

)
,

U3 =

(
0 1

1 0

)
,

U4 =

(
0 −1

1 0

)
.

(5.4.34)

After these transformations Bob obtains the plaintext states according to the
following transformations,⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

|1〉 = U1

(
αm

βm

)
⇒ |ψm〉 = U−1

1 |1〉,

|2〉 = U2

(
αm

βm

)
⇒ |ψm〉 = U−1

2 |2〉,

|3〉 = U3

(
αm

βm

)
⇒ |ψm〉 = U−1

3 |3〉,

|4〉 = U4

(
αm

βm

)
⇒ |ψm〉 = U−1

4 |4〉.

(5.4.35)

5.5 Quantum Block Cipher

Investigations on the block cipher is motivated by engineering considerations.
Currently, this technique has been widely used in the classic cryptology. In
principle, there are not new physical laws being involved for the block cipher,
however, the blocking operation influences security of the involved algorithm
from the viewpoint of cryptology. This section introduces a new notion called



5.5 Quantum Block Cipher 153

quantum block cipher by analogy with the classic block cipher, and inves-
tigates influences of the blocking operation on the security of the involved
quantum block cipher.

5.5.1 Theoretical Model

Usually, the encoded message string, i.e., the plaintext string, is very long so
that the direct encryption and decryption operations are not convenient in
engineering applications. Accordingly, the plaintext string is usually divided
into blocks before the encryption operation, and then each block is encrypted
using the same key. In the classic cryptology such a kind of cryptosystems
is called the block cipher. By analogy with the classic block cipher, a new
concept called quantum block cipher is suggested in this section.

Let the plaintext string be x1, x2, . . . , xi, . . . , xN . Divide this string into
M blocks and the length of each block is m. For example, the first block
is denoted x1 = {x0, x1, . . . , xm−1}. If length of the last block, i.e., Mth
block, is less than m, some “0” bits are added so that the length of this
block is the same as the others. After having finished the blocking operation,
Alice encrypts each block in turn with the same key k = {k0, k1, . . . , kl−1}
and generates ith output (i.e., ciphertext) yj = {y0, y1, . . . , yn−1} (a vector
with length n) with j = 1, 2, . . . ,M . The encryption algorithm denotes E :
Vn×K→ Vn′ , where Vn,K, and Vn′ denote an n-dimension plaintext space,
key space, and ciphertext space, respectively. One should note here that each
block is encrypted and decrypted using same transformation which controls
under the same key. Of course, the employed key is usually transformed
according to a determined rule, e.g., permuting key elements in k so that the
generated key used in each turn is different although they are evolved from
a same initial key k. The aim of this operation is to enhance the privacy of
the key.

Like the classic block cipher one may define the so-called quantum block
cipher. Let the plaintext string be |x1〉, |x2〉, . . . , |xi〉, . . . , |xN 〉. Divide this
string into M blocks as the classic block cipher and the length of each block
is m. Then encrypting each block with the same key k = {k0, k1, . . . , kl−1}
generates output (i.e., ciphertext) |c〉j = {|c0〉, |c1〉, . . . , |cn−1〉}. The encryp-
tion algorithm denotes QE : H x

2n ⊗ H k
2l → H c

2n , where H x
2n ,H k

2n ,H c
2n

denote the Hilbert space of plaintext state, key state and ciphertext state,
respectively. In addition, each block is encrypted using the same transfor-
mation which controls under the same key, i.e., the employed encryption
algorithms are the same.

There are differences between the quantum block cipher and quantum
Vernam cipher. In the quantum Vernam cipher each plaintext element is
encrypted using one key element. Although the key may be used repeatedly
in various private communications, but the key is not admitted to encrypt
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multi-qubit in the same plaintext string. However, in the quantum block
cipher the key may be used many times which depends on the number of
blocks in the same plaintext string. Especially, the same key element may be
used for many times in the encryption procedures.

The blocking operations will naturally influence the security of the
employed algorithm. Although the key is transformed in each turn using suit-
able operations such as permutation, position shift, etc., there exists always
available information leakage to Eve. Therefore, the classic block cipher can-
not reach an unconditional security like that in the Vernam cipher. Actually,
its security depends on a complexity problem which is generated by opera-
tions, e.g., permutation and shift operations, in each turn. In the quantum
scenario, however, the quantum block cipher can still reach an unconditional
security like the quantum Vernam cipher. Denote the encryption algorithm
QkE , the encryption procedure for ith qubit in ι block is given by

Qki

E (|xi〉)→ |cj〉. (5.5.1)

Similarly, the encryption procedure for ith qubit in ι+ � block is given by

Qki

E (|x′i〉)→ |c′j〉. (5.5.2)

Since plaintext states |xi〉 and |x′i〉 are different, even if the key elements
which are employed for encrypting these plaintext states are the same, the
encryption procedures give different ciphertext states. Actually, a suitable
operation for each turn to change the position of key element is always
employed in practices. Thus, it is very difficult to obtain same ciphertext
states. According to the quantum no-cloning theorem, the ciphertext states
are indistinguishable.

As an example, consider the situation that both plaintext state and cipher
state are B-qubits. According to the mathematical properties introduced in
Chapter 3, only the point and its opposite point in the Bloch sphere are
orthogonal. For others, one has

〈cj |c′j〉 = 〈xi|(Qki

E )†(Qki

E )|x′i〉 = 〈xi|x′i〉. (5.5.3)

In practical application, two arbitrary plaintext qubits |xi〉 and |x′i〉 from the
blocks ι and ι + �, respectively, may be assumed to be different since two
same blocks string can be disturbed with permutation operations. Thus, one
can always obtain the result

〈cj |c′j〉 �= 0.

This means that the total ciphertext state is a mixed state. Accordingly, the
quantum no-cloning theorem guarantees the unconditional security of the
quantum block encryption algorithm.
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5.5.2 Quantum Block Algorithm for Binary Bits

Making use of the above theory, this subsection exemplifies how to encrypt
binary bits via a quantum block algorithm. Divide the plaintext X into N
blocks, and each block has l elements, where l < N . Then the plaintext is
represented by

X = (x1,x2, . . . ,xi, . . . ,xN ),

with the block xi = (x1, x2, . . . , xl) (i = 1, 2, . . . , N), and the key is denoted
K = (k1, k2, . . . , kl).

1) Encryption Algorithm

Let us consider the encryption procedure of the classical plaintext bit in
ith block. The encryption algorithm executes the following steps.

Step 1: Encoding. Alice chooses randomly a binary-bit string denoted by
s = {s1, s2, . . . , sl} with sj ∈ {0, 1} (j = 1, 2, . . . , l). Encoding the random
number s and plaintext bits xi (i = 1, 2, . . . , N) into a qubit yields a result
|C1〉 expressed by

|C1〉 = {|s1s2 . . . slx1x2 . . . xl〉}, (5.5.4)

where {. . .} denotes a set, sj , xj ∈ {0, 1}, j = 1, 2, . . . , l. Note, the random
string s is independent of the plaintext bits xi and key bits ki.

Step 2: Controlled-NOT operation. Alice performs a controlled-NOT
operation on the random bit sj and plaintext bit xj according to the key
element kj . If kj = 0, the random bit sj in |C1〉 is regarded as the con-
trol qubit of the controlled-NOT operation; otherwise Alice takes the value
yj = sj ⊕ sj+1 (when j = l the value is yl = sl ⊕ s1) as the control-qubit for
the controlled-NOT operation. The qubit xj in |C1〉 always acts as the target
qubit. Then, the resulting ciphertext state is formulated by

|C2〉 = (δkj ,0Csj ,xj + δkj ,1Cyj ,xj )|C1〉
= {|s1s2 . . . slα1α2 . . . αl〉}, (5.5.5)

where Cα,β denotes the controlled-NOT gate operating on the control qubit
α and the target qubit β, and αj = (δkj ,0sj+δkj,1yj)⊕xj with j = 1, 2, . . . , l.
The last l bits in each state of |C1〉 are the original information bits, but in
each state of |C2〉 they are the result of the controlled-NOT transformation
and are no longer the original information bits themselves.

Step 3: Permutation. The existing algorithms usually fix a qubit posi-
tion to represent the private information qubit, which may pose threats to
the security of the encryption system in some special cases. Actually, Alice
can permute any two qubits in the resulting state |C2〉 using a permutation
operation. For clearly, a simple approach is presented here: permutate the
qubits according to the value of the key element kj . In detail, if kj is 0, no
permutation is applied, otherwise swap the positions of jth and (j + l)th
qubits. For example, suppose the state |C2〉 = |000mj〉, then the resulting
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state is |000mj 〉 when the key element is 0, or else |00mj0〉. And suppose that
one state is |C2〉 = |010mj〉, the resulting state is |010mj 〉 as the key element
is 0, or else |00mj1〉. Using this rule, the set of the possible ciphertext state
|C3〉 is given as following,

|C3〉 =

{[
l⊗

j=1

(|sj〉δ0,kj + |αj〉δ1,kj )

][
l⊗

j=1

(|αj〉δ0,kj + |sj〉δ1,kj )

]}
. (5.5.6)

Ciphertext states in |C3〉 are different in form from those in |C1〉, the first
l qubits of each state of |C3〉 may involve information about the message
(plaintext), unlike those of |C1〉 where the information about the plaintext is
just confined to the last l qubits. Thus the ciphertext space is doubled.

Step 4: Non-orthogonality. Up to now, the intermediate ciphertext states
Alice obtained are orthogonal. Although these ciphertext are private without
discovering the key k, but this procedure has only the security level like
the classic encryption algorithm. To enhance the security a novel quantum
property, i.e., the nonorthogonality, is employed, so that the ciphertext is
hard to be distinguished by the attacker. To reach this aim, Alice carries out
quantum computation on the ciphertext states in |C3〉 under the control key
elements combination, i.e., k′j = kjkj+1. If the key elements are 00 or 11, no
operation is applied. However, if the key element is 01, Alice applies an H
gate onto the (j + l)th qubit and this operation results an output state |+〉
if the input state is |0〉, or |−〉 if the input state is |1〉. On the other hand,
when the key element is 10, Alice applies ZH gate onto the third qubit and
the resulting output state is |−〉 corresponding to the input state |0〉, or |+〉
corresponding to the input state |1〉. The possible ciphertext states in C4

obtained from this step are expressed as

|C4〉 =
{[

l⊗
j=1

(δ00,k′jI⊗ I+ δ11,k′jI⊗ I+ δ01,k′jI⊗H+ δ10,k′jI⊗ (ZH))

]
|C3〉
}
,

(5.5.7)
where I denotes the unitary matrix. Clearly, Eq.(5.5.7) indicates that the
ciphertext states are nonorthogonal, and the message bits do not hide in the
fixed position. Furthermore, the ciphertext space is doubled again.

After the above steps for each element are finished, the block xi is
encrypted. Then, other blocks are done in the same ways. Sometimes, new
keys are generated using suitable transformations on the original key for dif-
ferent blocks. For example, using the key for ith block, one may obtain a new
key Ki+1 = KiP for the next block, i.e., (i+ 1)th block, where P is an l× l
permutation matrix.

2) Decryption Algorithm

The sequence of decryption process is right inverse of that of the encryp-
tion process. Because the above quantum operations are unitary, the decryp-
tion process can be completed easily under the guidance of the pre-shared
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keys. The decryption process is as follows.
Step 1: Decrypting |C4〉 with k′. If the key element is 01, i.e., H gate

is applied while encrypting, one applies the same H gate to the ciphertext
while decrypting. If the key element is 10, i.e., ZH gate is applied while
encrypting, one applies the HZ gate to the ciphertext while decrypting. If
the key element is 00 or 11, let the ciphertext stay put.

Step 2: Decrypting |C3〉 with kj . If the key element is 0, leave it alone. If
the key element is 1, permute the second and third qubits with the bit swap
circuit.

Step 3: Decrypting |C2〉 with kj . The decryption is described as

|a〉|a⊕ b〉 → |a〉|a⊕ (a⊕ b)〉 = |a〉|b〉, (5.5.8)

where a, b ∈ {0, 1} and this transformation is still a Controlled-NOT trans-
formation. Therefore if the key element is 0, Bob applies the gate C1,3 to the
ciphertext states, otherwise he applies the gate C2,3 to the ciphertext states.

Step 4: Decoding |C1〉. The 2l bits of each quantum state in the result
derived in the step 3 corresponds to initial classical message bit. Cascading
all the initial classical message bits, Bob gets the bit string of plaintext.

All the quantum computations in the encryption process are under the
control of the pre-shared key k. In order to speed up the encryption and
decryption, one need not apply quantum operations to all the intermediate
states. For example, in Step 3 of the encryption process, provided the key
element is 0, no operation acts, and in Step 4 of the encryption process,
provided the key element is 00 or 11, no operation functions either. Therefore,
the efficiency of the proposed algorithm can still be acceptable.

3) Security analysis

Making use of the security model in Section 5.3.4, a brief security analysis
is presented.

Firstly, consider the security of the ith block. According to Eq.(5.5.7), the
density matrix of the final ciphertext state is given by

ρc = |C4〉〈C4| = |C3〉〈C3|. (5.5.9)

For example, |C4〉 =
⊗l

j=1(I ⊗ I)|C3〉 when k′j = 00, then

ρc =
l⊗

j=1

(II†)⊗ (II†)|C3〉〈C3| = |C3〉〈C3|

in this situation. In addition, since

|C3〉 = P |C2〉 = PCNOT |C1〉,
and both the permutation operator P and the controlled-NOT operator
CNOT are all unitary operators which have been addressed in Section 2.2.4,
one may easily get

ρc = |C1〉〈C1| = I. (5.5.10)
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Eq.(5.5.10) demonstrates that the ciphertext in the ith block is homogeneous
and includes no plaintext information.

Secondly, consider the security of the different blocks, e.g., the arbitrated
ith and jth blocks. They are encrypted using same key, however, this pro-
cedure will not influence the security according to Eq.(5.5.3). Even if the
plaintexts in ith and jth blocks are the same, the resulting ciphertexts are
different due to the introduction of the random strings in Eq.(5.5.4). Thus,
the algorithm is secure in this case.

Combing the above two situations, one finds that the proposed quantum
cryptographic algorithm is perfect privacy.

5.6 Quantum Public Key Cryptosystem

The previous sections have addressed the symmetrical-key cryptosystem
(SKC), the involved ciphers include the quantum Vernam cipher and quan-
tum block cipher. They may reach unconditional security. However, there is
still a drawback in engineering application. Currently, the Vernam cipher is
the only one which has been proven secure in the classic cryptology, but it
cannot be used efficiently in practical applications because of difficulties in
the key management. Although QKD techniques provide an efficient way to
solve this issue, the problem of availability of the Vernam cipher has not been
completely solved since SKC cannot be used efficiently in a large communica-
tion network. For example, when a communication network system holds N
communicators, at leastN(N−1)/2 keys are necessary. Consequently, the key
management becomes difficult. This drawback motivated the investigation on
the so-called public-key cryptosystem (PKC).

The quantum counterpoint of the classic PKC is a quantum PKC.
Although the quantum PKC has not been investigated extensively, it is still
an interesting topic. This section introduces briefly the principle and typical
quantum public key algorithms.

The classic PKC, which was proposed in 1978, may provide high avail-
ability for the cryptosystem. However, since the classic PKC relies on the
assumption of computational complexity such as the difficulty of factoring
large numbers, up-to-date none of the existing classic PKCs has been proven
secure, even against an attacker with limited computational power. In addi-
tion, the rapid development of quantum computers [?] increasingly endan-
gers the security of current cryptosystem. Research shows for example that
a quantum computer may easily break the well-known RSA algorithm [?] in
a short time.

The key problem of designing a public key algorithm is how to generate
the secure key pairs, i.e., the public key and private key. However, in all pre-
sented QKD schemes only symmetrical keys can be generated and distributed,
therefore, these protocols for the quantum key generation and distribution
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can only be used in SKC but are not suitable for PKC.
Let M and C be plaintext and ciphertext, respectively, k1, k2 are a key

pair, and Ek1 , Dk2 are the encryption operation and decryption operation,
respectively. In cryptographic language, the encryption algorithm of PKC is
expressed,

C = Ek1(M), (5.6.1)

and the decryption algorithm is

M = Dk2(C). (5.6.2)

Similarly, a quantum PKC could be expressed formally as

ρc = Qk1E (ρm), (5.6.3)

and the decryption algorithm is

ρm = Qk2D (ρc). (5.6.4)

where ρm, ρc ∈ H are plaintext and ciphertext, respectively, and Qk1E , Q
k2
D

denote the quantum encryption algorithm and quantum decryption algo-
rithm, respectively.

The concept of PKC introduced by Diffie and Hellman [?] and various the-
ories for proving the security of PKCs and related protocols (e.g., [?]) have
been constructed based on the Turing machine (TM) model. In other words,
PKCs and related theories are founded on Church’s thesis, which asserts that
any reasonable model of computation can be efficiently simulated on a prob-
abilistic TM. Thus, the security of a classic PKC algorithm depends on the
complexity of the employed mathematical problem. For example, security of
the RSA algorithm relies on the difficulty of solving the lager-integer factor-
ization which is a NP problem according to the classic complexity theory.

A new model of computing, i.e., the quantum TM, has been investigated
since the 1980’s. Several recent results provide informal evidences that the
Quantum TM violates the feasible computation version of Church’s thesis.
The most successful result in this field was Shor’s (probabilistic) polynomial
time algorithms for integer factorization and discrete logarithm in the quan-
tum TM model, since no (probabilistic) polynomial time algorithm for these
problems has been found in the classical TM model. Shor’s result, in particu-
lar, greatly impacted practical PKCs such as RSA, since almost all practical
PKCs are constructed on integer factoring or discrete logarithm problem.
Therefore, if a quantum TM is realized in the future, almost all practical
PKCs will be lost.

Although these results demonstrate the positive side of the power of quan-
tum TM, other results indicate the limitation of the power of quantum TM.
Bennett, Bernstein, Brassard, and Vazirani shown that relative to an oracle
chosen uniformly at random, with probability 1, class NP cannot be solved
on a quantum TM in time o(2n/2). Although this result does not rule out
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the possibility that NP ⊆ BQP , many researchers consider that it is hard to
find a probabilistic polynomial time algorithm to solve an NP-complete prob-
lem even in the quantum TM model, or conjecture that NP � BQP . This
indicates that quantum PKC based on quantum TM is possible. In addition,
one perhaps believes that it is possible to design an unconditionally secure
quantum PKC with novel quantum characteristic, e.g., the entanglement.

The quantum computing is expected to challenge most of the crypto-
graphic methods in use today, e.g. to break today’s common asymmetric
cryptographic algorithms in polynomial time. Therefore, most of the crypto-
graphic methods in use today have to be revised. Just migrating all imple-
mentations to better methods is considered a huge task in itself, which will
take years. But cryptography will be able to cope with that situation. While
for symmetric algorithms a doubling of the key lengths seems to be suffi-
cient for most applications, the situation for asymmetric algorithms is more
complex. A candidate for improvements over today’s RSA-algorithms is e.g.
SFLASH (new version) by Patarin. Quantum public-key systems have been
proposed, as well as quantum digital signatures, where the quantum state of
a string of quantum bits is used as a key. There is an ongoing research project
systematically investigating asymmetric cryptography methods able to resist
quantum computer’s attacks. Therefore, QKD, quantum public-key systems
and classical cryptographic methods should not be perceived as alternatives,
but as synergistic contributions to the task of ensuring secure communica-
tions under increasingly powerful attacks. In most cases, also economical and
practical aspects have to be taken into account.

5.7 Typical Quantum Public-key Algorithms

Although there are few investigations on the quantum PKC, this section
introduces two quantum public-key algorithms. One is based on the quantum
complexity theory so that its security is computational security. Another is
associated with the pure quantum laws which may reach an unconditional
security.

5.7.1 Algorithm based Subset-sum Problem

The basic idea to realize the quantum PKC is to employ an appropriate
NP-hard problem as an intractable primitive problem, since the concept of
quantum PKC is based on the assumption, NP-complete � BQP. Then find-
ing the most suitable NP-hard problem is necessary. Since the algorithms to
solve the subset-sum (or subset product) problem and the ways to realize
public-key cryptosystems based on this problem have been extensively stud-
ied for the last 20 years, the subset-sum (or subset-product) problem has
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been employed to design a quantum public key algorithm. Another promis-
ing candidate is the lattice problem, which seems to be closely related to the
subset-sum problem.

There are two typical trapdoor tricks for the subset-sum or subset-product
problems. One is to employ super-increasing vectors for the subset-sum and
prime factorization for the subset-product. Such a tractable trapdoor vector
is transformed into a public-key vector, which looks intractable. However,
almost all transformation tricks from a trapdoor subset-sum or subset-product
vector to another subset-sum or subset-product vector, respectively, have
been cryptanalyzed due to their linearity and low density.

One promising idea for the transformation is, if computing a logarithm
is feasible, to employ a non-linear transformation, exponentiation (and log-
arithm), that bridges the subset-sum and subset-product problems. Two
typical schemes have been proposed on this type of transformation: One
is the Merkle-Hellman “multiplicative” trapdoor knapsack scheme [?], and
the other is the Chor-Rivest scheme [?]. Unfortunately, typical realizations
of these schemes have been cryptanalyzed.

To overcome the weakness of these schemes, Okamoto and his cowork-
ers proposed a quantum public-key algorithms which employs the ring of
integers, OK , of an algebraic number field, K, which is randomly selected
from exponentially many candidates [?]. Following is a brief description on
this algorithm, which is divided into three parts: key generation, encryption
algorithm, and decryption.

1) Key Generation

Step 1: Fix a set K of algebraic number fields, available to the system.
Step 2: Randomly choose an algebraic number field, K ∈ K . Let OK be

its ring of integers.
Step 3: Fix size parameters n, k ∈ Z, where Z denotes the integer field.
Step 4: Choose a prime ideal p∈OK , and randomly choose an element,

g ∈ OK such that g is a generator of the multiplicative group of finite
field OK/p. Here, an element in OK/p is uniquely represented by basis
[1, ω2, . . . , ωl] and integer tuple (e1, e2, . . . , el), where e1 = p. That is, for
any x ∈ OK , there exist rational integers x1, x2, . . . , xl ∈ Z (0 ≤ xi < ei)
such that x ≡ x1 + x2ω2 + . . . + xlωl( mod p). Note that p is the rational
prime below p.

Step 5: Choose n integers p1, . . . , pn from OK/p with the condition that
N(p1), . . . , N(pn) are co-prime, and for any subset {pi1 , pi2 , . . . , pik} from
{p1, p2, . . . , pn}, there exist rational integers a1, a2, . . . , al(0 ≤ ai < ei) such
that
∏k
j=1 pij = a1 + a2ω2 + . . .+ alωl.

Step 6: Use Shor’s factorization algorithm for finding discrete logarithms
to get a1, . . . , an such that pi ≡ gai( mod p), where ai ∈ Z/(N(p)−1)Z, and
1 ≤ i ≤ n.

Step 7: Randomly choose a rational integer, d ∈ Z/(N(p)− 1)Z.
Step 8: Compute bi = (ai + d) mod (N(p)− 1) for each 1 ≤ i ≤ n.
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Step 9: The public key is (K,n, k, b1, b2, . . . , bn), and the private key is
(K, g, d, p, p1, p2, . . . , pn).

2) Encryption Algorithm

Step 1: Fix the length of plaintext M to �log

(
n

k

)
�.

Step 2: Encode M into a binary string m = (m1,m2, . . . ,mn) of length
n and of Hamming weight k, i.e., of having exactly k 1’s, as follows:

(a) Set l← k.

(b) For i from 1 to n do the following: If M ≥
(
n− i
l

)
then set mi ←

1,M ← M −
(
n− i
l

)
, l ← l − 1. Otherwise, set mi ← 0. Notice that(

l

0

)
= 1 for l ≥ 0, and

(
0

l

)
= 0 for l ≥ 1.

Step 3: Compute ciphertext c by c =
∑n

i=1mibi.

3) Decryption Algorithm

Step 1: Compute r = (c− kd) mod (N(p)− 1).
Step 2: Compute u ≡ gr ( mod p).
Step 3: Find m as follows: If pi|u then set mi ← 1. Otherwise, set

mi ← 0. After completing this procedure for all pi’s (1 ≤ i ≤ n), set m =
(m1, . . . ,mn).

Step 4: Decode m to plaintext M as follows: (a) Set M ← 0, l ← k. (b)

For i from 1 to n do the following: If mi = 1, then set M ← M +

(
n− i
l

)
and l← l − 1.

5.7.2 Algorithm based Quantum Coding

The above algorithm is actually a classic public key algorithm based on the
quantum computational complexity. This section presents another quantum
public key algorithm which employs quantum coding techniques [21]. Simi-
larly, the algorithm includes three stages: the key generation, encryption and
decryption algorithms.

1) Key Generation

Let x = {xi, p(xi)|i = 1, 2, . . . , k} be a random variable in a k-dimension
real space, i.e., x ∈ Rk, and let Gh be a universal class of hash function.
Choose 2k − 1 hash function gj(x) ∈ Gh(j = 1, 2, . . . , 2k − 1) to construct a
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random variable y = {gj(x), p[gj(x)]|j = 0, 1, . . . , 2k − 1} with g0(x) = x1,
where p(ω) denotes the probability of the variable ω. Any k-element subset
of y is linearly independent. Then, there exists a non-singular k × k matrix
P such that,

P

⎛⎜⎜⎜⎜⎜⎝
gλ1

gλ2

...

gλk

⎞⎟⎟⎟⎟⎟⎠ =

⎛⎜⎜⎜⎜⎜⎝
x1

gλk+1

...

gλ2k−1

⎞⎟⎟⎟⎟⎟⎠ , (5.7.1)

where (λ1, λ2, . . . , λ2k) is an arbitrary permutation of indices (0, 1, . . . , 2k−1).
Given P one may find a unitary matrix U such that,

U |gλ1(x)〉 . . . |gλk
(x)〉 = |P |1/2|x1〉|gλk+1(x)〉 . . . |gλ2k−1(x)〉, (5.7.2)

where elements of the matrix U are expressed by

〈x′|U |x′′〉 = |P | 12
k−1∏
i=0

δ

⎛⎝k−1∑
j=0

Pijx
′′
j − x′i

⎞⎠ . (5.7.3)

In the above expression, 〈xi|xj〉 = δ(xi − xj) and Pij denotes an element of
the matrix P . Eq(6.7.4) shows the matrix U depends simultaneously on the
non-singular k × k matrix T and the k-dimension vector x.

According to the above model, the public key is expressed as

Kp = {g1(x), . . . , g2k−1(x)}, (5.7.4)

and the private key Ks is

Ks = {x1, x2, . . . , xk}. (5.7.5)

2) Encryption Algorithm

Step 1: Suppose that the involved states are continuous variables. Encod-
ing the public key to be qubit yields

|Kp〉 = {|g1(x)〉, . . . , |g2k−1(x)〉}. (5.7.6)

Step 2: Encrypt the plaintext state |ψ〉 using the technique of quantum-
error-correction code for continuous variable qubit. This operation generates
the following 2k-particle entanglement state,

|C〉 =
∫

Rk

|ψ〉|g1(x)〉 . . . |g2k−1(x)〉dkx (5.7.7)
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3) Decryption Algorithm

Step 1: Calculate the unitary matrix U using the private key Ks.
Step 2: Decrypt the ciphertext state in following way,

U |C〉 = J |P | 12
∫
{|ψ〉|x1〉λ1 |gλk+1(x)〉λ2 . . .×

|gλk+1(x)〉λk
. . . |gλ2k−1(x)〉λk

|yλ2k−1(x)〉λ2k−1

}
dx

= J |P | 12 |ψ〉λ1 |Θ〉λ2,λk+1 |Θ〉λ3,λk+2 . . . |Θ〉λk,λ2k−1 . (5.7.8)

4) Security Analysis

Here, a simple security analysis is presented. This algorithm is clearly
different from the above algorithm based on the intractable problem of sub-
set sum. In this algorithm, the continuous-variable entanglement state is
employed so that the quantum characteristics is apparent.

This algorithm is apparently secure since the following reasons. First, the
public key Kp reveals no information on the private key Ks since g(x)j ∈ Gh
and Gh is a hash function in the universal class of hash function. Second,
without the private key the attacker cannot obtain a suitable U subsequently
the decryption procedure is impossible.
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6 Quantum Authentication

In the quantum private communication, the identity authentication, message
verification, and channel authentication are involved. The identity authenti-
cation ensures authenticity of communicators, the message verification guar-
antees real originator and integrality of the transmitted message, and the
channel authentication verifies perfectness of the employed channel. These
functions can be implemented using message authentication codes, iden-
tity authentication protocols, signature schemes, or channel authentication
schemes.

The confidentiality guaranteed by cryptosystems such as a symmetrical
key cryptosystem or public key cryptosystem has been introduced in Chap-
ter 5. This characteristic is a basic requirement for implementing the pri-
vate communication. The authentication is another important ingredient for
ensuring the creditability of the private communication. This chapter inves-
tigates fundamental principles of the quantum authentication and several
typical quantum authentication schemes.

The classic message authentication code theory is introduced in this chap-
ter since the message authentication codes have been involved in the quantum
key distribution (QKD) system for ensuring the security of the authentica-
tion channel. Then the quantum identity authentication scheme, especially
the quantum identity authentication combining QKD techniques are investi-
gated. After that, the principle of the quantum signature and some important
quantum schemes are presented. Finally, the so-called channel authentication
is briefly introduced.

6.1 Introduction

In a private communication system, the communicator Alice transmits her
private information to Bob using a proper cryptosystem. With protection of
the chosen cryptographic algorithm on the private information the attacker
obtains no information without keys so that the confidentiality of the private
communication is ensured. However, an attacker called Oscar as usual, may
benefit himself by impersonating one of two legitimate communicators, using
the so-called Man-in-the-middle attack strategy as described in Chapter 4, or
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changing directly a few of transmitted messages in the channel. Clearly, all
these attack strategies are different from those with eavesdropping operations
on the encrypted message transmitted in the secure communication channel.
To prevent such kinds of strategies, authentication techniques have been
employed in the classic private communication [?].

The authentication can be implemented not only in a classic way but also
in a quantum way. If the authentication system is associated with quantum
laws, it is usually called a quantum authentication [?]; otherwise, it is called
a classic authentication [?]. Generally, the authentication including the quan-
tum authentication as well as classic authentication involves two functions,
i.e., the communicator’s identity authentication and transmitted message ver-
ification. The identity authentication is employed to verify communicators’
identities so that the forgery attack may be against in the private communica-
tion system. While the message verification is used for verifying the originator
or the integrality of the transmitted message. In the quantum private commu-
nication, except for the identity verification and message verification there
is a novel characteristic, i.e., the channel authentication, which is applied
to verify the perfectness of the employed quantum channel in quantum pri-
vate communication. Note, the channel authentication is always associated
with an authenticated channel. Such channel has been adopted in the QKD
schemes which have been discussed in Chapter 4.

By far, a number of authentication schemes have been presented. The
proposed authentication schemes include the message authentication code
[3 – 6], identity authentication protocol [7 – 13], signature scheme [14 – 17],
and channel authentication protocol [?, ?]. The message authentication code
is usually employed for the identity authentication and message verification,
but it is only a theoretical model which is theorized with Simon authenti-
cation theory. In practices, the identity verification is always guaranteed by
the identity authentication protocol. All the symmetrical-key algorithms and
parts of the public-key algorithms may be employed for the identity authen-
tication. The signature scheme is usually used for the message verification,
although it might also be employed for the identity authentication. Gener-
ally, signature schemes are divided into two categories, i.e., the true signature
scheme and the arbitrated signature scheme. Since a trustable arbitrator is
necessary in the arbitrated quantum signature scheme, there are a few lim-
itations for this kind of signature schemes in practical applications. A more
popular signature scheme is the true signature scheme. In this category, the
signature algorithm and verification algorithm are executed independently by
the signatory and receiver, respectively. The channel authentication protocol
is employed to verify the perfectness of the communication channel. Conse-
quently, using channel authentication schemes communicators may detect the
eavesdropping operations which influence the channel perfectness. Clearly, it
is impossible for channel authentication in the classic scenario. The channel
authentication has been widely used in the QKD scheme. As an independent
cryptography scheme, however, there are few investigations on this issue.
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In the modern cryptology, the authentication scheme is always associ-
ated with cryptographic algorithms. If the authentication scheme is
designed based on a symmetrical-key cryptosystem, such kind of schemes is
called the symmetrical-key authentication scheme, otherwise, it is called the
asymmetrical-key authentication scheme. Generally, to ensure the confiden-
tiality the symmetrical-key cryptosystem is always adopted in the classic
secure communication system since its fast computational speed, so that the
encryption and decryption procedures do not burden the cost of the com-
munication network. While the authentication schemes are always associated
with the asymmetrical-key cryptosystem due to the availability of such kind
of algorithms.

According to requirements in practical applications, there are one-way
authentication and two-way authentication. In a private communication sys-
tem, if only one part needs to be verified, the authentication scheme is
called the one-way authentication protocol; otherwise, it is called the two-way
authentication scheme. Both the one-way authentication and two-way
authentication have been widely applied in practical systems, especially in
the communication network.

6.2 Authentication Theory

Since the authentication theory model was first proposed by Simmons [?, ?],
various authentication schemes and implementation techniques have been
developed quickly [?]. Currently, the authentication has become an impor-
tant ingredient for ensuring the private communication. Commonly, there are
three categories authentication systems, including communicator’s identity
authentication, message verification, and channel perfectness authentication
which exists only in the quantum scenario. To implement these functions,
various authentication techniques including the message authentication code,
identity verification protocol, signature scheme, and channel authentication
scheme are presented. Generally, if the employed scheme is implemented tech-
nically in the classic physics way, the corresponding scheme is called the clas-
sic authentication scheme, otherwise, it is called the quantum authentication
scheme.

6.2.1 Authentication Categories

In the private communication, three aspects including the identity authenti-
cation, message verification, and channel authentication are always involved.
The details on these notions are described in this subsection.
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1) Identity Authentication

Why the identity authentication is needed in the private communication is
because there exist many frauds in practices, such as the chess Grandmaster
problem, Mafia fraud, multiple identity fraud, etc. To prevent such kind of
attacks, one has to verify participants’ legitimate identities so that these
forgeries are prevented in the private communication. Generally, an identity
authentication system involved three participants, i.e., a prover, a verifier,
and an attacker. In some cases, a trustable arbitrator or certification authority
(CA) needs to be involved for judging arguments among communicators.
Mathematically, the identity authentication system is defined as follows.

Definition 6.2.1 An identity authentication system is a tri-tuple, i.e.,
{I ,T ,D}, where I denotes a set of possible personal information of the
prover, T is a family of information processing system, and D represents a
set of possible database which stores the prover’s personal information.

If communicators Alice and Bob are mutual verifiers, the identity
authentication is a two-way authentication system. Otherwise, it is a one-
way identity authentication system.

There are many tools for the identity authentication, such as the password
system, certificate system, fingerprint-recognition system, face-recognition
system, digital watermark system, etc. Generally, there are two kinds iden-
tity authentication. One is the identity verification and another is the iden-
tity recognition. For example, both the fingerprint-recognition system and
the face-recognition system are all identity recognition systems. This book
focuses on the identity authentication scheme associated with the crypto-
graphic algorithm.

To verify communicator’s legitimate identities the cryptographic algo-
rithms are always employed in a private communication system. If using
the symmetrical-key cryptosystem, the communicators Alice and Bob should
pre-share a short authentication key. This key may be generated using QKD
techniques. Actually, as mentioned in Chapter 3, a secure QKD system needs
a classic authenticated channel. With the authentication procedure the QKD
system is actually a key expansion system since a short key should be pre-
shared for the identity authentication.

In most of the identity authentication systems, communicators know each
other their personal information used for authentication after the communica-
tors have finished the identity authentication processing. In some situations,
however, the prover wants not to show his personal information to the veri-
fier, to reach this aim the zero-knowledge proof problem is always adopted.
Here, the so-called zero-knowledge proof problem is described as follows: the
prover adopts a proper encoding rule to encode his personal information so
that it may not leak to anyone including Bob, but Bob can verify each oper-
ation so that Bob believes Alice knows the proof. The zero-knowledge proof
problem is divided into the minimum disclosure proof and the zero knowledge
proof.
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2) Message Verification

The identity verification is associated with the authenticity verification
of prover’s personal information, while the message authentication system
focuses on the verification of originator or integrality of the transmitted mes-
sage so that the revisions, forgery, and delay of the transmitted message in
the secure communication are prevented. In short, the identity authentica-
tion focuses on the authenticity of participants’ identities, while the message
authentication regards the reliability of message. Clearly, the identity authen-
tication is associated with the communicators’ personal information such as
password, private key, etc. But the message verification is associated with
the message itself. Thus, one may use the original message to generate an
authentication code so that the verifier may check the originator or inte-
grality using the generated authentication code. Mathematically, a message
verification system may be defined as follows.

Definition 6.2.2 A message verification system is a tri-tuple {M ,G ,
V }, where M is the message, G represents approaches of generating authen-
tication code and V denotes the verification approach.

From the above definition, the key problem in the message verification is
how to generate the authentication code. Technically, the message verification
may be implemented using many ways, such as the message authentication
code (MAC) scheme and signature scheme. In the message authentication
code scheme, the authentication code is the well known MAC which is gener-
ated using encoding rules like the error-correction code or hash function. In
the digital signature scheme, the signature is actually a kind of the authen-
tication code.

3) Channel Authentication

Consider a scenario: Alice and Bob are communicating, simultaneously,
they want to know whether the employed channel is perfect or not, how to do
it? This issue is essentially associated with how to check the perfectness of the
involved communication channel, i.e., the channel authentication. The novel
uncertainty characteristics of qubits, which follows the well-known Heisenberg
uncertainty principle, ensures the quantum channel authentication so that
communicators may judge whether the attacker is online or not.

One may find that the channel authentication focuses on the perfectness
verification of the involved communication channel. It is clearly different from
the identity authentication and message verification. Exactly, we note that
the channel authentication relates to the online eavesdropping detection and
the perfectness verification of the communication channel. While the iden-
tity authentication and the message verification focus on the authenticity of
the communicators’ identities and integrality of the received message, respec-
tively. Thus they are associated with different mechanisms.

Definition 6.2.3 A channel authentication is a tri-tuple {C ,D , ξ},
where C is the involved communication channel, D represents the adopted
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detection approaches including both the quantum and classic method, and ξ
denotes the threshold for perfectness of the involved channel C .

A main application of the channel authentication scheme is for online
eavesdropping detection so that communicators can find the eavesdropping
attacks when they are communicating. This is, obviously, very useful in the
private communication. Unfortunately, there is no way by far to reach this
aim in the classic secure communication. However, it becomes easy in the
quantum private communication since the novel property of some quantum
laws such as the Heisenberg uncertainty principle.

6.2.2 Security Model

1) Security Requirements

Generally, an authentication system involves usually three participants:
the sender Alice, the receiver Bob and the attacker Oscar. Sometime, a fourth
participant called arbitrator or CA is participated for judging arguments.
Because a kind of different attack strategies is associated in the authentication
system, the attacker is denoted “Oscar” instead of “Eve”. In Chapter 5,
the aim is to ensure the confidentiality of the private communication. In
order to obtain the confidentiality of the information, the attacker has to
eavesdrop on the channel so that he can benefit himself. In such situation,
the involved attack strategy is called passive attack since the attacker can
passively join the communication system. However, the attacker may change
the transmitted message via the impersonation or substitution ways which
must be prevented using authentication techniques. Therefore, the involved
attack strategy is called an active attack.

The aim of the authentication is to ensure the legitimate communicators
and creditability of the message. To reach this aim, a secure authentication
system should satisfy the following general requirements:
• Verifiability: Legitimate receivers may check and verify the authenticity

of the message, and communicators may verify each other their authentic
identities without leakiness of their private personal information.

• No disavowals: Any communicator may not successfully disavow what
he/she sends, and what he/she received.

• No forgery: Neither a receiver nor a possible attacker are able to forge
the legitimate message so that the attack is succeeded.

• Judgement: When necessary, an arbitrator or CA may take part in the
communication procedures and make a fair judgement for the argument.

These requirements provide a general rule for reaching a secure authen-
tication system. However, how to design available authentication schemes
is not demonstrated. This gives rise to the diversity of the authentication
schemes.
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2) Security Theory

Generally, there are two kinds of attack strategies for an authentication
scheme, i.e., impersonation fraudulent and substitute fraudulent. The first
one is called the impersonation attack. This attack may be stated as follows.
After seeing t messages, e.g., from m1 to mt, the attacker (Oscar) creates
an optimal message m′

t+1 in himself ways. With the created message the
attacker makes the receiver believe that the received message is legitimate
in maximal probability. If the receiver accepts the message including the
impersonation message m′

t+1, the attack is succeeded. The second one is
called the substitution attack. In this attack, Oscar modifies a message mt

and replaces it with him own message m′
t after seeing t messages m1 to mt.

With this substitution, the attacker tries to let the message be accepted by
the receiver as legitimate. If the receiver accepts the message including the
substitution m′

t, the attack is succeeded.
Denote maximal success probabilities for these two attack strategies by

pI and pd, respectively. Then one may define the maximal success probability
pd for tamper’s attack strategy,

pd = max{pI , ps}. (6.2.1)

Similar to the security model for the confidentiality, there are also uncon-
ditional security and computational security for an authentication system.
To reach perfect authentication, i.e., an authentication with unconditional
security, the pd should follow the Gilbert’s bound which is described using
the following theorem.

Theorem 6.3.1 For any authentication system with an unconditional
security, the success probability pd of tamper’s attacks should satisfy the
following conditions,

pd ≥
1√

#{K }
, (6.2.2)

where #{K } denotes the element number with a nonzero probability in the
key space K .

Theorem 6.3.1 demonstrates that the necessary key number in an authen-
tication system with unconditional security is at least 1/p2

d.
The security theory for channel authentication is different from the above

security model. Since the channel authentication has been introduced in
Chapter 4, here is not repeated again.

6.3 Message Authentication Code

In the previous section a supper bound of pd for the unconditionally secure
authentication system has been presented. This section shows how to reach
this bound. An optimal candidate is the authentication code. There are many
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approaches for designing the authentication code. This section introduces two
approaches. One is associated with the encoding technique and another is
based on the well-known hash function.

6.3.1 Encoding Approach

Motivated by the error-correction code, the authentication code has been
investigated. Technically, using cryptographic approaches, one may create
the redundancy information on the original message. This redundancy may
be employed in the identity authentication and message verification. The
involved approach is called the message authentication code (MAC) scheme.
The created redundancy information is called the authenticator. This kind
authentication scheme may reach the unconditional security, which has been
suggested to apply in the QKD scheme.

More precisely, suppose that arbitrated two communicators Alice and Bob
in a communication network pre-share a short key. In terms of the message
content, the redundancy information is created using appropriate encoding
rules with the pre-shared key. Then the redundancy is added to the original
message for the authentication. Such kind of schemes is called the authentica-
tion code scheme. The redundancy information added to the original message
is called the message authentication code or authenticator. Mathematically,
the MAC is defined as follows,

y = (m|MACk(m)), (6.3.1)

where m, y, k, and MAC denote the original message, output of the origi-
nal message with an authenticator, a pre-shared key, and an authenticator,
respectively. Obviously, from the viewpoint of the authentication, the original
message may be public. This is different from the confidentiality protection
where the message must be secret. Since the communicators’ personal infor-
mation, i.e., the private key k, and the message content m are associated, the
MAC scheme may be employed for the identity authentication and message
verification.

6.3.2 Hash Function Approach

The hash function has been employed in the QKD scheme for the privacy
amplification. Actually, the hash function has been extensively applied in the
classic cryptology, especially for the authentication aim. The hash function
is a one-way function. Mathematically, a hash function is defined as follows.
Given a map h : y = h(x), if the output y may be easily computed with the
input x but the vice versa is difficult or impossible, then h is a hash function.
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Suppose that communicators Alice and Bob pre-share an authentication
key k. Given a hash function h which is controlled under the key, then one
may create a MAC, i.e.,

MAC(m) = hk(m), (6.3.2)

where m denotes the input message.
In most cases, the adopted hash function is computational security. How-

ever, for the unconditional security QKD system, one has to choose a hash
function with an unconditional security. For this aim, the so-called strongly
universal family for hash functions was suggested. This notion is defined
exactly as follows.

Definition 6.3.1 Given two sets A and B, a class G of functions
A → B is ε/|B|-almost strongly 2-universal if the following two conditions
are satisfied:

(1) for any x1 ∈ A and any y1 ∈ B, the size of the set {h ∈ G : h(x1) =
y1} is at most |G |/|B|;

(2) for any x1 �= x2 ∈ A and any y1, y2 ∈ B, the size of the set {h ∈ G :
h(x1) = y1 ∧ h(x2) = y2} is at most ε|G |/|B|2.

If the last condition is satisfied for ε = 1, the class is simply called strongly
2-universal.

As an example, a strongly 2-universal family of hash function is given as
follows. Let A = GF (2a) and B = {0, 1}b. Let hc,d(x) be defined as the first
b bits of the affine function cx+ d in a polynomial representation of GF (2a).
The set G

(1)

GF (2a)→{0,1}b = {hc,d : c, d ∈ GF (2a)} is a strongly 2-universal
family of hash function [?].

6.4 Quantum Identity Authentication

Many quantum identity authentication (QIA) schemes have been presented.
Of the most interesting schemes are those of combining QIA with QKD tech-
niques. This section exemplifies a one-way QIA scheme between two parties
[?], i.e., a reliable CA named Alice and a common user called Bob. In this
scheme, Bob’s identity needs to be verified when he communicates with Alice,
or logins in a network where Alice is an authentication center [?].

6.4.1 Scheme Description

According to the general model for identity authentication, to implement QIA
an authentication key is necessary. Generally, the employed authentication
key may be a classic key or quantum key. Suppose that Alice and Bob have
shared a binary key ka = {k1, k2, . . . , k2n} as the authentication key. Since
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Alice is a reliable CA, only Bob’s identity needs to be verified. The protocol
executes the following steps.

Step 1: Preparing an EPR pair by the reliable CA. Alice generates two
particles h and t in the following state,

|Ψ〉 = 1√
2
(|0h0t〉+ |1h1t〉). (6.4.1)

The home particle h is kept in Alice’s laboratory while the traveling particle
t is sent to Bob.

Step 2: Encoding the secret authentication information on photon by
user’s operations. Having received the traveling particle t, the user, Bob,
prepares a new particle m (information particle) in the state,

|φm〉 = |k2i−1 ⊕ k2i〉, (6.4.2)

where 1 ≤ i ≤ n, the symbol ⊕ denotes modular 2 plus. Applying a quantum
controlled-NOT gate on the traveling particle and the information particle
creates a tri-particle entanglement state,

|Φw〉 = Cp(|Ψ〉 ⊗ |φm〉), (6.4.3)

where Cp = C0 at k2i−1 = 0 and Cp = C1 at k2i−1 = 1. C0 and C1 are
defined as follows, ⎧⎨⎩C0 = |0〉〈0| ⊗ I + |1〉〈1| ⊗ σx,

C1 = |+〉〈+| ⊗ I + |−〉〈−| ⊗ σx.
(6.4.4)

After above operations, Bob preserves particle t and returns particle m to
Alice. We note here that the particle t will be returned to Alice in ping-pong
ways like that in the QKD schemes [?, ?], while it is kept by Bob and a
new particle is returned to Alice in this scheme. Subsequently, the proposed
scheme may be called as a revised ping-pong scheme.

Step 3: Decoding the state of particle m by CA. After receiving the
particle m, Alice applies a quantum controlled-NOT gate Cp on the particles
h and m. This operation gives

|Φ′
w〉 = Cp|Φw〉 = |Ψ〉 ⊗ |φm〉. (6.4.5)

Step 4: Verifying the identification of user. Having obtained the state
|φm〉, Alice measures particle m in the basis σz . The measurement result
can either be 0 or 1. For a legitimate user, the measurement result must be
|k2i−1 ⊕ k2i〉. If the measurement results in accord with the authentication
key, i increases 1 and two communicators return to Step 1 to authenticate
next two key bits. If all the key bits have been authenticated, the user’s
identity is true.
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Step 5: Updating the authentication key. After the authentication of two
bits, i.e., k2i−1k2i, Alice and Bob update the two bits, denoted k′2i−1k

′
2i. Since

the home particle h and the traveling particle t, which are kept secretly by
Alice and Bob after the identity authentication, are in a maximally entangled
state |Ψ〉, Alice and Bob’s measurement results on home and travel particle
are correlated. The first key bit k′2i−1 can be obtained by measuring the
state |Ψ〉. The approach is described as follows. Bob measures the particle t
in basis σz, then the measurement result is just the bit k′2i−1 in the updated
key. Since Alice creates initially the state |Ψ〉, she knows exactly this key bit
by measuring the home particle h. The second key bit, say k′2i, is determined
by the first two bits of the old key and k′2i−1,

k′2i = k2i−1 ⊕ k2i ⊕ k′2i−1. (6.4.6)

Obviously, even if the attacker (Oscar) has obtained the old key, he cannot
obtain the new key. Consequently, the security is strengthened.

6.4.2 Security Analysis

The security requirement of the QIA scheme is different from that of the
QKD scheme which has been analyzed in Chapter 4. Accordingly, details for
the security analysis is presented in this subsection. According to the Sim-
mons theory [?], there are two kinds of attack strategies in the QIA scheme.
First, attackers may try to pass the identity authentication by forging a new
qubit without the authentication key, which may be called the impersonated
fraudulent attack. Second, the attacker may try to obtain the authentication
key so that he can impersonate Bob, which may be called the substitution
fraudulent attack.

1) Impersonated Fraudulent Attack Strategy

To impersonate Bob, an optimal attack strategy for Oscar is to operate
the traveling particle t transmitted from Alice to Bob. Suppose that Oscar
employs a general operation on the traveling particle, which are denoted as
follows,

⎧⎨⎩ |0tχ〉 → a0|0t0e〉+ b0|0t1e〉+ c0|1t0e〉+ d0|1t1e〉,

|1tχ〉 → a1|0t0e〉+ b1|0t1e〉+ c1|1t0e〉+ d1|1t1e〉,
(6.4.7)

where |χ〉 is an ancillary state created by Oscar, |a0|2 + |b0|2 + |c0|2 + |d0|2 =
|a1|2 + |b1|2 + |c1|2 + |d1|2 = 1, the subscript e refers to Oscar’s state.

Oscar’s operation creates a new state, i.e., |Ψ〉 → |Ψ′〉. This state is given
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by

|Ψ′〉 =
1√
2
(a0|0h0t0e〉+ b0|0h0t1e〉+ c0|0h1t0e〉+ d0|0h1t1e〉+

a1|1h0t0e〉+ b1|1h0t1e〉+ c1|1h1t0e〉+ d1|1h1t1e〉). (6.4.8)

Then Oscar sends an ancillary particle to Alice. There are four possible out-
puts after Alice’s controlled-NOT operation, i.e., |Ψ00〉, |Ψ01〉, |Ψ10〉 and
|Ψ11〉, which corresponds to the two-bit key 00, 01, 10, 11, respectively. For
example, when the two-bit key is 00, Alice’s operation gives |Ψ00〉 = C0|Ψ′〉,
which is obtained by

|Ψ00〉 =
1√
2
(a0|0h0t0e〉+ b0|0h0t1e〉+ c0|0h1t0e〉+ d0|0h1t1e〉+

a1|1h0t1e〉+ b1|1h0t0e〉+ c1|1h1t1e〉+ d1|1h1t0e〉). (6.4.9)

Thus the probability of detecting Oscar, P00, can be calculated from Eq.
(6.4.9) in this situation,

P00 =
1
2
(
|a1|2 + |c1|2 + |b0|2 + |d0|2

)
. (6.4.10)

Similarly, P01, P10, and P11 are given by

P01 = P10 =
1
2
(
|a0|2 + |c0|2 + |b1|2 + |d1|2

)
, (6.4.11)

P11 = P00. (6.4.12)

Consequently, the detection possibility for each communication reads as

Pd =
1
4

(P00 + P01 + P10 + P11) =
1
2
. (6.4.13)

According to the Simmons theory, Eq.(6.4.13) shows the proposed protocol
is unconditionally secure under the impersonated fraudulent attack strategy.

2) Substitution Fraudulent Attack Strategy

To perform the substitution fraudulent attack, the attacker should know
the authentication key ka. Generally, there exist two kinds of attacks for dis-
tilling information on the authentication key, i.e., measuring directly channel
particles, which are transmitted from Alice to Bob, or attacking the two-way
channel of the scheme.

First, consider the attack strategy of direct measurement on channel par-
ticles. Since the traveling particle t from Alice to Bob carries no information
on the authentication key, only the returned particle m from Bob to Alice
needs to be considered in this kind of attacks. According to the Holevo the-
orem [?], the maximal accessible information that Oscar may extract from a
quantum channel is

χ(ρ) = S(ρ)−
∑
i

PiS(ρi), (6.4.14)
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where S(ρ) = −Tr(ρ log2 ρ) is the Von Neumann entropy, ρi is a component
in the mixed state ρ, and Pi is the probability of ρi in ρ.

Since the attacker has the only access to particle m, χ(ρ) depends on the
reduced density matrix of particle m. Eq.(6.4.14) is rewritten as

χ(ρm) = S(ρm)−
∑
i

PiS(ρmi), (6.4.15)

where ρm and ρmi
are reduced density matrixes of ρ and ρi, respectively.

Whatever the key is, the reduced density matrix for particle m is always in
the form,

ρm = Trht(|Φw〉〈Φw|) =
1
2
I, (6.4.16)

and ρmi corresponds to the following states,⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

|Φ00
w 〉 =

1√
2
(|0h0t0m〉+ |1h1t1m〉),

|Φ01
w 〉 =

1√
2
(|0h0t1m〉+ |1h1t0m〉),

|Φ10
w 〉 =

1√
2
(|+h +t1m〉+ | −h −t0m〉),

|Φ11
w 〉 =

1√
2
(|+h +t0m〉+ | −h −t1m〉).

(6.4.17)

Thus ρmi = Trht(|Ψi
w〉〈Ψi

w|) =
1
2
I. Substituting ρm and ρmi into Eq.(6.4.15)

gives

χ(ρm) = 0, (6.4.18)

which means the attacker gets no information on the key in the direct mea-
surement attack from the particle m.

Then, consider the attack strategy on the two-way channel. The attacker
may attack the two-way channel to obtain the information on the authentica-
tion key. At first, the attacker intercepts the traveling particle from Alice and
performs an operation E1 on both the traveling particle and ancilla ε. After
this operation, the attacker sends the traveling particle to Bob. When Bob
receives the traveling particle, he performs operations as usual since he does
not know the attacker’s operations. After intercepts the information particle
returned by Bob, the attacker performs another operation E2 on the infor-
mation particle and the ancilla η. By employing the obtained results from
ε and η, the attacker tries to achieve some information on the two-bit key.
However, not only no key bits are disclosed to the attacker, but also Alice
and Bob can detect the attacker’s disturbance. The whole procedure of the
attack strategy is plotted in Fig.6.1.
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Fig. 6.1. Oscar’s attack strategy and process of identification

Attacker’s operation E1 on the traveling particle t can be described in a
general presentation,⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

|0tε〉 →Aε|0tε00〉+Bε|1tε01〉,

|1tε〉 →Bε|0tε10〉+Aε|1tε11〉,

|+t ε〉 →
1
2
|+t〉 (Aε|ε00〉+Aε|ε11〉+Bε|ε01〉+Bε|ε10〉)

+
1
2
|−t〉 (Aε|ε00〉 −Aε|ε11〉 −Bε|ε01〉+Bε|ε10〉) ,

| −t ε〉 →
1
2
|+t〉 (Aε|ε00〉 −Aε|ε11〉+Bε|ε01〉 −Bε|ε10〉)

+
1
2
|−t〉 (Aε|ε00〉+Aε|ε11〉 −Bε|ε01〉 −Bε|ε10〉) .

(6.4.19)

Similarly, attacker’s operation E2 on the information particle can be
expressed as ⎧⎨⎩ |0mη〉 → Aη |0mη00〉+Bη |1mη01〉 ,

|1mη〉 → Bη |0mη10〉+Aη |1mη11〉 .
(6.4.20)

A unitary operation requires A2
ε + B2

ε = 1, A2
η + B2

η = 1, 〈ε00ε10〉 +
〈ε01|ε11〉 = 0 and 〈η00|η10〉+〈η01|η11〉 = 0. To simplify the discussion, assume
〈ε00| ε01〉 = 〈ε10 | ε11〉 = 〈ε00 | ε10〉 = 〈ε01 | ε11〉 = 0 and 〈η00| η01〉 =
〈η10 | η11〉 = 〈η00 | η10〉 = 〈η01 | η11〉 = 0. Although this simplification elim-
inates the generality of Oscar’s operation, it still preserves the most rep-
resentative states after Oscar’s operation. For those non-orthogonal states,
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suppose 〈ε00 | ε11〉 = cos θε, 〈ε01 | ε10〉 = cosϕε, 〈η00 | η11〉 = cos θη and
〈η01 | η10〉 = cosϕη. When kiki+1 = 00, CA’s decoding gives

|Ψ00
e 〉 = C0E2{C0[E1(|Ψ〉|ε〉)|φm〉]|η〉}

=
1√
2
(AεAη |0h0t0mε00η00〉+AεBη|0h0t1mε00η01〉+

BεBη|0h1t0mε01η10〉+BεAη|0h1t1mε01η11〉+
BεAη|1h0t1mε10η00〉+BεBη|1h0t0mε10η01〉+
AεBη|1h1t1mε11η10〉+AεAη|1h1t0mε11η11〉). (6.4.21)

Oscar will be detected if the state of information particle is not |0m〉. In such
case, the probability of detecting Oscar reads as

Pd(ki = 0) = (AεBη)2 + (BεAη)2. (6.4.22)

Further calculations show the detection probability also satisfies Eq.(6.4.22)
when kiki+1 = 01. In the same way, the probability of detecting Oscar when
ki = 1(ki+1 ∈ {0, 1}) is given by

Pd(ki = 1) =
1
2
[(AεBη)2(1 + cos θε) + (BεBη)2(1 + cosϕε) +

(AεAη)2(1 − cos θε) + (BεAη)(1 − cosϕε)]. (6.4.23)

Combining Eqs.(6.4.22) and (6.4.23) gives the total detection probability in
the authentication process,

Pd =
1
2
[Pd(ki = 0) + Pd(ki = 1)]. (6.4.24)

In order to lower the possibility to be detected, Oscar should make Pd be min-
imal. Denote d the minimal detection possibility, it can be easily calculated
from Eq.(6.4.24) in the condition of Aε = Aη = 1,

d ≡ min(Pd) =
1
4
(1− cos θε). (6.4.25)

Above equation shows the minimal detection probability is independent of
θη. Consequently, Oscar may choose a best strategy at the operation E2 so
that η00 and η11 can be distinguished.

Attacker’s operations at the positions E1 and E2 consist of an attack
strategy E , and therefore attacker’s information on the two-bit key under the
attack strategy E is given by

I(K, E) ≡
∑
x,y

P (K, E) log2

P (K, E)
P (K)P (E) , (6.4.26)

where x is the two-bit key, i.e., x ∈ {00, 01, 10, 11}, K denotes the random
variable of the two-bit key x, and y is the joint measurement results of Oscar
at the positions E1 and E2, i.e., y = εijημν with i, j, μ, ν ∈ {0, 1}.
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Since P (K, E) = P (K)P (E|K), to obtain I(K, E) one only needs to cal-
culate p(K) and P (E|K). Obviously, P (x) = 1/4. Regarding the conditional
probability P (E|K), the special case of P (ε00η00|00) is calculated, as an
example, in the follows. In the condition with the minimal detection proba-
bility, which corresponds to a special attack strategy, Eq.(6.4.21) is simplified
as

|Ψ00
e 〉 =

1√
2
(|0h0t0mε00η00〉+ |1h1t0mε11η11〉). (6.4.27)

Above equation shows attacker’s measurement result is either ε00η00 or ε11η11
with the same possibility 1/2 when k2i−1k2i = 00. Since 〈ε00 | ε11〉 = cos θε,
there is an inconclusive result with a probability of (1 + sin θε)/2 in attacker’s
measurement results [?], i.e., P (ε00η00|00) = (1 + sin θε)/2. Thus, one has

P (00, ε00η00) = P (00)P (ε00η00|00) =
1 + sin θε

8
. (6.4.28)

Similarly, attacker’s measurement result is either ε00η11 or ε11η00 when
k2i−1k2i = 01, and one of four possible results {ε00η00, ε00η11, ε11η00, ε11η11}
when k2i−1k2i = 10, 11. In the same way, the other conditional probabilities
can be calculated. Hence, the mutual information on the two-bit key under
the attack strategy E is given by

I =
1
4
[(1 + sin θε) log2 (1 + sin θε) + (1− sin θε) log2 (1− sin θε)]. (6.4.29)

Since sin θε =
√

8d− 16d2 one obtains

I =
1
4

[
(1 +
√

8d− 16d2
)

log2

(
1 +
√

8d− 16d2
)

+(
1−
√

8d− 16d2
)

log2

(
1−
√

8d− 16d2
)
]. (6.4.30)

The relationship between I and d is plotted in Fig.6.2. One finds that the
probability of detecting the attacker is none-zero if the attacker wants to
get the information on the two-bit key. Fig.6.2 shows attacker’s maximal
information on the two-bit key is 0.5 bits while the detection probability is
25%.

The obtained mutual information I is Oscar’s information on only two-bit
key x ∈ {00, 01, 10, 11}. Consider the possibility for Oscar successfully get-
ting the authentication key ka. In each communication, Oscar has to decide
what the two-bit key is, which has four possible results, i.e., 00, 01, 10, 11.
According to Oscar’s measurement results y = εijημν with i, j, μ, ν ∈ {0, 1},
Oscar can judge the two-bit key with a proper probability. For example, if
the measurement result is ε00η11, Oscar can guess the key to be one of 00, 10,

or 11 with possibility
1
2
,

1
4
, and

1
4
, respectively. Suppose that Oscar decides
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Fig. 6.2. Relationship between I and d

the key to be 00 or 01 with probability c and 1− c for 10 and 11, and con-
sider the inconclusive measurement results, then total possibility of Oscar’s
successfully guessing the two-bit key is

Ps =
1 + sin θε

2

[
1
2
c+

1
4
(1− c)
]

+
1− sin θε

2

[
1
4
(1− c)
]

=
1
8

[(3c− 1) sin θε + 2] . (6.4.31)

Obviously, Ps is maximized at c = 1. Consequently,

Pmaxs =
1
4
(sin θε + 1) =

1
4
(
√

8d− 16d2 + 1). (6.4.32)

Thus, the possibility of Oscar successfully obtaining the authentication key
ka is

P = [Pmaxs (1− d)]n
2 = [

1
4
(
√

8d− 16d2 + 1)(1− d)]n
2 . (6.4.33)

The relationship among P , d, and n is plotted in Fig.6.3. Obviously, P → 0
when n is larger. For example, when n = 16 and d = 25%, P = 3.91 ×
10−4, which can be neglected. Accordingly, although Oscar can obtain some
information on the two-bit key, the information on the authentication key
ka may be neglected. Furthermore, since a key updating scheme is proposed
in Step 5, the key may be automatically updated after identification. Thus
Oscar’s knowledge on the old key will be useless.

6.4.3 In Imperfect Channel

The above QIA scheme in an ideal quantum channel is described, and then
its security is analyzed. However, the employed quantum channel is imperfect
in practice. Two kinds of quantum channels, i.e., the noisy channel without
loss and lossy channel without noise, are always involved.
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Fig. 6.3. Relationship among P , d and n

d=0 for the continuous line. d=12.5% for the dotted line and d=25% for the dashed line.

1) Noisy Influences

In a noisy quantum channel, errors occur on the transmitted qubits due
to the influence of noise, which influences the final authentication process.
Fortunately, the quantum error correction code [?] provides an approach
of preventing the errors. Thus the above QIA scheme is available with the
assistance of the quantum error correction code in a noisy channel.

Without the quantum error correction code, the QIA scheme presented
in above is also available in a noise environment with the following revisions.
First, the number of distributed entanglement states in Step 1, which may
be disturbed possibly by the noise, should be n′(n′ > n). Making use of the
technique of the quantum privacy amplification [?] (actually entanglement
purification), CA and Bob distill finally n EPR pairs |Ψ〉 from the distributed
n′ pairs. Second, Step 4 needs to be revised since the influence of noise on the
particle m. Suppose that the error rate is α, then there are ε0 = αn errors
in CA’s measurement results comparing to the authentication key ka. The
errors E0 is employed as a threshold of showing whether eavesdropping exists
or not. When ε > ε0 there is an attacker; otherwise, no attacker.

If attacker adopts the direct measurement strategy on the information
particle m, one has

ρ′m =
n∑
i

piUiρmU
†
i =

n∑
i

piUiIU
†
i = I, (6.4.34)

where Ui denotes the error operator on the information particle m. Similarly,
ρ′mi

= ρmi = I. Then
χ(ρ′m) = χ(ρm) = 0, (6.4.35)

which illustrates that an attacker would get no information on the authenti-
cation key if he directly measures information particle on the noisy channel.
If the attacker adopts the attack strategy on two-way channel, he still cannot
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get any information on the authentication key because of the quantum pri-
vacy amplification process. In fact, the quantum privacy amplification leads
the n′ distributed entanglement states to be n maximal entanglement states
of the home and traveling particles and makes attacker’s operation on trav-
eling particles effortless. Therefore, effect of the attack strategy on two-way
channel is same as that of the direct measurement strategy. Accordingly,
Eq.(6.4.35) is still suitable for this attack strategy.

2) Lossy Influences

Let lossy coefficient of the employed quantum channel be γ. The loss
leads that Bob and CA receive respectively (1 − γ)n traveling particles and
(1 − γ)2n information particles when n traveling particles are sent initially
to Bob. In this situation, CA can authenticate Bob’s identity by decod-
ing the received (1 − γ)2n information particles. Since Bob encodes the
authentication information by using (1 − γ)n particles, the authentication
key may be shortened. Thus, the original key ka is divided into two parts,
i.e.,

klossa = {kloss1 , kloss2 , ..., kloss2(1−γ)n},
and

kresta = {krest1 , krest2 , ..., krest2γn }.

Employing the key klossa as a new authentication key, then the 5-step protocol
presented in above is still available.

If Oscar disturbs directly the quantum channel, CA and Bob can detect
Oscar according to the total loss and errors. However, a wise Oscar may
replace the lossy channel by an ideal one. Then Oscar may obtain γn particles
in the forward line since only (1 − γ)n particles need to be sent to Bob.
However, these particles provide no available information. In the backward
line, Oscar may obtain γ(1− γ)n particles since only (1− γ)2n particles are
employed in Alice’s authentication process. Obviously, there are two available
particle sets in the backward line, i.e, intercepted particles and authentication
particles. For clearly, the particles intercepted by Oscar and the particles
employed in the final authentication process by sets E and A are denoted as
follows, respectively,

E = {p1e, p2e, ..., pγ(1−γ)n
e }, (6.4.36)

A = {p1
a, p

2
a, ..., p

(1−γ)2n
a }, (6.4.37)

where pix(x = e, a) denotes the particle. For the particles in the set A ,
one may analyze the security using the same way in the Section 6.4.2. In
the following the information leakage in the set E is mainly investigated. If
Oscar uses the attack strategy of two-way channel on the particle set E ,
the eavesdropping cannot be detected because these particles do not need to
return Alice. Like the way presented in the Section 6.4.2, Oscar may obtain
information I which is expressed in Eq.(6.4.30). Using this information Oscar
may try to obtain the authentication key klossa .



186 6 Quantum Authentication

A slight modification may prevent the influence of the information leakage
on the authentication key klossa . Since the particle set E has been intercepted
by Oscar without being detected, CA and Bob discard the key bits which
have been encoded by Bob in the particle set E . Employing the key bits in
kresta and key bits encoded in the particle set A , CA and Bob construct the
updated key as follows,

k′2i = k̂2i−1 ⊕ k̂2i ⊕ k′2i−1, (6.4.38)

where k̂2i−1, k̂2i ∈ {k̂lossa , kresta }, k̂lossa denotes the set of key bits encoded in
the particle set A , and k′i is obtained by measuring the received (1 − γ)n
traveling particles by Bob and the corresponding home particles hold by
Alice. Thus all of the updated key bits k′2i−1k

′
2i(i = 1, 2, . . . , (1 − γ)n) are

completely new to Oscar, and the intercepted particle set E does not influence
the security of the updated key.

Next, consider the influence of the lossy channel on the authentication
efficiency. Due to the lossy channel, if Alice sends n travel particle t to Bob,
Bob only gets γn of them. Bob then encodes 2γn secret key information into
the information particle m and returns them to Alice. Since there exists a
two-way channel, Alice can only get γ2n information particles. Suppose that
Alice and Bob need to authenticate 2n bits to verify the identity, in order
to authenticate all of those bits, Alice has to initially generate n/γ2 travel
particles. Therefore, the lossy channel would cause an efficiency loss.

6.5 Quantum Signature Principle

An important issue in the classic cryptography as well as quantum cryptogra-
phy is the reliable assignment of a message to its originator and the integrality
verification of a message, which is called a signature scheme [?]. The signa-
ture scheme is developed classically so far for this purpose as an addition to
a message such that the message can neither be disavowed by the signatory
nor can it be forged or changed by the receiver or a possible attacker. Up to
now, conventional (handwritten) and digital approaches have been employed
in practical applications. While conventional signatures cannot be transmit-
ted in the electronic network and are vulnerable with respect to forgery.
Digital signatures have been used widely and with considerable success in
e-commerce. However, classical cryptography and thus also classical signature
schemes are in general not theoretically secure and are in addition difficult
to assign to messages in qubit format. Especially, the rapid development of
quantum computers increasingly jeopardizes the security of digital signature
scheme which depends on classically computational complexity.

There are two categories of signature schemes, i.e., the arbitrated signa-
ture scheme and true signature scheme, in the digital signature as well as the
quantum signature. The arbitrated signature scheme involves directly three



6.5 Quantum Signature Principle 187

partners, i.e., the signatory, receiver and arbitrator. The arbitrator takes
part in the signature and/or verification procedure [?, ?]. Since a trustable
arbitrator is always necessary in the arbitrated quantum signature scheme,
there are a few limitations on this kind of signature schemes in practical
applications. A more popular signature scheme is the so called true signature
scheme. In this category, the signature algorithm and verification algorithm
are executed independently by the signatory and receiver, respectively. The
signature key is secret but the verification key is public. An arbitrator is
called only to settle possible disagreements or disputes between the signa-
tory and the receiver. In practices, the true signature algorithm is in general
favorable.

Similar to classical digital signatures the following rules are required for
quantum signatures. Compare to the classic case, only the last one is char-
acteristic for quantum signature schemes:
• No modifications and no forgery: Neither a receiver nor a possible

attacker is able to change the signature or the attached message after
completion. The signature may not be reproduced as well.

• No disavowals: The signatory may not successfully disavow the signature
and signed message. It needs to be possible for the receiver to identify the
signatory. The receiver may not successfully deny the receipt of message
and signature.

• Firm assignments: Each message is assigned anew to a signature and
may not be separated from it afterwards.

• Quantum nature: The signature involves purely quantum mechanical
features without a classical analog and is therefore by nature non repro-
ducible and may not be disavowed or forged.

By analogy with the digital signature scheme, a quantum signature
scheme consists of three phases: the initial phase, signature phase, and ver-
ification phase. In the initial phase, communicators generate and distribute
a private and public key which will be employed in the signature phase and
verification phase, respectively. In the signature phase, the signatory signs
the message and obtains a signature of the message via a signature algo-
rithm. The signature is employed to verify the authenticity and integrality
of the message. In the verification phase, the receiver verifies independently
signatory’s signature via a verification algorithm.

As usual the signatory, receiver and possible attacker are referred to as
Alice, Bob, and Oscar, respectively, where appropriate. Let the message be
signed carried by a quantum state |P 〉. The signing algorithm is denoted
Qks
s with key ks to be used in the signature phase. In the verification phase,

the resulting signature |S〉 with |S〉 = Qks
s (|P 〉) can subsequently be verified

using a verification algorithm Qkv
v with key kv. Note the keys ks and kv may

be the same (symmetrical key cryptosystem) or be different (public key cryp-
tosystem) [?]. Given a pair (|P 〉, |S〉), the verification algorithm when applied
is required to result “true” or “false” depending on whether the signature is
authentic or forged.
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A quantum signature scheme is defined as a 5-tuple (P,S ,K ,Qs,Qv)
with following abbreviations: P is a set of possible messages carried by
qubits. S is a set of possible signatures, which may consist of qubits or
classical bits. K is a set of possible keys, and it may be a quantum key or
classical key. Qs is a set of possible quantum signature algorithms. Qv is a
set of possible quantum verification algorithms.

For each key k ∈ K , there needs a signature algorithm Qks
s ∈ Qs and

a corresponding verification algorithm Qkv
v ∈ Qv. Qks

s : P → S and Qkv
v :

P × S → {true, false} are functions such that the following equation is
satisfied for every message |P 〉 ∈P and for every signature |S〉 ∈ S :

Qkv
v (|P 〉, |S〉) =

{
true, if |S〉 = Qks

s (|P 〉),
false, if |S〉 �= Qks

s (|P 〉).
(6.5.1)

The signature |S〉 and keys may be composed of quantum or classic bits,
but the signature and verification algorithms Qks

s and Qkv
v should possess

quantum nature. In addition, Eq.(6.5.1) is associated with the comparison of
different qubits. In the classic scenarios, the comparison between two bits is
very easy. However, it is complicated between two qubits since the qubits may
be nonorthogonal states which are indistinguishable. The indistinguishability
of qubits and indistinguishability of operators have been described in Section
3.5.3, these properties can be utilized for such kind of comparisons.

According to the classic cryptology, a signature scheme may be designed
for a known message or/and unknown message. The unknown message sig-
nature scheme is always called as “blind signature” in the classic cryptology
[?]. Exactly, the blind signature considers the cases of Alice or Bob or even
both Alice and Bob do not know the message content to be signed and ver-
ified. While the signature scheme for known message consider the case of
all participants knowing the message content. There are many examples for
this case in the classic cryptology as well as in our daily life. One should note
that the known message may be different for different participants since there
are possibly forged attacks. This is why the signature schemes are necessary
in private communication systems. Accordingly, signature schemes for the
known message and for the unknown message are two different cases in the
cryptology.

Similar to the digital signature, a secure quantum signature scheme should
satisfy three aspects. First, neither a receiver nor a possible attacker is able
to change the signature and create a legal signature of the message, also they
cannot change the attached message after completion. Second, the signa-
tory may not successfully disavow the signature and signed message. Third,
it needs to be possible for the receiver to identify the signatory. In short,
complete security in a quantum signature scheme requires that the signatory
cannot disavow the signature and that the receiver and attacker can obtain
the signature or the signature key with a possibility vanishing exponentially
or even a zero possibility.
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Referring to the quantum signatures, one may develop a new notion called
the qubit signature. There are slight differences between the quantum signa-
ture and qubit signature. The quantum signature is associated with a mes-
sage. Generally, a message should be expressed using a qubit string, this is
similar to the classic case. Thus, a quantum signature scheme should treat
with many quantum states. But the so-called qubit signature refers to only
one quantum state. Of course, if a message can be denoted using one qubit,
both cases are the same; otherwise, the qubit signature has only physical
application without benefits in the information processing.

To demonstrate the nature of the quantum signature, two quantum sig-
nature schemes are exemplified in the following sections.

6.6 Arbitrated Quantum Signature

This section describes an arbitrated quantum signature scheme for the known
messages. This scenario has been applied widely in engineering and our daily
life. For example, when one withdraws money from a bank, one has to fill out
a bank paper. Obviously, the content of the paper, i.e., the message, is known
and must be known to any participants. The procedure of signing the name
in the paper performs actually a signature procedure. Consequently, possible
forged attacks on the original message may be against. This procedure is
called as “handwritten signature”. If this procedure is executed in a computer
network, a digital signature algorithm should be employed. However, if this
procedure is executed in a quantum network [32], which is an important topic
in the quantum communication, the corresponding signature algorithm must
be a quantum signature algorithm. The transmission of known message in a
quantum network is very easy. For example, if a quantum state is sent with its
amplitude and phase information from Alice to Bob, Bob may know exactly
the received quantum state. In the arbitrated quantum signature scheme for
the known message one may employ this kind of techniques. An arbitrated
quantum signature scheme using the GHZ state and quantum encryption
algorithm is described as follows [?].

6.6.1 Algorithm Description

The presented arbitrated quantum signature scheme includes three phases,
i.e., the initial phase, signing phase, and verification phase. This scheme
executes the following phases.

1) Initial Phase

This phase is usually employed to distribute and generate signature key
and verification key, and to set initial parameters if needed. This phase exe-
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cutes following operations.
Step i1: Generation and distribution of keys. Alice and Bob begin by

obtaining their secret keys ka, kb, where ka, kb are employed in the commu-
nications between Alice and arbitrator, and between Bob and arbitrator,
respectively. These keys may be obtained by using standard technologies of
quantum and classic cryptography. The keys here are assumed to be generated
via quantum cryptographic methods because of their unconditional security.
The length of these keys depends on the chosen cryptographic algorithms in
the signing and verifying phases described in the later.

Step i2: Generation and distribution of GHZ triplet states. This scheme
relies crucially on the entanglement of three involved communicators Alice,
Bob and the arbitrator. This shall be established here prior each communi-
cation by a distribution of one particle of GHZ triplet states to each of the
three. For convenience, assume that the arbitrator creates and distributes
the GHZ particles. When the arbitrator receives Alice’s or Bob’s application
for an arbitrated communication, he is required to create a string of GHZ
triplet states and then to distribute two particles of each GHZ triplet state
to each Alice and Bob and to keep the remaining one for himself for each
GHZ state. As a consequence, the arbitrator, Alice and Bob are entangled
because they hold one particle of each GHZ triplet state. The GHZ states
for a three particle system involve eight orthogonal triplet states, here the
following state is employed,

|ψ〉 = 1√
2
(|000〉+ |111〉). (6.6.1)

It is emphasized for above procedures, that Step i1 is finished once the
system has been set up, and that it is not necessary to repeat it in later com-
munications. Step i2 is necessary to be redone for every single communication,
the necessity of which becomes clear in the description of the algorithm.

2) Signature Phase

The signature phase corresponds to the actual signature algorithm Qks ,
i.e., to sign the message |P 〉 with a suitable signature |S〉. The following steps
are required.

Step s1: Alice encodes a known message using qubits to generate a mes-
sage state |P 〉 = {|p1〉, |p2〉, . . . , |pn〉} with |pi〉 = αi|0〉+ βi|1〉.

Step s2: Alice generates a random string |R〉 = {|r1〉, |r2〉, . . . , |rn〉} by
encrypting her message state. In cryptographic language the |R〉 is expressed
by

|R〉 = Mka(|P 〉), (6.6.2)

where Mka denotes an encryption algorithm which is denoted as an operator.
Eq.(6.6.2) is a general expression since many approaches may be adopted to
generate the random string |R〉. How to implement the quantum encryption
procedure has been described in Chapter 5.
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Step s3: Alice entangles each qubit of the information string |P 〉 with one
particle each of her equally long GHZ particle string to become a particle-pair.
This may be implemented by applying a joint operation on both particles,
such as in a quantum logic gate operation. Each combination generates a four-
particle entangled state, involving three GHZ particles and the information
qubit. Using Eq.(6.6.1) and expression of the state |pi〉, the four-particle
entangled state is given by

|φ〉i = |pi〉 ⊗ |ψ〉

=
1
2
{|Ψ+

12〉a(αi|00〉bA + βi|11〉bA) + |Ψ−
12〉a(αi|00〉bA − βi|11〉bA) +

|Φ+
12〉a(βi|00〉bA + αi|11〉bA) + |Φ−

12〉a(βi|00〉bA − αi|11〉bA)}, (6.6.3)

where subscripts a,A and b correspond, respectively, to Alice, the arbitrator,
and Bob. |Ψ+

12〉, |Ψ−
12〉, |Φ+

12〉, |Φ−
12〉 denote four Bell states [?].

Step s4: Alice executes a Bell measurement on |φ〉i and obtains the results
ma,

ma = {m1
a,m

2
a, . . . ,m

n
a}, (6.6.4)

where mi
a is one of four Bell states in {|Ψ+

12〉, |Ψ−
12〉, |Φ+

12〉, |Φ−
12〉}, in particular

is the result arising from her Bell measurement on the state |φ〉i in Eq.(6.6.3).
The effect of this measurement is to disentangle Alice’s two particles, i.e., the
information qubit and GHZ particle, to be in one of the four Bell states and
to retain the arbitrator’s and Bob’s corresponding GHZ particles to be in a
two-particle entanglement state as visible in Eq.(6.6.3).

Step s5: Alice creates the signature |S〉 of the message |P 〉 via encrypting
the Bell measurement results ma and the generated |R〉 using a quantum
symmetrical key cryptosystem, e.g., the quantum one-time pad algorithm.
Mathematically,

|S〉 = ka(ma, |R〉). (6.6.5)

The ma, even though consisting of quantum mechanical Bell states, may be
presented by classical bits, and thus be encrypted by a classical one-time
pad. Another way would be to encode ma into a string of qubits |mi

a〉 with
i = 1, 2, . . . , n and then make quantum encryption operations on both |mi

a〉
and |R〉 via Mka .

Step s6: Alice sends the string of the message |P 〉 followed by the signature
|S〉 to Bob. Please note here that the message state should be followed by the
signature |S〉. This is associated with the definition of the signature scheme.

3) Verification Phase

A verification algorithm QkV is developed here such that Bob is enabled
to verify Alice’s signature |S〉 and consequently judge the authenticity of
the information qubit |P 〉. The verification process in this scheme requires
the help of the arbitrator because Bob does not possess Alice’s key which
is necessary for the verification of the signature. The verification phase is
executed by the following procedure:
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Step v1: Bob measures his GHZ particles and obtains the results mb,
then he encrypts mb, |S〉, and |P 〉 with his key kb to obtain yb,

yb = kb(mb, |S〉, |P 〉). (6.6.6)

After that Bob sends yb to the arbitrator.
Step v2: The arbitrator becomes active now and generates a verifica-

tion parameter γ based on the communication from Bob, which contains the
information also from Alice. After receiving yb, the arbitrator decrypts it
using kb, and obtains |S〉, |P 〉,mb. Then the arbitrator decrypts |S〉 using
the key ka, which he has since the initial phase. This gives rise to |R′〉, which
needs to be compared with |R〉. With |R′〉, |P 〉, and Mka , the arbitrator then
creates a parameter γ via

γ =

{
1 if |R′〉 = |R〉 = Mka |P 〉,
0 if |R′〉 �= |R〉 = Mka

|P 〉.
(6.6.7)

In this step the arbitrator generates |R〉 using the message state decrypted
from yb using kb, the precise mathematical description is the same as that in
Eq.(6.6.2). Then, the arbitrator decrypts the |S〉 to obtain |R′〉, i.e.,

|R′〉 = ka
−1(|S〉). (6.6.8)

Comparing the obtained |R〉 and |R′〉, the arbitrator creates a parameter γ.
Since |P 〉 is a known message, the arbitrator may easily perform the compar-
ison operation.

Step v3: The arbitrator sends his GHZ particles and the encrypted result
ytb = kb(ma,mb, γ, |S〉) to Bob.

Step v4: Bob obtains the arbitrator’s GHZ particles. In addition, Bob
obtains ma,mb, |S〉 and γ via decrypting the received ytb.

Step v5: Bob performs the initial verification via the parameter γ. If
γ = 0, the signature has obviously been forged and Bob may reject the
message |P 〉 immediately. If γ = 1, Bob goes on for further verification to the
next step.

Step v6: Bob performs a further verification via comparing the states
|P 〉 and |P ′〉, where |P ′〉 is obtained according to the correlation of the GHZ
triplet state. The approach is as follows. Bob chooses a proper transformation
operator sequence mt on the GHZ particles from the arbitrator. According
to the correlation Bob obtains the state |P ′〉. One should note here that
parameters ma,mb, and mt must be correlated. The correlation of these
parameters has been illustrated clearly in the Table 6.1.

For clearly, how to generate the state |P ′〉 is described in detail as follows.
After Alice’s Bell measurement in Step s4, Bob’s and the arbitrator’s GHZ
particles become a two-particle entangled state dependently on Alice’s Bell
measurement result. For example, if Alice result is |Ψ+

12〉a, Bob’s and the
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Table 6.1. Correlation of the parameters ma,mb and mt

ma mb mt

|Ψ+
12〉 | + x〉 I

|Ψ+
12〉 | − x〉 σz

|Ψ−
12〉 | + x〉 σz

|Ψ−
12〉 | − x〉 I

|Φ+
12〉 | + x〉 σx

|Φ+
12〉 | − x〉 σxσz

|Φ−
12〉 | + x〉 σxσz

|Φ−
12〉 | − x〉 σx

arbitrator’s entangled state must be

|ϕ〉bA =αi|00〉bA + βi|11〉bA

=
√

2
2
{|+ x〉b (αi|0〉A + βi|1〉A) + | − x〉b (αi|0〉A − βi|1〉A)} .

After Bob’s measurement on his GHZ particles in the step v1, arbitrator’s
GHZ particle becomes a single qubit which has the state

|θ〉 =
{
αi|0〉+ βi|1〉, if Mi

b = |+ x〉,
αi|0〉 − βi|1〉, if Mi

b = | − x〉.
(6.6.9)

According to the results mi
a ∈ma and mi

b ∈mb Bob applies a proper opera-
tor mi

t ∈mt on the received GHZ particle from the arbitrator. Subsequently,
the state |p′i〉 is obtained. For example, if mi

b = | + x〉, Bob should choose
mi
t = I on the received arbitrator’s GHZ particle, then he may obtain the

message state |p′i〉 = |θ〉. While if mi
b = | − x〉, Bob should choose mi

t = σz
on the received arbitrator’s GHZ particle. Then Bob may also obtain the
message state with an operation |p′i〉 = σz |θ〉. In the above only one case for
outputting the state |p′i〉 has been analyzed. For other situations one may
analyze the mathematical procedures using a similar way.

The presented quantum signature scheme is referred to known message.
In principle this scheme is suitable for the unknown message. The precise
security definition is the same as that for the known message. In this case, the
scheme associates with the comparison test of unknown message states. The
controlled-swap approach presented in Section 3.5.3 is employed to compare
the state |P 〉 (or |R〉). Recall that the employed state |P 〉 (or |R〉) is an
n-qubit string, which can then be compared independently. To guarantee the
security of the arbitrated quantum signature scheme, one notes here that all
comparison tests for n pairs qubits in |P 〉 and |P ′〉 (or in |R〉 and |R′〉) should
pass the verification, otherwise one judges the verification phase cannot be
passed. According to the nature of the signature scheme, the aim of attacker
is to pass the verification phase with forging some qubits in the message state
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|P 〉 so that the forged message may benefit himself. To reach this aim, suppose
that l qubits need to be forged successfully. Then, according to Eq.(3.5.27) the
failure probability of the verification phase is just the total error probability
for l qubits in |P 〉 (or |R〉), which may be expressed as

pet =
(

1 + ε21
2

)
. . .

(
1 + ε2l

2

)
≤
(

1 + ε2

2

)l
, (6.6.10)

where ε = max{ε1, ε2, . . . , εl} and εi(i = 1, 2, . . . , l) is the inner product of
the ith pair qubits in |P 〉 and |P ′〉 (or in |R〉 and |R′〉).

Consider that l may be not enough larger in some case, one has to make a
slightly revision on the presented quantum signature scheme, which lets the
message state be |P̃ 〉 = ⊗Ni=1|P 〉( i.e., N copies) in Step s1. This revision may
reduce further the error probabilities. In this case, the arbitrator may create
N copies of the state |R〉 and |R′〉 in Step v2, and Bob may obtains N copies
of |P 〉 and |P ′〉 in Step v6. Then, the independent comparison of N copies
leads the error probabilities on ith qubit in |P 〉 or |R〉 to be

p̃e ≤
(

1 + ε2i
2

)N
. (6.6.11)

Thus, with a finite number N the error probability pe may be arbitrary
smaller. This means even if only one qubit (i.e., l = 1) has been forged the
attack strategy cannot be succeed. Combining Eqs.(6.6.10) and (6.6.11), one
obtains the failure probability of the verification phase in this case for a
dishonest Bob,

p̃et ≤
(

1 + ε2

2

)lN
. (6.6.12)

For an attacker who is not the participant of the scheme, since the verification
is associated with both comparisons between |R〉 and |R′〉 and between |P 〉
and |P ′〉, the failure probability of the verification phase is

p̃et ≤
(

1 + ε2

2

)2lN

. (6.6.13)

Obviously, with a finite number N the failure probability may decrease
exponentially. This means the failure probability of the verification phase
can be reduced in principle to an arbitrary small ε > 0 by choosing a proper
parameter N . Of course, many copies of the message state may add complex-
ity of the proposed quantum signature algorithm, thus simpler schemes need
to be investigated further.

Since the quantum state comparison involved in the verification phase of
the arbitrated quantum signature scheme is actually a kind of identification
procedures of two different operations on a given state, i.e., the message
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state |P 〉 or the state |R〉, it is different from the discrimination of arbitrated
unknown states which cannot be perfectly distinguished. As described in
Section 3.5.3, different quantum operations (e.g., U and V ) on a given state
can be perfect distinguished [32 – 34]. This approach might be employed for
the quantum state comparison in the arbitrated quantum signature scheme.

6.6.2 Security Analysis

The security analysis of the quantum signature scheme is different from that
of the QKD scheme which has been described in Chapter 4. According to
the security requirements of the quantum signature presented in previous
section, this subsection demonstrates the unconditional security of the above
quantum signature scheme.

1) Impossibility of Forgery

A dishonest Bob or an attacker may seek to forge Alice’s signature, to his
own benefit. We begin by assuming that Bob is dishonest and tries to forge
Alice’s signature. If successful, this is beneficial for him because he can change
Alice’s signature and design a new signature to a message favorable to him.
This is impossible, however, because the signature key ka is secretly kept by
Alice and the arbitrator. As a consequence, Bob cannot obtain the correct
state |R〉, which is necessary for the generation of the signature. Subsequently,
the parameter γ is not correct, so that this forgery can be noted when the
arbitrator is called to settle a dispute between Alice and Bob.

The attacker is bound to be without success in the above algorithm,
because the only public parameters are |P 〉, |S〉, yb, ytb and they do not offer
any information of the secret keys ka and kb. Especially, when communicators
encrypt the messages by a one-time pad algorithm which is relatively easy
to be implemented in quantum cryptography, the security is very high. Even
if the attacker does somehow get hold of Alice’s and Bob’s keys, a forgery
remains still impossible. This is because the attacker has no access to Alice’s
measurement result ma, which is secret and involved in generating the quan-
tum signature |S〉. The verification condition |P ′〉 = |P 〉 cannot be satisfied
without the correct ma. Thus, the correlation of the GHZ triplet state avoids
forgery by an attacker.

2) Impossibility of Disavowal for Signatory

If Alice disavows her signature, it is very easy to discover it, because
Alice’s key is contained in the signature |S〉. Thus, if Alice and Bob are
engaged in a dispute because of Alice’s disavowal, they just need to send the
signature |S〉 to the arbitrator. If the signature |S〉 contains Alice’s key ka,
this signature has been carried out by Alice, otherwise, the signature has been
forged by Bob or the attacker. Therefore, the arbitrator is in the position to
judge whether Alice has disavowed her signature.
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3) Impossibility of Denial for Receiver

A conventional and a digital signature scheme is termed undeniable if
Bob cannot deny his receiving of Alice’s files. This feature is not generally
demanded of a signature, but it may be useful for many practical applica-
tions. The above algorithm contains this property, i.e. Bob cannot disavow
his receiving of the signature |S〉 and the information qubit string |P 〉. This
is essentially impossible because he needs the assistance of the arbitrator in
the verification process. In addition, one can reduce the dependence on the
arbitrator by small modifications without losing this property of having an
undeniable signature scheme. In the verification procedure, Bob obtains yb
in Step v1 and sends it to Alice rather than to the arbitrator as in the origi-
nal version. Then Alice obtains the new signature |S̃〉 = ka(ma, |R〉, yb) and
sends it to the arbitrator. The arbitrator then modifies yta in Step v3 to be

ỹtb = kb(ma,mb,mt, γ, |S̃〉). (6.6.14)

After these modifications Alice’s and Bob’s key are included in the signature
|S̃〉. Then Bob cannot disavow the fact that the received files have come from
Alice, i.e., Bob’s receipt of the files is undeniable.

6.7 True Quantum Signature

The arbitrated quantum signature scheme relies on an arbitrator. This depen-
dence limits the practical application. This section presents a true quantum
signature scheme [?].

6.7.1 Algorithm Description

Like the arbitrated quantum signature scheme, there are also three stages,
i.e., the initial phase, signature phase, and verification phase, in the true
quantum signature scheme.

1) Key Generation

This phase generates keys for the signature phase and verification phase,
i.e., the signature key and verification key. To construct these keys, a linear
transformation which expands a k-dimension vector to a 2k-dimension vector
in real space is adopted. Then an arbitrary non-singular k × k matrix from
a set with Ck2k−1 elements is chosen to compose a unitary matrix. Finally, a
pair of keys is generated by employing the k-dimension vector and composed
unitary matrix. The signature key is private but the verification key is public.
Although the linear transformation has been exploited at the starting, the
relationship between two keys is nonlinear which guarantees the uncondi-
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tional security of the private key. This property will be proven mathemati-
cally in later.

Choose a linear mapping L in the real space R, i.e., L : Rk → R2k. For an
arbitrary vector denoted x = (x0, x1, . . . , xk−1) ∈ Rk, a 2k × 1 matrix may
be created by the linear mapping L,

L : x→ y(x) = [y0(x), y1(x), y2(x), . . . , y2k−1(x)]
T
. (6.7.1)

Without loss of the generality, one may let y0(x) = x0 which can be
implemented by choosing an appropriate linear transformation L. In order
to satisfy the requirements of signature scheme, the linear mapping L is con-
strained by the requirement that the components of any k-element subset
of {x0, y1, . . . , y2k−1} are linearly independent. This requirement can always
be satisfied which has been exploited in the quantum error correction code
and quantum secret sharing scheme [36, 37]. Let (r1, r2, . . . , r2k) be an
arbitrary permutation of indices (0, 1, . . . , 2k − 1). As any k-element sub-
set in {x0, y1, . . . , y2k−1} is linearly independent, one can easily understand
that subsets {yr1 , yr2 , . . . , yrk

} and {x0, yrk+1 , . . . , y2k−1} are linearly inde-
pendent, respectively. Accordingly, there exists a non-singular k × k matrix
T such that,

T

⎛⎜⎜⎜⎜⎜⎝
yr1

yr2
...

yrk

⎞⎟⎟⎟⎟⎟⎠ =

⎛⎜⎜⎜⎜⎜⎝
x0

yrk+1

...

yr2k−1

⎞⎟⎟⎟⎟⎟⎠ . (6.7.2)

Actually, the matrix T denotes the space transformation from space V
spanned by {yr1 , yr2 , . . . , yrk

} to space W spanned by {x0, yrk+1, . . . , y2k−1}.
Apparently, there exist Ck2k−1 transformations like the matrix T . Denote all
these matrixes by a set T , then one has T ∈ T .

Generate states |Ψ1〉 = |yr1〉r1 . . . |yrk
〉rk

and |Ψ2〉 = |x0〉r1 |yrk+1〉r2 . . .
|yr2k−1〉rk

by exploiting k-element subsets {yr1, yr2 , . . . , yrk
} and {x0,

yrk+1 , . . . , yr2k−1}, respectively. According to Eq.(6.7.2), |Ψ1〉 and |Ψ2〉 satisfy
the following equation,

U |Ψ1〉 = |T |
1
2 |Ψ2〉, (6.7.3)

where |T | = detT . Actually, given T , there exists a unitary operator U(T )
such that above equation exists. The matrix element of U in the continuous
basis |x〉 = {|x0〉r1 , . . . , |xk〉rk

} is

〈x′|U |x′′〉 = |T |1/2
k−1∏
i=0

δ

⎛⎝k−1∑
j=0

Tijx
′′
j − x′i

⎞⎠ , (6.7.4)

where 〈xi|xj〉 = δ(xi − xj), and Tij is an element of the matrix T . Eq.(6.7.4)
shows that the matrix U depends simultaneously on the non-singular k × k
matrix T and k-dimension vector x.
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Making use of Eqs.(6.7.1) – (6.7.4) one constructs a new transformation
G which is expressed as follows,

G : {L,x, Tij} → {U, |T |1/2}. (6.7.5)

Obviously, there is a special relationship between {L,x, Tij} and {U, |T |1/2}.
That is, making use of the vector x ∈ Rk, linear transformation L, and matrix
T ∈ T , one obtains easily an unitary operator U(T ). However, the inverse
procedure is impossible. This property is concluded by the following theorem.

Theorem 6.7.1 The transformation G expressed in Eq.(6.7.5) is a non-
linear transformation, and the mapping described by G is a one-way function.
Here the linear mapping L is constrained by the requirement of any subset
of k-element in {x0, y1, . . . , y2k−1} is independent, x ∈ Rk, T ∈ T and U is
determined by Eq.(6.7.4).

Proof Since U depends on the multiplication of T and x, the character-
istic of G being a nonlinear transformation is straightforward. As example,
Eq.(6.7.2) shows that T depends on x0, combining Eq.(6.7.4) one gains that
U is a function of x2

0, which means G is a nonlinear transformation on x0.
First, consider the one-way property of the transformation G. One find

that an element Ux′x′′ of the matrix U is determined completely by parame-
ters xi, Tij and |T |1/2 from Eq.(6.7.4). If the variables x and L are given, the
2k-dimension vector y(x) can be calculated. Subsequently, the non-singular
k× k matrix set T is constructed. Choosing a proper matrix T from the set
T , then Tij and |T |1/2 are obtained. Thus, the construction of the matrix U
is straightforward.

Then, consider the inverse transformation G−1. In this situation, the ma-
trix U and thus its elements Ux′x′′ are given, but the parameters x and T
need to be solved. From Eq.(6.7.4) any element of the matrix U depends
simultaneously on the vector x and the matrix T . Although |T |1/2 is given,
Ux′x′′ is still a function with two kinds of variables, i.e., Ti,j and xi, which
can be denoted as

Ux′x′′ = g(Ti,j, xi), (6.7.6)

where i, j = 0, 1, . . . , k − 1. Obviously, Tij and xi cannot be solved by the
above equation. Especially, T is one element of the set T which is not
given. This characteristic improves the difficulty of finding a proper T , and
subsequently Tij . Therefore the inverse transformation from {U, |T |1/2} to
{L,x, Tij} is impossible, which means G is a strict one-way function.

Theorem 6.7.1 shows that the nonlinear transformation G is a strict one-
way mapping, which means that from {L,x, Ti,j} to {U, |T |1/2} is easy but
the inverse procedure is impossible. Making using of this characteristic, the
signature key and verification key are generated and distributed by the fol-
lowing steps.

Step k1: The signatory chooses secretly a random k-dimension vector
x = (x0, x1, . . . , xk−1) in real space as well as an appropriate mapping L
as the private key, which will be exploited as a signature key. Denoting the
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private key by ks, which may be expressed mathematically as

ks = {L, xi|i = 1, 2, . . . , k}. (6.7.7)

Then the signatory keeps secretly the generated private key ks.
Step k2: The signatory chooses randomly a non-singular k × k matrix

from the set T . The elements Tij (i, j = 0, 1, . . . , k − 1) of the matrix T are
secret, but |T |1/2 is public as a part of the public key which will be composed
in the next step.

Step k3: Calculate the operator U by exploiting Eq.(6.7.4) according to
the obtained private key and chosen matrix T . Then, the signatory publicly
announces the unitary operator U(T ) and |T |1/2 as the verification key kv,

kv = {U(T ), |T |1/2}. (6.7.8)

The verification key will be exploited in the verification phase. One should
note here that the verification key is a public key which may be announced
as a telephone number so that any communicators can obtain it.

The public key, i.e., the verification key kv depends on the private key
ks. However, except the signatory, i.e., Alice, anyone cannot get the private
key by the public key, since the mapping from the signature key ks to the
verification key kv is a one-way function which is described in Theorem 6.7.1.
The security of the key pair will be analyzed in detail in Section 6.7.2.

2) Signature of Message

This phase corresponds to the actual signature algorithm Qks
s , i.e., to

sign the message |P 〉 with a suitable signature |S〉. The signature algorithm
is implemented by encoding the message state and preparing a proper two-
particle entangled state according to the private signature key. Since the
linear mapping L in Eq.(6.7.1) can always be satisfied, there are no limitations
for the message format in the proposed scheme, i.e., the message may be
denoted by continuous variables or discrete variables quantum state. This
scheme employs the continuous-variable quantum state which has been widely
investigated in the quantum computation [?], especially in the continuous-
variable quantum key distribution [?]. The signature algorithm Qks

s executes
the following steps.

Step s1: The signatory prepares 2k − 1 ancilla states according to the
private key ks. To encode the original message state |P 〉 with wave func-
tion 〈x0|P 〉, Alice firstly creates a 2k × 1 matrix y(x) by exploiting the
private key ks. Then she composes a product state |ω(x)〉 by exploiting
{y1(x), . . . , y2k−1(x)}. The product state is denoted as

|ω(x)〉 = |y1(x)〉1 . . . |y2k−1(x)〉2k−1. (6.7.9)

Step s2: The signatory encodes the message state |P 〉. Since the message
state |P 〉 consists of continuous variable qubits, the encoding procedure is
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denoted as following way,

Qks |P 〉 �→ |S̃〉 =
∫
|P 〉|ω〉dx, (6.7.10)

where Qks denotes an quantum algorithm controlled under the key ks. The
encoding procedure can be described by a quantum circuit plotted in Fig.6.4.
The input states are the message state |P 〉 and the ancilla state |ω〉, while
the output state is a 2k-particle entanglement state. The procedure in Fig.6.4
is actually an encoding process of the continuous-variable quantum error
correction coding. Since the projective operation of the encoded state on the
message state satisfies

P|P 〉|S̃〉 →
∫
〈P (x′0)|P (x0)〉|ω(x)〉dx

=
∫
δ(x′0 − x0)|ω(x)〉dx

= |ω(x′0)〉 �= |ω(x)〉, (6.7.11)

the state |ω(x)〉 associated with the private key ks cannot be disclosed by
decoded states and original message states, where P|P 〉 denotes the projective
operator.

Fig. 6.4. Encoding procedure of message state |P 〉 through quantum signature
algorithm

Step s3: The signatory prepares a two-particle entangled state according
to the private key. Making use of states |yrk+1〉r2 and |yrk+1〉rk+1 which are
associated with the private key ks, Alice prepares a two-particle entanglement
state,

|Ω̃〉 =
∫

R

|yrk+1〉r2 |yrk+1〉rk+1dx. (6.7.12)

Obviously, the prepared state |Ω̃〉 is associated with the private signature key.
In addition, |Ω̃〉 may be an unknown state to the receiver and attacker since
|yrk+1〉r2 and |yrk+1〉rk+1 are associated with the private key.

Step s4: The signatory creates a signature of the message, and sends the
message followed the signature to receiver. Combining the resulting states
|S̃〉 and |Ω̃〉 yields a signature state,

|S〉 = |S̃〉 ⊗ |Ω̃〉. (6.7.13)
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After having created the signature state, Alice sends the message state |P 〉
followed by the signature state |S〉 to Bob. It is stressed here that the message
state |P 〉 may be known or unknown to communicators, i.e., Alice and Bob,
and thus to Oscar, while the signature state |S〉 must be unknown to Bob
and Oscar in any situation since the receiver and attacker do not possess the
signature key.

The signature is associated with |P 〉 because |S〉 was generated via the
message state. We note also at this state already that Alice’s secret key was
crucial in preparing the signature such that it appears impossible for Alice to
disavow it in the face of the arbitrator or for Bob and an attacker to forge it.
In addition, we realize that the separation of the message and its signature
by Oscar would not benefit him because the message is valid only with the
correct signature and new messages will be assigned new signatures.

3) Verification of Signature

A verification algorithm Qkv
v is developed here such that the receiver,

Bob, is enabled to verify Alice’s signature |S〉 and consequently judge the
authenticity of the message state |P 〉. In previous scheme, the verification
procedure requires arbitrator’s participation because Bob does not possess
Alice’s key which is necessary for the verification of the signature. However,
in this scheme the verification procedure does not need any third party. The
verification phase is executed by the following procedures.

Step v1: The receiver performs syndrome measurement on the state |S̃〉.
Since the 2k-particle entanglement state |S̃〉 is actually a quantum error-
correction code, Bob applies σx (x component of the Pauli matrix) on the
2kth particle in the state |S̃〉, which is equivalent to introduce a bit flip
error on the final particle in the code. This operation leads |S̃〉 changes to
be σ2k

x |S̃〉, where the subscript 2k denotes that σx is applied on the 2kth
particles in the state |S̃〉. By performing a syndrome measurement on the
state σ2k

x |S̃〉, Bob obtains a value of the error syndrome denoted by se. If
se = 2k, the state |S̃〉 is a 2k-particle quantum error-correction code. In this
case, Bob applies σ−1

x on the 2kth particle in the state |S̃〉 and proceeds with
the following steps. Otherwise, Bob rejects the signature |S〉 and stops his
further operations since in this situation the state |S̃〉 is forged.

Step v2: The receiver decodes the state |S̃〉 exploiting the verification key
kv. In terms of Eqs.(6.7.3) and (6.7.10), the signature is decoded with an
operation Q̃kv

v on the state |S〉 and gives

U |S̃〉 = J |T | 12
∫ {
|P 〉|x0〉r1 |yrk+1〉r2 |yrk+1〉rk+1 . . . |yr2k−1〉rk

|yr2k−1〉r2k−1

}
dx

= J |T | 12 |P 〉r1 |Ω〉r2,rk+1 |Ω〉r3,rk+2 . . . |Ω〉rk ,r2k−1 , (6.7.14)

where J is the Jacobian for the transformation from x to y(x), and |Ω〉i,j =∫
R
|yl〉i|yl〉jdx (i = r2, r3, . . . , rk, j = ri+k−1, l = rk + 1, . . . , r2k−1), which is
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an entanglement state of particles i and j.
Step v3: The receiver verifies the entanglement of the particles i and j

after the state |S̃〉 has been decoded. The aim of this operation is to ensure
that the received state |S̃〉 is an entanglement state of 2k particles so that
Bob can judge the authenticity of the signature |S〉 in the following opera-
tions. Eq.(6.7.14) shows the decoded state is a product state of the decoded
message state and k − 1 two-particle entanglement states. Accordingly, Bob
only needs to verify the entanglement properties of k − 1 particle-pairs
denoted by {r2, rk+1}, {r3, rk+2}, . . . , {rrk,2k−1}, which correspond to the
states |Ω〉r2,rk+1 , |Ω〉r3,rk+2, . . . , |Ω〉rk,r2k−1 , respectively. The verification of
the first state |Ω〉r2,rk+1 will be presented in later, while the remainder
k− 2 two-particle states are verified via correlation between two particles by
employing the Bell theory or the approach presented in Ref.[40]. For the
physical mechanism of how to measure the correlation of the entanglement
state has been described in Section 3.5.2. If the measurement results show
that each particle-pair holds the correlation of two-particle entangled state,
Bob continues the remained steps in the verification phase. Otherwise the
signature state is forged and Bob stops his operations.

Step v4: The receiver compares the decoded message state and the
received (original) message state, and compares the decoded two-particle
entangled state |Ω〉r2,rk+1 and the received state two-particle entangled state
|Ω̃〉. For clarity, the decoded message state is denoted |P ′〉. Since |P 〉 and
|P ′〉 as well as |Ω〉r2,rk+1 and |Ω̃〉 can be compared by employing the same
approach, only the comparison of the decoded message state and the
received message state is analyzed. Eq.(6.7.14) shows that the message state
|P 〉 can be decoded from the signature |S〉. If the message state is known to
Bob, the verification is very easy since Bob only needs to compare directly
the received (original) message state with the decoded message state obtained
from Eq.(6.7.14). However, due to the message qubit |P 〉 may be an
unknown state, Bob cannot judge directly whether or not the decoded state
is the same as the received message state. To verify the authenticity of the
signature, the original state |P 〉 and the decoded state |P ′〉 need to be com-
pared. To compare in detail these states, the controlled-swap approached [41]
presented in Section 3.5.3 may be still employed here, the details is the same
as that described in previous section for the arbitrated quantum signature
scheme.

6.7.2 Security Analysis

According to the security requirements of the quantum signature, the above
scheme is unconditional security since the attacker (including dishonest Bob)
cannot obtain useful information on the private key from public parameters,
i.e., the original message state and public key, and the signatory cannot
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disavow the signature. This subsection presents a detail security analysis of
the presented true quantum signature algorithm.

Consider firstly the impossibility of disavowal for the signatory. If Alice
disavows her signature, it is very easy to discover it, because Alice’s key is
contained in the signature |S〉. Thus, if Alice and Bob get into a dispute
because of Alice’s disavowal, they just need to send the signature |S〉 and
message to the arbitrator. If the signature |S〉 can be decoded by Alice’s
public key kv, this signature has been carried out by Alice, otherwise, the
signature has been forged by Bob or the attacker. Obviously, the arbitrator
is only in the position to judge whether Alice has disavowed her signature
when the dispute or disagreement occurs.

Then, other possible attack strategies are investigated through the fol-
lowing theorems.

Theorem 6.7.2 Given a message state |P 〉 and its signature |S〉 gener-
ated by Eq.(6.7.13). Let |S′〉 = |S̃′〉⊗|Ω̃′〉, where |S̃ ′〉 and |Ω̃′〉 are a 2k-particle
entangle state and a two-particle entangle state, respectively. Then |S′〉 is the
signature of the message state |P 〉 if and only if |S′〉 = |S〉, and two states,
i.e., |S〉 and |S′〉, are constructed under the same private key ks.

Proof Consider the situation of given a private key. Suppose that there
is another signature |S′〉 of the given message state |P 〉, i.e., both |S′〉 and
|S〉 are simultaneously the different signature of the same message state |P 〉,
and

|S ′〉 �= |S〉. (6.7.15)

Then, in terms of Eq.(6.7.13) and definition of |S′〉 one acquires,

|S̃′〉 ⊗ |Ω̃′〉 �= |S̃〉 ⊗ |Ω̃〉. (6.7.16)

Applying U(T ) on Eq.(6.7.16) gives

|P ′〉 ⊗ |Γ′〉 ⊗ |Ω̃′〉 �= |P 〉 ⊗ |Γ〉 ⊗ |Ω̃〉. (6.7.17)

where |Γ〉 = J |T |1/2∏ki=2 |Ω〉ri,ri+k−1 and |Γ′〉 = J ′|T ′|1/2∏ki=2 |Ω′〉ri,ri+k−1 .
For a given private key ks, above equation gives

|P ′〉 �= |P 〉, (6.7.18)

which is inconsistent with the assumption. Accordingly, one must have the
following result,

|S ′〉 = |S〉. (6.7.19)

Secondly, suppose that there are two different keys k1
s , k2

s with k1
s �= k2

s ,
and these keys create the same signature for a given message state |P 〉, i.e.,
|S′〉k1

s
= |S〉k2

s
. Since |ω(x)〉 is generated from the private key, one gets two

different states, i.e., |ω1(x)〉 and |ω2(x)〉, which corresponds to k1
s and k2

s ,
respectively. From Eq.(6.7.10) one obtains,

|S̃ ′〉k1
s

=
∫
|P 〉|ω1(x)〉dx, (6.7.20)
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and
|S̃〉k1

s
=
∫
|P 〉|ω2(x)〉dx. (6.7.21)

Then ∫
|P 〉(|ω1(x)〉 − |ω2(x)〉)dx = 0. (6.7.22)

Since |P 〉 �= 0, above equation gives |ω1(x)〉 = |ω2(x)〉, subsequently, k1
s = k2

s ,
which contradicts the assumption.

Theorem 6.7.2 implicates the signature state is unique for a given mes-
sage state with a given private key ks, i.e., a given message state generating
a unique signature state and vice versa. Since the attacker doesn’t know the
private key ks, a forged signature |S′〉 which is not consistent with Eq.(6.7.13)
leads |S′〉 �= |S〉, and subsequently Eq.(6.7.18) exists. According to the ver-
ification phase, different inputs |P 〉 and |P ′〉 will be detected easily with a
measurement result “1” in the employed controlled-swap approach. While
signature states created under different signature keys are different, subse-
quently the attacker may be detected by employing Step v3 in the verification
phase. Thus the attacks’ forgery shall be not successful, which means this kind
of attack strategies cannot be succeeded.

Besides the above situation, the attacker cannot forge the signature for
a given message by employing the public parameters kv, |P 〉 and |Ω̃〉. This
conclusion is given in the following theorem.

Theorem 6.7.3 Let |P 〉 be a given message state which may be a
known state or an unknown state, and |S〉 be an unknown signature state.
Then the signature state |S〉 may not be derived from the public key kv and
the transmitted states |P 〉 and |Ω̃〉 in channel.

Proof Theorem 6.7.1 and definitions of ks and kv show that the trans-
formation from the public key to private key is impossible, i.e.,

kv � ks, (6.7.23)

where the symbol A � B denotes that from A to B is impossible. Therefore,

Qkv |P 〉� Qks |P 〉 (6.7.24)

where Qkv denotes an quantum algorithm controlled under the key kv. From
the signature phase, one may find the following transformation,

Qks |P 〉 −→ |S̃〉. (6.7.25)

For a fixedly private key, Eqs.(6.7.24) and (6.7.25) give

Qkv |P 〉� |S̃〉. (6.7.26)

In addition, the clone of the state |Ω̃〉 is impossible according to the quantum
no-clone theorem since it is an unknown state. Thus the signature cannot be
created by the public parameters kv, |P 〉 and |Ω̃〉.
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In theorems 6.7.2 and 6.7.3, the message state is given, i.e., there is no
forgery on the message state. However, the following situation always exist
in practices. Suppose that the attacker has forged a message state |P̂ 〉 and
created a forged signature |Ŝ〉. Since the attacker does not possesses the
private key ks, the signature |Ŝ〉 must be created by another key k̂s. However,
the forged message and signature cannot pass successfully the verification
phase according to the following theorem.

Theorem 6.7.4 Let |P 〉 and |P̂ 〉 be the original message state and a
forged message state, respectively. If these states are different, i.e., |P̂ 〉 �=
|P 〉, any operation E cannot give a legitimate signature state so that the
verification phase can be passed.

Proof To forge a message state |P̂ 〉 which is different from the original
message state |P 〉, and then generate a legitimate signature state based on
the forged message state |P̂ 〉, the state |P̂ 〉 needs to be encoded by employing
Eq.(6.7.10) and a two-particle state |Ω̃〉 needs to be prepared. However, the
legitimate signature key is absent to the attacker, then a forged key k̂s would
be used. Let |ω̂〉 be generated by the key k̂s, one gets

|Ŝ〉 =
∫
|P̂ 〉|ω̂〉dx. (6.7.27)

Since the key-pair, i.e., ks and kv, is a strict one-way mapping, any forgery
on the private key results in destruction of the transformation relationship
between the private key ks and the public key kv. Due to the state |ω̂〉 does
not match up the verification key kv, applying the unitary operator U on
the state |Ŝ〉 will not accord with Eq.(6.7.14). Accordingly, any operation E
cannot give a legitimate signature state so that the verification phase can be
passed.

Due to the unitary property of the operator U in the verification key,
there is a special case in Theorem 6.7.4 which is demonstrated in the following
corollary.

Corollary 1 Let |P 〉 and |P̂ 〉 be an original message state and a forged
message state, respectively. Making use of the unitary transformation U and
the forged message state |P̂ 〉 may generate a new signature state |X〉. How-
ever, the generated state |X〉 cannot pass the verification phase.

Proof Suppose that the attacker prepares a forged state |F 〉 to forge the
signature by employing the inverse of U as follows. Applying the inverse of
the unitary operation U and a forged message state |P̂ 〉, the attacker creates
a state |X〉,

|X〉 = U−1|F 〉, (6.7.28)

where U−1 denotes the inverse of the unitary operation U , and |F 〉 is the
state associated with the forged message state |P̂ 〉. The generated state |X〉
is regarded as a signature state by the attacker. Then the attacker sends the
state |P̂ 〉 together with |X〉 and a two-particle state |Ω̂〉 which plays the same
role as the state |Ω̃〉 to Bob. In the following we prove the impossibilities of
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forging successfully the signature by using U−1. Three situations are analyzed
in the follows. Firstly, suppose that |F 〉 is a product-state of the state |P̂ 〉
and k − 1 two-particle entangled states, i.e., |F 〉 = |P̂ 〉 ⊗ |Fω〉, where |Fω〉
denotes the product-state of k− 1 two-particle entangled states. Apparently,
attacker’s strategy can pass the verification without Step v1 in the verification
phase. However, since the forged signature state |X〉 is not a quantum error
correction code, Bob cannot obtain a corrected value of the error syndrome in
Step v1. Thus the state |X〉 cannot pass the verification. Secondly, suppose
that |F 〉 is a 2k particles entanglement state and |X〉 is a quantum error
correction code which is different from the state |S〉. In this case, the first
step in the verification phase can be passed. However, attacker’s strategy
cannot pass Steps v2 − v4. Even if Step v2 has been passed, Steps v3 and
v4 cannot be bypassed since the attacker does not possess the private key.
Finally, if |F 〉 is an arbitrary mixed state of 2k particles, Theorem 6.7.4 has
shown the impossibility of passing the verification.

There is a special situation for Theorem 6.7.4, i.e., the initial message
state and forged state are symmetrical. Easily, one may find that this attack
strategy is also impossible. It is shown in the following corollary.

Corollary 2 The attack strategy using a symmetrical state of the
message state as the forged message state cannot be successful.

Proof The symmetrical state, which satisfies |P 〉|P ′〉 = |P ′〉|P 〉, can
pass the verification. Fortunately, this situation follows still the verification
algorithm since one can easily obtain |P ′〉 = c|P 〉, where c is a constant
which can be eliminated by the normalization treatment. Accordingly, |P 〉
and |P ′〉 represent the same message state. This means that there exists no
forgery in this case. Another case is that the message state is an entangled
symmetric state. For simplicity, we consider an entangled symmetric state
with two particles, e.g., p1 and p2. Then the message state can be written as
|ψ(p1, p2)〉,

|ψ(p1, p2)〉 =
1√
2

(|p1〉|p2〉+ |p2〉|p1〉) . (6.7.29)

Suppose that an entangled symmetrical state |ψ′〉 = |ψ(p2, p1)〉 has been
exploited to forge the original message by the signatory or Oscar. Making use
of the quantum nature of the symmetrical state, i.e, |ψ(p2, p1)〉 = |ψ(p1, p2)〉,
one can easily obtain |ψ′〉 = |ψ(p1, p2)〉. Accordingly, |ψ′〉 and |ψ〉 denote the
same message, which means no any forgery can be succeeded via such a kind
of symmetrical states.

A more interest trick exploiting the entangled symmetric state is describe
as follows. A message is encoded in the state |ψ(p1, p2)〉, however, the sig-
nature state is generated employing only one particle (e.g., p1) and another
particle p2 is sent to Bob as if it was the message. Fortunately, this trick is
unavailable, which can be demonstrated by using at least three ways. Firstly,
this trick cannot pass the verification in Step v1. When one employs the above
trick to generate the signature, the generated signature should be a (2k+1)-
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particle quantum error-correction code. At Step v1, the obtained value of
error syndrome is se = 2k + 1 when Bob induces one bit-flip error on the
final particle in the code. Accordingly, this thick cannot pass the verification
since se �= 2k. In addition, this kind of trick does not follow the nature of the
quantum signature scheme since only one particle (e.g., p2) in a two-particle
entanglement state cannot denote a determined message. One should note
here again the difference between the quantum signature and qubit signature
as mentioned in Section 6.5. Subsequently, this trick may be detected by the
arbitrator when Alice and Bob have disputes. Furthermore, this trick can also
be prevented directly by employing a simple quantum error-correction code.
Before performing the comparison of |P 〉 and |P ′〉 in Step v4, Bob encodes
the particle p2 with two ancilla |0〉 states, then a three qubits bit-flip code is
generated [?]. If p1 and p2 are not entangled, the encoding procedure is

|P 〉|P ′〉 → |C1〉 = (a|000〉+ b|111〉)⊗ (a′|0〉+ b′|1〉), (6.7.30)

where |P 〉 = a|0〉+b|1〉 and |P ′〉 = a′|0〉+b′|1〉 are exploited with |a|2+|b|2 = 1
and |a′|2 + |b′|2 = 1. If p1 and p2 consist of an entangled symmetrical state
|ψ(p, p′)〉, the encoding procedure is denoted as

|P 〉|P ′〉+ |P ′〉|P 〉 → |C2〉
= (a|000〉+ b|111〉)⊗ (a′|0〉+ b′|1〉) +

(a′|000〉+ b′|111〉)⊗ (a|0〉+ b|1〉). (6.7.31)

Apply the operator σx on the fourth particle which is equivalent to introduce
a bit-flip error on the codes |C1〉 and |C2〉. Simple calculation shows that
syndromes of codes |C1〉 and |C2〉 are 0 and 4, respectively. Then, what
Bob needs to do is to measure the error syndromes of these codes. If the
syndrome s = 4 which corresponds to the code |C2〉, Bob judges that p1

and p2 are entangled and rejects the signature. Otherwise Bob recovers the
states of particles p1 and p2 by applying σ−1

x on the fourth particle in code
|C1〉 and then decoding the code |C1〉 according to the theory of quantum
error-correction codes. After having finished these operations, Bob moves on
to the remained steps.

According to the above theorems, one may find that if Oscar can get the
private key, i.e., the signature key ks, the forgery attack strategy is possible.
Fortunately, this strategy may not be successful since the attacker, i.e., Oscar,
cannot get useful information on the private key. Let Ks, Kv, S, and P be
random variables corresponding to the private key ks, the public key, i.e., the
verification key kv, signature state |S〉, and message state |P 〉, respectively.
Suppose that the attacker employs an arbitrary attacking strategy E on the
proposed algorithm. The random variable of the attacking strategy is denoted
E. Then, at the situation of given the public key, signature, and message
states, there is a bound on information of the attacker obtaining, which can
be described by the following theorem.
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Theorem 6.7.5 Let I(Ks, E|Kv, S, P ) be the Shannon mutual informa-
tion between the random variables Ks and E given Kv, S, P , i.e., given the
public key Kv, message state P , and its signature S. For every σ > 0, ξ > 0,
and Lmax > 0, the mutual information what the attacker obtains about the
private key Ks is less than σ/ ln 2 + Lmaxξ.

Proof In Shannon theory, the condition mutual information is defined
as

I(X,Y |Z) =
∑
z

p(z) (Hz(X)−Hz(X |Y )) , (6.7.32)

where Hz(X) and Hz(X |Y ) are defined respectively by

Hz(X) = −
∑
x,y

p(x, y|z)log2p(x), (6.7.33)

and
Hz(X |Y ) = −

∑
x,y

p(x, y|z)log2p(x|y). (6.7.34)

From Theorems 6.7.2 and 6.7.3 one obtains S(|P 〉) = |S〉, thus

p(Kv, S, P ) = p(Kv, S). (6.7.35)

Note the public key Kv and S are independent, and the determined public
key in the proposed algorithm leads Kv(E) = kv so that p(Kv) = 1. Thus
one has

p(Kv, S) = p(Kv)p(S) = p(S). (6.7.36)

In addition, the secrecy of signature states depends directly on the private
key Ks via a one-to-one mapping according to Eq.(6.7.10), then,

p(S) = p(Ks). (6.7.37)

Combining Eqs.(6.7.35),(6.7.36), and (6.7.37) yields

p(Kv, S, P ) = p(Ks). (6.7.38)

For simplicity, substitute {Kv, S, P} using a new symbol {Θ} in the follows.
According to Eq.(6.7.32), the mutual information between Ks and E given
Kv, S, P is expressed as

I(Ks, E|Θ) =
∑
ks

p(ks) (Hks(Ks)−Hks(Ks|E)) . (6.7.39)

Since p(ks) =
∑
ks,E|Ks(E)=ks

P (ks, E), above equation gives

I(Ks, E|Θ) =
∑
ks,E

p(ks, E) (H(Ks) + log2 p(ks|E)) , (6.7.40)

=
∑
ks,E

p(ks, E)H(Ks) +
∑
ks,E

p(ks, E) log2 p(Ks|E).
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Denote the event E which is true whenever the attacker can obtain informa-
tion on the private key from the public parameters, i.e., Kv, S and P , then
one obtains∑

ks,E
p(ks, E)H(Ks) =

∑
ks,E|E

p(ks, E)H(ks) +
∑
ks,E|E

p(ks, E)H(ks), (6.7.41)

where E denotes the events which are not included in the event E. This
property exists also for the second term in Eq.(6.7.40). Since the event of
E ∈ E implies H(Ks) = 0 and p(ks|E) = 1. Eq.(6.7.40) is rewritten as

I(Ks, E|Θ) =
∑
ks,E|E

p(ks, E) {H(ks) + log2 p(ks|E)} . (6.7.42)

Define a new event Nσ which is true whenever the attacking strategy E is
σ-information about ks, where the conception of σ-information about variable
ζ is borrowed from Ref.[?]. Then one gains the following expression for any
σ ≥ 0 in the event Nσ,∣∣∣p(ks|E)− 2−H(ks)

∣∣∣ ≤ 2−H(ks)σ. (6.7.43)

Making use of the event Nσ, Eq.(6.7.42) is rewritten as

I(Ks, E|Θ) =
∑

(ks,E)|F
p(ks, E) {H(ks) + log2 p(ks|E)} +

∑
(ks,E)|E∩F̄

p(ks, E) {H(ks) + log2 p(ks|E)} ≤∑
(ks,E)|F

p(ks, E) log2(1 + λks,E) +

∑
(ks,E)|E∩F̄

p(ks, E)H(ks), (6.7.44)

where F = Nσ ∩ E, and λks,E ≤ σ.
Let Lmax be the maximal Shannon entropy of H(ks), and Pr(E∩ F̄) ≤ ξ,

where the probability Pr(·) is defined by Pr(X) = Pr(X = x). Making use
of the inequality log2(1 + x) ≤ |x|/ ln 2 for any x > −1, one obtains finally,

I(Ks, E|Kv, S, P ) ≤ σ

ln 2
+ Lmaxξ. (6.7.45)

Theorem 6.7.5 gives an upper bound on the amount of information of what
the attacker can obtain. Since σ and ξ are any positive numbers, Eq.(6.7.45)
shows that the mutual information I(Ks, E|Kv, S, P ) may be arbitrary small
even tending to zero. Thus the attacker cannot obtain useful information on
the private key by any attacking strategy, although there are publicly given
parameters, i.e., Kv, |P 〉, and |S〉. Therefore, the private key is unconditional
security.
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6.8 Quantum Channel Authentication

Comparing to the classic private communication, a distinct feature of the
quantum private communication is that any disturbance on the channel can
be detected in principle using quantum laws. An approach has been described
in Chapter 4 for the eavesdropping detection in the QKD scheme. For
example, to detect disturbance of the attacker or environment on a chan-
nel, in the BB84 protocol the qubits which are transmitted from Alice are
measured randomly by Bob. Then Alice and Bob compare their measurement
results. With the error rate and Heisenberg uncertainty principle, the distur-
bance is detected. Cryptographically, this approach involves the so-called
channel authentication.

There exit several drawbacks in the above approach which has been
employed in the QKD scheme. First, a classic channel is necessary so that
the quantum communication system becomes complicated. Secondly, the
transmitted qubits employed for the quantum channel authentication are
destroyed, subsequently, they cannot be utilized again. In addition, perfect-
ness of the channel is verified by only using a small fraction of qubits without
strict proof. This section introduces an new approach which uses entangle-
ment property. In this approach, perfectness of the involved quantum channel
can be verified without destroying the employed qubits.

Suppose that the pre-shared quantum channel between Alice and Bob
consists of N entanglement states pairs. Each state is expressed by the fol-
lowing maximally entangled state (MES),

|Φ+
j 〉 =

1√
2

(
|0ja0jb〉+ |1ja1

j
b〉
)
, (6.8.1)

where j = 1, 2, . . . , n, subscripts a, b refer to Alice’s and Bob’s particles
denoted by pja and pjb, respectively, in the MES. Making use of a random
number θj , Alice prepares a qubit expressed by

|ψjm〉 = cos θj |0〉+ sin θj |1〉. (6.8.2)

Let particle pjm carry the qubit |ψjm〉. Alice applies a controlled-NOT gate
Cam on the entangled particle pja and particle pjm. The employed quantum
controlled-NOT gate Cam may be public, i.e. anybody knows this gate. The
above operation entangles the particle pjm and particles pja and pjb. Then these
particles become a three-particle entangled state, which has the following
form,

|ψjc〉 = Cam|Φ+
j 〉|ψjm〉

=
∑
l=0,1

γl(|0a0blm〉+ |1a1b(l ⊕ 1)m〉)

=
1√
2

1∑
l=0

|lalb〉 ⊗ (Iδl,0 +Xmδl,1) |ψjm〉, (6.8.3)
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where γl = (αδl0 + βδl1)/
√

2, α = cos θj , β = sin θj , the subscript m specifies
the particle pjm, and Xm is a X gate to the particle pjm. After this operation
Alice sends the particle pjm to Bob. Please note here the state of particle pjm
is different from its initial state, i.e., the state presented in Eq.(6.8.2).

When receiving this particle pjm, Bob applies a quantum logic gate Cbm
on the particles pjb and pjm. If there is no disturbance on the channel, Bob’s
operation gives

Cbm|ψjc〉 = |Φ+
j 〉 ⊗ |ψjm〉. (6.8.4)

The above equation means that the three-particle entangled state is disentan-
gled. Thus the state of the particles pjm is independent of the MES pair after
Bob’s operation. However, if there is a disturbance on the channel, Eq.(6.8.4)
cannot be obtained. Suppose that the attacker introduces an ancilla state
| Einit〉 to entangle the MES, then a composite state is given by

|ΦABE〉 = |Φ+
j 〉 ⊗ |Einit〉. (6.8.5)

Attacker’s arbitrary operation E on the state |ΦABE〉 by employing a unitary
transformation U(E) yields

U(E)|ΦABE〉 = |0a0b〉 ⊗ |E1〉+ |0a1b〉 ⊗ |E2〉+
|1a0b〉 ⊗ |Ẽ1〉+ |1a1b〉 ⊗ |Ẽ2〉, (6.8.6)

where the Schmidt decomposition has been employed [?], |E1〉⊥|E2〉 and
|Ẽ1〉⊥|Ẽ2〉. Thus Eq.(6.8.3) is rewritten as

|ψjc′〉 = Cam (U(E)|ΦABE〉) |ψjm〉

=
1
2

[cos θj |0a0b0m〉+ sin θj |0a0b1m〉]⊗ |E1〉+
1
2

[cos θj |0a1b0m〉+ sin θj |0a1b1m〉]⊗ |E2〉+
1
2

[cos θj |1a0b1m〉+ sin θj |1a0b0m〉]⊗ |Ẽ1〉+
1
2

[cos θj |1a1b1m〉+ sin θj |1a1b0m〉]⊗ |Ẽ2〉, (6.8.7)

and Eq.(6.8.4) becomes

Cbm|ψjc′〉 =
1
2

[cos θj |0a0b0m〉+ sin θj |0a0b1m〉]⊗ |E1〉+
1
2

[cos θj |0a1b1m〉+ sin θj |0a1b0m〉]⊗ |E2〉+
1
2

[cos θj |1a0b1m〉+ sin θj |1a0b0m〉]⊗ |Ẽ1〉+
1
2

[cos θj |1a1b0m〉+ sin θj |1a1b1m〉]⊗ |Ẽ2〉

�= |Φ+
j 〉 ⊗ |ψim〉. (6.8.8)
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The above equation shows that the entanglement state and the probing par-
ticle state cannot construct a product state after Bob’s operation if there
exists arbitrary disturbance.

Consider a more general case for the two-particle entangled state. Suppose
that the distributed entanglement state is as follows,

|φ+
j 〉 =

4∑
i=1

λji |μai νbi 〉, (6.8.9)

where μai , ν
b
i ∈ {0, 1}. Applying a controlled-NOT operation on particles pja

and pjm yields

Cam|φ+
j 〉|ψjm〉 =

4∑
i=1

(
λji cos θj |μai νbiμai 〉+ λji sin θj |μai νbi (μai ⊕ 1)〉

)
. (6.8.10)

After received the particle pim, Bob’s decoding operation outputs the follow-
ing state,

|ψb〉 = Cbm
(
Cam|φ+

j 〉|ψjm〉
)

=
4∑
i=1

(
λji cos θj |μai νbi (μai ⊕ vbi )〉+ λji sin θj |μai νbi (μai ⊕ νbi ⊕ 1)〉

)
=

4∑
i=1

|φ+
j 〉 ⊗
(
cos θi|μai ⊕ vbi 〉+ sin θbi |μai ⊕ νbi ⊕ 1〉

)
,

=

{
|φ+
j 〉 ⊗ |ψjm〉, if μai = νai ,

|φ+
j 〉 ⊗ C|ψjm〉, if μai �= νai .

(6.8.11)

Generally, the state |φ+
j 〉 is known to the communicators, i.e., Alice and Bob,

in a determined quantum communication scheme, above equation shows that
the output state of the particle pjm is determined after Cbm operation. The
above equation implies that the state |ψjm〉 can be obtained exactly after
Bob’s operation.

Suppose that the attacker employs an arbitrary strategy E to disturb
the channel. In a same way, one can easily verify that the product state of
the entangled state and the probing state does not exist under attacker’s
disturbance, i.e.,

Cbm
(
Cam(|ϕ〉|ψjm〉)

)
�=
{
|φ+
j 〉 ⊗ |ψjm〉, if μai = νai ,

|φ+
j 〉 ⊗Xm|ψjm〉, if μai �= νai ,

(6.8.12)

where |ϕ〉 is expressed by

|ϕ〉 = U(E)(|φ+
j 〉 ⊗ |Einit〉).
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Employing the above mechanisms, we now show how to verify the per-
fectness of the involved channel associated with the state |Φ+

j 〉 or |φ+
j 〉. Since

two situations can be verified using the same approach, only the former is
described in the follows.

Suppose the parameter θj in the probing qubit |ψjm〉 is only known to
Alice. In this situation, Bob returns the decoded particle pjm to Alice. After
received the qubit from Bob, Alice identities whether or not the state of the
received particle is the same as the original probing state by measuring the
received particle pjm. If Alice’s measurement results show that θj is the same
as the original one, the involved channel is perfect and no disturbance exists.
Obviously, Eq.(6.8.8) cannot give an exact θj since the state Cbm|ψjc′〉 is
entangled among the entangled particles, probing particle, and attacker’s
ancilla particle. Subsequently, Alice cannot always get an exact parameter
θj . However, Eq.(6.8.4) shows that the state Cbm|ψjc〉 is a product state of
the probing particle pjm and entangled particles pja and pjb. The parameter θj
can be obtained exactly. Therefore Eq.(6.8.4) demonstrates that the involved
channel is perfect.

In case of verifying the quality and the integrity of the whole quantum
channel, Alice and Bob alternately repeat Eqs.(6.8.3) and (6.8.4). For exam-
ple, Alice does the operation on particles pja and pjm according to Eq.(6.8.3).
After Bob decodes the qubit |ψjm〉, he entangles the received particle (denoted
by pj+1

m for convenience) with particles pj+1
b in the state |Φ+

j+1〉 as Alice has
done in Eq.(6.8.3), and sends the particle pj+1

m to Alice. After receiving the
pj+1
m particle, Alice verifies the channel. These procedures is executed step

by step until N entangled pairs have been verified. If Alice and Bob obtain
the results shown in Eq.(6.8.4) for the whole quantum channel, the channel
is judged to be perfect. In this way, any disturbance on the channel can be
detected. Obviously, this approach can be employed for checking the eaves-
dropping in QKD.

Actually, the approaches presented in Section 3.5.3 are also suitable for
the quantum channel authentication. In this case, the state |ψjm〉 may be
unknown. One may analyze this way as that used in the quantum signature
algorithm.
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7 Private Communication Using Single
Photon Signal

The physical implementation of the quantum private communication is an
important issue. This chapter introduces how to implement experimentally
the private communication in quantum ways using single photon signals. Core
techniques such as the single photon signal generation, transmission, detec-
tion, and discrete-variable qubit preparation are introduced. Then several
experimental systems for the quantum private communication are exempli-
fied.

The basic theory and typical schemes of the quantum private communica-
tion have been presented in the previous chapters. Since the implementation
of the quantum private communication is an important issue, the final part
of this book focuses on various physical implementation techniques of the
private communication in quantum ways. Basically, there are two ways for
implementing the private communication in quantum ways. One is the way
of using the single photon signal, and the other is implemented using the
continuous variable quantum signal. Based on these implementation ways,
typical techniques of the quantum private communication have been applied
in several practical communication systems.

This chapter describes the physical implementations of the quantum pri-
vate communication using single photon signals. From the viewpoint of com-
munication, the single photon signal sources, physical transmission properties
of single photon, and detection techniques of the single photon signals are
introduced. Then basic principles of both one-way and two-way quantum
key distribution (QKD) schemes in fiber are described. Finally, some typical
quantum private communication techniques such as experimental implemen-
tations of QKD with Einstein-Podosky-Rosen (EPR) entanglement state and
QKD in free space are presented.

7.1 Single photon Source

Generally, to transmit information from one communicator to others through
a physical channel, a suitable signal should be adopted to carry the encoded
information. Since its excellent transmission properties, the optical quantum
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signal is often used to carry the information which is encoded using qubits in a
quantum communication system. There are several typical optical quantum
signals including the single photon signal, coherent state signal, squeezing
state signal, etc. Currently, the single photon signal is always employed to
implement the quantum private communication with discrete variable qubits,
while the coherent state signal and squeezing state signal are associated with
the quantum private communication using continuous variable qubits. In
this section, several single photon sources based on various technologies are
introduced, and their advantages and drawbacks are compared.

7.1.1 Basic Principle

To understand the physical nature of the single photon signal, the Fock state
is recalled briefly. In quantum mechanics, a Fock state is any state of the
Fock space with a well-defined number of particles, e.g., photon, in each
state. Thus, a Fock state is also called a number state. For simplicity, we
limit to a single mode in the follows. Then, a Fock state is of the type |n〉
with n an integer value. Fock states form the most convenient basis of the
Fock space. They are defined to obey the following relations,⎧⎨⎩ â

†|n〉 =
√
n+ 1|n+ 1〉,

â|n〉 =
√
n|n− 1〉,

(7.1.1)

where â† and â are annihilation operator and creation operator for single
mode, respectively. Using Eq.(7.1.1), one obtains a general expression of the
Fock state,

|n〉 = 1√
n!
â†|0〉, (7.1.2)

where |0〉 corresponds to the ground state. It has the following properties,⎧⎨⎩ 〈â
†â〉 = μ,

V ar(â†â) = 0,
(7.1.3)

where μ is the mean photon number. Defining a photon number operator
n̂ = â†â, one obtains μ = 〈n̂〉.

Clearly, a single photon signal is exactly a Fock state with n = 1. That
is, a single photon signal holds the state |1〉 = â†|0〉 in the Fock space.
Accordingly, a single photon signal is a state of the most convenient basis of
the Fock space.

In principle, the single photon signal is an excellent quantum signal for
the quantum private communication system since the security could be guar-
anteed well in this situation. However, it is difficult to realize experimentally.
Nowadays, most practical implementations rely on a faint laser source, where
the photon number distribution of each pulse obeys the Poisson statistics.
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This way leads to a small probability of generating more than one photon at
a time. Even if the loss of quantum channel is very large, this small possibil-
ity of multi-photons can cause serious secure problems, e.g., the well-known
photon-number splitting (PNS) attack. With fast development of the quan-
tum private communication and quantum information technology, the call
for true single photon sources is becoming more and more significant [?].

7.1.2 Faint Laser Pulses

The easiest way to approximate single photon source is to attenuate coherent
light with ultra-low mean photon number μ in each pulse by using standard
semiconductor lasers and calibrated attenuators. This kind of quantum sig-
nals is usually called a faint laser pulse or a dim laser pulse. According to
this preparation way for the faint laser pulse, such kind of quantum signals
is actually a special coherent state with smaller μ, i.e., μ 1.

A coherent state can be expressed generally in following form which will
be described in detail in Section 8.1.1,

|α〉 = a0|0〉+ a1|1〉+ . . .+ an|n〉+ . . . , (7.1.4)

where n denotes photon numbers. In the output pulse, the probability to
have n photons in a coherent light pulse follows the Poisson statistics,

P (n, μ) =
μn

n!
e−μ. (7.1.5)

When μ 1, the probability of an empty pulse is

P (0, μ) = e−μ ! 1− μ+
μ2

2
, (7.1.6)

and the probability of a pulse with only one photon is

P (1, μ) = μe−μ. (7.1.7)

In addition, the probability of a pulse with multi-photon is

P (n > 1, μ) = 1− (1 + μ)e−μ. (7.1.8)

Consequently, the probability that a non-empty pulse with multi-photons is

P (n > 1, μ|n > 0, μ) =
P (n > 1, μ)
P (n > 0, μ)

=
1− e−μ(1 + μ)

1− e−μ

! μ

2
(7.1.9)

Clearly, there exits empty pulse, single photon pulse, and multi-photon
pulse in the prepared faint laser pulse quantum signal. The empty pulse
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is not available for the private communication, and the multi-photon pulse
could be split by eavesdropper for the PNS attack as mentioned in Chapter
4. Consequently, the value of μ cannot be too large, also, it cannot be too
small.

In practice, the detectors’ dark count which not only decreases the com-
munication rate but also increases the quantum bit error rate in the QKD
scheme is an important issue. This prevents the use of really low photon
numbers and most experiments rely on μ = 0.1. As pointed out by Brassard
in 2000 [?], there is an optimal μ depending on the transmission loss. After
key distillation, the security is just as good with faint laser pulses as with
real single photon states, and the tradeoff lies in a reduction of the bit rate.

7.1.3 Single photon Source with Quantum Dots

As mentioned above, making use of a faint laser pulse the prepared quantum
signal has drawbacks on the security, dark count and empty pulse. Accord-
ingly, preparing a true single photon source becomes very necessary. Physi-
cally, the desired source must emit consecutive photons that have identical
wave packets. Semiconductor quantum dots are good candidates for this task
since they exhibit a strong photon antibunching in their emission statistics
under suitable excitation conditions. The so-called photon antibunching is
associated with a sub-Poisson statistic, which is a photon number distribu-
tion for which the variance is less than the mean. A coherent light pulse,
as output by a laser far above threshold has Poissonian statistics, while a
thermal light pulse has super-Poisson statistics. One may easily check that
the number fluctuations in the thermal case are larger than a coherent state,
but for an antibunched light source they are smaller.

The second-order correlation function g(2)(0) (for zero delay time) may
be used to described the photon antibunching. It reads as

g(2)(0) =
〈(â†)2â2〉
〈â†â〉2 . (7.1.10)

According to the quantum theory presented in Chapter 2, one has

〈"n̂2〉 − 〈n̂〉 = 〈(â†)2â2〉 − (〈â†â〉)2, (7.1.11)

where 〈"n̂2〉 = V ar(n̂) and 〈n̂〉 denote the variance and average of the photon
number distribution, respectively. Combining the above two equations, one
obtains

〈"n̂2〉 − 〈n̂〉
〈n̂〉2 = g(2)(0)− 1. (7.1.12)

Then the characteristics of the photon antibunching satisfying the sub-Poisson
photon statistics yields the definition as follows,

g(2)(0) < 1. (7.1.13)
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The condition in the above expression has become one of important ways for
judging photon antibunching characteristics. Since the second-order correla-
tion function g(2)(0) can be measured physically, one may give an experimen-
tal judgement.

The frequency of the emitted photon depends on the number of electron-
hole pairs present in the quantum dot. After one creates several such pairs
by optical pumping or electrically pumping, they will sequentially recombine
and hence emit photons at different frequencies. Then, by spectral filtering
a single photon pulse is obtained. If quantum dots are planted on a large
semiconductor material, output efficiency for coupling into optical fiber is
inefficient. In order to strongly enhance the spontaneous emission, these dots
can be integrated in solid-states micro-cavities.

A triggered single photon emission from site-controlled InGaAs/AlGaAs
quantum dots grown in inverted pyramids has been demonstrated [?]. The
corresponding second-order correlation functions g(2)(τ) are shown in Fig.7.1,
where X − X denotes the correlation between two single photons. In this
figure, both traces exhibit a clear reduction of the probability of multi-photon
emission since P (0) has a value below 0.5 (subsequently, g(2)(τ) < 1) as
pointed out by Zwiller and his coworkers in 2001 [?]. And the single photon
counting rate exceeded 2×105 cts/s, where the unit cts/s is the abbreviation
of “counts/s”. When transition was driven close to saturation, resulting in an
overall detection probability of p > 5% for detecting a photon per excitation
pulse.

Fig. 7.1. Second-order correlation functions g(2)(τ ) for triggered single photon
emission from site-controlled InGaAs/AlGaAs quantum dots

Although single photon sources based on quantum dots have a potential
to be widely used in the future, by far it still suffers from many disadvantages.
For example, they must work in a very low temperature, the wavelength of
output photons are normally around 900 nm and cannot be tuned conve-
niently, and the output coupling efficiency is very low which is less than 40%.
From the viewpoint of application in a communication system, the transmis-
sion distance is too short to be applied in practices. In addition, the single
photon signal can not resist effectively the influences of the environment and
noises.
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7.1.4 Other Single photon Sources

A photon gun means that if and only if the source is triggered, one and only
one photon is emitted. Besides the single photon source based on quantum
dots, there are essentially three different experimental approaches that show
photon anti-bunching and come more or less close to this ideal.

A first idea is based on single atom and ion. A stimulated Raman pro-
cess drives an adiabatic passage between two ground states of a single atom
strongly coupled to a single mode of a high-finesse optical cavity. A laser beam
illuminating the atom excites one branch of the Raman transition, while the
cavity vacuum stimulates the emission of the photon on the other branch.
These photons have the same frequency and a Fourier-transform limited line-
width, thus indistinguishable. Moreover, this process is unitary and therefore
intrinsically reversible. Recently, a single photon source realized with a cold
atomic ensemble has been presented [?]. A single excitation, written in an
atomic quantum memory by Raman scattering of a laser pulse, is retrieved
deterministically as a single photon at a predetermined time. A feedback cir-
cuit shows a promising performance in the enhancement of the production
rate of single photons while the single photon quality is conserved. This sin-
gle photon source based on an atomic ensemble has the advantages of narrow
band, high quality, and controllable character. However, the manipulation of
single atoms requires sophisticated techniques and expensive setups.

The second approach is to work with single nitrogen-vacancy (NV) cen-
ters in diamond for generating single photon [?]. This material combines
the robustness of single atom with the simplicity of experiments with dye
molecules. Fluorescence light observed from this NV center exhibits strong
photon anti-bunching and the samples are stable at room temperature. The
measured pair correlation function shows that only one photon is emitted at
a time. However, the disadvantage is the collection efficiency, currently only
about 0.1%, and the spectral bandwidth is broad, normally of the order of
100 nm.

Last but not the least, a mesoscopic p-i-n heterojunction driven by an
alternating voltage source could be used to generate photons with a well-
defined generation timing. The Coulomb blockade and quantum confinement
effects together can suppress quantum fluctuations usually associated with
electron and hole injection processes in semiconductors. Therefore, it is pos-
sible to generate heralded single photon state, i.e., single photon signal. In
1999, the first experimental result has been presented [?], but with very low
efficiencies and only at temperature below 50 mK.

To sum up, today’s single photon sources, except for the faint laser pulse,
are still far from being widely used in the quantum communication, and
subsequently the quantum private communication systems, because of their
complexity in technical and expensiveness in cost. The most commonly used
single photon source is still the faint laser pulse with extremely low mean
photon numbers μ.
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7.1.5 Entangled photon Pairs

Usually, the photon source which generates entangled single photon pairs
is also regarded as a single photon source, since the generation of photon
pairs provides a way of using one photon as a trigger for the another. In
contrast to other sources, the second detector must be activated only when
the first one detected a photon, hence circumventing the problem of empty
pulse. Although due to limited coupling efficiency into optical fibers, the
probability to find the signal photon after detection of the trigger photon
can still reach about 2/3 in practical. Compared to the faint laser pulse,
photon pairs allow thus to work with lower pulse rates and hence reduced
detector-induced errors.

When a laser pump beam is incident upon a nonlinear crystal, pairs of
photons that satisfy the type II phase-matching condition, which is described
by the following expressions, are emitted.{

ωp = ωe + ωo,

Kp = Ke +Ko,
(7.1.14)

where ω denotes angular frequency, K is the wave-number vector, and sub-
scripts p, o, e indicate the incident laser light, the fluorescence photons with
ordinary and extraordinary polarization, respectively. The phase-matching
allows to choose the wavelength, and determines the bandwidth of the down-
converted photons. The number of photon pairs per mode is thermally dis-
tributed within the coherence time of photons, and follows a Poissonian dis-
tribution for larger time windows. Therefore, the source will either have a low
probability of generating exactly one photon or a high probability of gener-
ating more than one photon. Clearly, from the viewpoint of the quantum
private communication, this source is also not a perfect single photon signal
source compared to the true single source signal.

Lately, researchers have proposed an experiment to outperform a sim-
ple Poisson distribution single photon source using spontaneous parametric
down-conversion by pumping a relatively weak pulse to limit multiple-pair
production [?]. If a single trigger photon is detected after the pump passes
through the crystal, the signal photon switched into a storage cavity using
another Pockels cell. If, in subsequent passes of the pump, a new pair of pho-
tons is generated, the new signal photon replaces the one previously stored.
Replacing photons generated earlier reduces the effect of the cumulative loss
of multiple cycles in the storage cavity. After a predetermined number of
pump cycles, the photon is released. By keeping the average number of pairs
produced low and allowing for many cycles of the pump, the probability of
multiple-pair events can be decreased and the probability of a single photon
being generated can be increased. This setup is capable of creating a sin-
gle photon more than 70% of the time, while maintaining the probability of
creating two or more photons less than 30%.
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7.2 Transmission of Single photon Signal

To perform a common quantum communication or a quantum private commu-
nication, the generated quantum signal should be transmitted from a sender
to receiver through a physical channel. This is associated with a quantum sig-
nal transmission. If the distance between two communicators is short, a direct
transmission way in which quantum signal is sent directly from the sender to
receiver without any operations during the transmission is enough. However,
when two communicators are distant, the so-called quantum repeaters are
necessary. Since the employed channels are lossy, any kind of transmissions
for the quantum signal suffers from the channel loss. This is the same as that
in the classic communication systems.

7.2.1 Transmission Mechanism

From the viewpoint of communication, mechanism of the quantum signal
transmission is the same as that of the classic signal transmission. That is,
both scenarios suffer from noise so that the transmission distance is limited.
To extend the transmission distance, techniques such as the error correction
codes should be exploited. However, there are natural differences between
two scenarios in physical. In the quantum scenario, even if there are no chan-
nel noise, the signal transmission is also influenced by the vacuum fluctuation
which does not exist in the classic scenario. Virtually, when a quantum signal
is transmitted in a channel, the infinite-mode state of the environment will
become entangled with the state of the quantum signal and, subsequently,
will deteriorate the coherence of the system. This process is called decoher-
ence which gives rise to the amplitude and phase decays of the transmitted
quantum signal.

For simplicity, the decoherence of a B-qubit, which is suitable for
describing the single photon signal, in a thermal bath environment has been
investigated [?]. The bath is modeled by oscillators with infinite degrees of
freedom that are described by annihilation, creation operators, and density
distributed frequencies denoted b̂λ, b̂

†
λ, and ωλ, respectively. The quantum

signal is modeled by a B-qubit, |ψ〉 = c1|0〉 + c2|1〉, with a resonant transi-
tion frequency ω. In such a situation the interaction Hamiltonian of the total
system has the following form in the interaction picture within the rotating
wave approximation and the dipole approximation,

Hsb = Γ†
aσ

− + Γ†
pσz +H.c., (7.2.1)

where Γ†
a and Γ†

p are the bath operators and may be expressed as sums over
all modes of the baths (parametrised by λ),

Γ†
a =
∑
λ

gaλb
†
λ, Γ†

p =
∑
λ

gpλb
†
λ, (7.2.2)
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and
Γa = (Γ†

a)
∗, Γp = (Γ†

p)
∗. (7.2.3)

gαλ and g∗αλ(α ∈ {a, p}) are the corresponding coupling coefficients between
the signal and bath. σ+, σ− are raising and lowering operators operators
defined via

σ+ = |1〉〈0|, σ− = (σ+)∗ = |0〉〈1|, (7.2.4)
and σz is given by

σz = |1〉〈1| − |0〉〈0|. (7.2.5)
Employing the Markov approximation, the corresponding master equation of
the two-state system in the interaction picture is written as [?]

ρ

t
= L0ρ

=
γ�

2
(N + 1)

(
[σ−ρ, σ+] + [σ−, ρσ+]

)
+

γ�

2
N
(
[σ+ρ, σ−] + [σ+, ρσ−]

)
+

γp
4

([σzρ, σz ] + [σz, ρσz ]) , (7.2.6)

where L0 is the Liouvillian operator, γ� and γp describe the amplitude and
phase decay rates described by the following forms,

γα = 2π
∑
λ

g2
αλδ(ωλ − ω). (7.2.7)

Under the condition of a thermal equilibrium, N has the following form,

N =
[
e�ω/kBT − 1

]
, (7.2.8)

with T being the temperature of the environment, and kB the Boltzmann
constant.

Formulating Eq. (7.2.6) in terms of the matrix elements yields

ρ11

t
= −γρ11 + θ, (7.2.9)

and
ρ12

t
= −Dρ12, (7.2.10)

where γ = γ�(2N+1) and θ = γ�(N+1). Consequently, the off-diagonal term
ρ12 evolves with the following decoherence rate,

D =
γ�

2
(2N + 1) + γp. (7.2.11)

Solving Eq.(7.2.10) gives
ρ12 = e−Dtρ0

12, (7.2.12)
where ρ0

12 indicates the initial value of the coherence at time t = 0.
The decoherence rate D depends on the coupling coefficients gαλ. In addi-

tion, gαλ → 0 leads to D → 0, and consequently ρ12 = ρ0
12, i.e. the coherence
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of the signal is preserved. Accordingly, the decoherence is generated by the
coupling between the signal and environment. This kind of coupling estab-
lishes an entanglement between the system and environment, however induces
decoherence of the system. In order to prevent decoherence, the system must
be decoupled from the environment. This can be done using the quantum
error correction codes [?]. However, the quantum error correction codes are
not practical by far.

Eq.(7.2.11) also shows that the decoherence rate D is associated with the
temperature of the environment. In the low temperature case the decoherence
parameter D satisfies the condition,

D1 = Nγ� + γp. (7.2.13)

In the high temperature case the decoherence parameter D becomes

D2 =
γ�

2
+ γp = γ⊥. (7.2.14)

We note that the decoherence is only dependent on the transverse coupling
coefficient γ⊥. In a general situation, the decoherence rate decreases expo-
nentially with the environmental temperature.

Usually, the single photon signal is transmitted in optical fiber or air
channel. When the characteristic parameters of the fiber or air channel, i.e.,
the environment of the quantum signal, have been presented, the transmission
properties of the quantum signals can be calculated.

7.2.2 Quantum Repeater

Currently, the quantum private communication over long distances is an
important challenge. The direct transmission of single photon signals is lim-
ited by the transmission loss. For example, 1000 km of standard telecom-
munication optical fibers have a transmission loss of order 200 dB. Due to
the combination of fiber losses and detectors’ noise, the fiber-based quantum
private communication systems are limited to hundreds of kilometers. In the
QKD system, due to the dark count, whenever a photon is lost there is a
chance that a dark count produces an error. Hence, when the probability of
a dark count becomes comparable to the probability that a photon is cor-
rectly detected, the signal-to-noise ratio (SNR) tends to zero. To exchange
information over a long distance, a so-called quantum repeater is likely to be
required.

1) Measurement-based quantum repeater

The quantum nondemolition measurement is a special kind of quantum
measurements as defined in Chapter 2. Since the qubit is not almost
destructed under such a quantum measurement, it is often regarded as a
kind of quantum repeaters. Here we call it as a measurement-based quantum
repeater. Essentially, the quantum nondemolition measurements provide only
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partial information while partially preserve the quantum state of the signal
for subsequent users. Such schemes have been widely investigated for continu-
ous variable systems, and recently received attention also for discrete qubits.
However, symbols are necessarily encoded in states of a physical system, so
the ultimate bound on the performances as a repeater is posed by quan-
tum mechanics. In fact, a perfect quantum repeater cannot be achieved, for
example, the quantum information cannot be perfectly copied neither locally
nor at a distance. The trade-off between the information gain and quantum
state disturbance can be quantified using the fidelity.

The operation of a generic scheme for indirect measurement as a quantum
operation without referring to any explicit unitary realization consists of sev-
eral measurement operators Ak, with the condition

∑
k A

†
kAk = I. Suppose

that there is a quantum system prepared in a pure state |ψ〉. If the outcome
k is observed at the output of the repeater, then the estimated signal state is

given by |φk〉, whereas the conditional state |ψk〉 =
1√
pk
Ak |ψ〉 is left for the

subsequent user. The amount of disturbance is quantified by evaluating the
overlap of the conditional state |ψk〉 to the initial one |ψ〉, whereas the amount
of information extracted by the measurement corresponds to the overlap of
the inferred state |φk〉 to the initial one. The corresponding fidelities, for a
given input signal |ψ〉, are given by⎧⎪⎪⎨⎪⎪⎩

Fψ =
∑
k

|〈ψ|Ak |ψ〉|2,

Gψ =
∑
k

pk |〈ψ|ϕk〉|2,
(7.2.15)

where the average over outcomes have already been performed. The relevant
quantities to assess the repeater are then given by the average fidelities,

F =
∫
A

dψFψ, G =
∫
A

dψGψ, (7.2.16)

which are obtained by averaging Fψ and Gψ over possible input states. F
is referred to as the transmission fidelity and G as the estimation fidelity.
Apparently if nothing is done, the signal is preserved thus F = 1, at the same
time the estimation has to be random. While if the maximum information
is gained on the signal hence G = 1, then the signal after this operation
cannot provide any more information on the initial state. The fidelities F
and G are not independent of each other. For randomly distributed qubits,
assuming a two-dimensional Hilbert space, and with the set of all possible
quantum states equal to the whole Bloch sphere, the bound that fidelities
should satisfy according to quantum mechanics can be derived,(

F − 2
3

)2

+ 4
(
G− 1

2

)2

≤ 1
9
. (7.2.17)
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From this equation, one gets the maximum transmission fidelity compatible
with a given value of the estimation fidelity or, in other words, the minimum
unavoidable amount of noise that is added to the knowledge about a set of
signals if one wants to achieve a given level of information.

A class of optimal quantum repeaters for qubits is suggested in 2005 [?].
The schemes are minimal and optimal, since they involve a single additional
probe qubit and provide the maximum information adding the minimum
amount of noises. The information gain and state disturbance are quanti-
fied by fidelities which saturate the ultimate bound imposed by quantum
mechanics for randomly distributed signals. In this figure, R2 denotes a rota-
tion operation for preparing a probe qubit |ω〉p in 2-dimension Hilbert space.
The measurement scheme is shown in Fig.7.2.

Fig. 7.2. An implementation schematic of a quantum repeater based on quantum
nondemolition measurements

The signal qubit

|ψ〉 = cos
θ1
2
|0〉+ eiϕ1 sin

θ1
2
|1〉 (7.2.18)

is coupled with a probe qubit,

|ω〉p = cos
θ1
2
|0〉p + eiϕ2 sin

θ1
2
|1〉p (7.2.19)

by a control-NOT gate denoted by CNOT . The explicit dependence F = F (G)
can be written as,

F =
2
3

(
1 +
√
−9G2 + 9G− 2

)
. (7.2.20)

This function corresponds to the bound in Eq.(7.2.17) with the equal sign
and therefore proves that the scheme is an optimal explicit unitary realization
of a quantum repeater for qubits.

2) Entanglement-based quantum repeater

A usual way to implement the quantum repeater is using entangled pho-
tons pair and entanglement swapping operations. Since the decoherence of
qubits in the quantum channel, which degrades the quality of entangle-
ment between two particles, the entanglement degree is deduced gradually
so that various errors are occurred on the entangled qubit, subsequently, the
information may be lost. Accordingly, most quantum cryptographic schemes
which employed entanglement require that two distant parties share highly
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entangled photon pairs. Generally, the decoherence can be overcome by
exploiting entanglement purification. Therefore, quantum repeaters, based
on both the entanglement swapping [?] and entanglement purification [?],
hold the promise to solve the problem of photon loss and detector noise as
well as that of decoherence in a long-distance quantum communication.

In principle, an entanglement-based quantum repeater works as follows.
Suppose that Alice and Bob need to share a maximally entangled state, but
they are far apart. Alice can prepare an entangled state and send one-half to
Bob. However, the further Alice and Bob are apart, the further the quantum
system has to travel, and the fidelity F of the total state will decrease due
to decoherence effects. Assume that the fidelity behaves exponentially, i.e.,

F ∝ exp (−Lγ), (7.2.21)

where L is the distance between Alice and Bob, and γ is the characteristic
rate of deterioration for the traveling quantum system. Alice and Bob can
use purification protocols to extract maximal entanglement, but such proto-
cols break down below a minimum fidelity Fmin. The maximum distance of
unaided quantum communication therefore has an upper bound. To overcome
this limitation, divide the long channel into N smaller segments and create
less distant entangled pairs across each segment. The number of segments N
is thereby chosen in such a way that it is possible to create entangled pairs
with sufficiently high initial fidelity F > Fmin over the distance of such a
segment and purification is possible. In this case, the fidelity decreases with
a factor

α = exp (−Lγ/N), (7.2.22)

which is an exponential improvement. When the decrease in the fidelity is
due to the attenuation of an optical beam in a fiber, the probability that
a photon emitted by Alice reached Bob, without repeaters, is aN . There-
fore, Alice must send a−N photons to Bob, in order to share one maximally
entangled photon pair on average. Using quantum repeaters, every leg needs
only 1/α photons, and the total number of photons in all the legs is 1/(Nα).
Thus, the quantum repeater transforms an exponential overhead into poly-
nomial overhead. Fig.7.3 shows how a two-leg communication system with

Fig. 7.3. A two-leg quantum repeater based on entanglement swapping
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one quantum repeater is used to share maximal entanglement between Alice
and Bob.

7.3 Single Photon Detection

As an important technique for detecting weak light, the single photon
detection technique has been widely applied in many fields, such as physics,
astronomy, chemistry, biology, medicine, and communication. The emergence
of photonics applications requiring single photon detection has been driving
significant advances in photon detectors with single photon sensitivity. The
exploitation of quantum properties of photons for quantum cryptography
and other quantum information processing techniques is critically dependent
on single photon detection. The discrete-variable quantum private commu-
nication is implemented usually to used single photon signals to transmit
information. Thus, single photon detectors with some key techniques such
as coincidence measurement and count are necessary. To satisfy the require-
ments of quantum communication, the single photon detectors should have
following properties:
• stable performance;
• high detection efficiency (as close to 100%);
• broadband (100 nm to 2000 nm);
• low dark count rate, that is no false counts and no after-pulsing;
• a good timing resolution;
• fast recovery.
Unfortunately, it turns out that it is impossible to meet all mentioned

restricts above at the same time. This section introduces several typical meth-
ods and their principles for detecting single photon.

7.3.1 Photomultiplier Tubes

Photomultiplier tubes (PMTs), members of the class of vacuum tubes, are
extremely sensitive detectors of light in the ultraviolet, visible, and near-
infrared ranges of the spectrum. These detectors multiply the signal produced
by incident light by as many as 100 million times, enabling single photons to
be detected individually. PMTs are constructed from a glass vacuum tube,
which consists of a photocathode, several dynodes, and an anode. Incident
photons strike the photocathode material, which is present as a thin deposit
on the entry window of the device, with electrons being produced as a conse-
quence of the photoelectric effect. These electrons are directed by the focusing
electrode toward the electron multiplier, where electrons are multiplied by the
process of secondary emission. Fig.7.4 shows the schematic construction of a
photomultiplier tube [?].
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Fig. 7.4. Schematic construction of a photomultiplier tube

The electron multiplier consists of a number of electrodes, called dynodes.
Each dynode is held at a more positive voltage than the previous one. The
electrons leave the photocathode, having the energy of the incoming photon
(minus the work function of the photocathode). As the electrons move toward
the first dynode, they are accelerated by the electric field and arrive with
much greater energy. Upon striking the first dynode, lower energy electrons
are emitted, and these electrons in turn are accelerated toward the second
dynode. The geometry of the dynode chain is such that a cascade occurs with
an ever-increasing number of electrons being produced at each stage. Finally,
the electrons reach the anode, where the accumulation of charge results in a
sharp current pulse indicating the arrival of a photon at the photocathode.

PMTs typically utilize 1000 to 2000 volts to accelerate electrons within the
chain of dynodes. The most negative voltage is connected to the cathode, and
the most positive voltage is connected to the anode. Negative high-voltage
supplies with the positive terminal grounded are preferred, because this con-
figuration enables the photocurrent to be measured at the low voltage side
of the circuit for amplification by subsequent electronic circuits operating at
low voltage. While powered, photomultipliers must be shielded from ambient
light to prevent their destruction through over-excitation.

The combination of high gain, low noise, high frequency response, and
large area of collection has earned photomultipliers an essential place in
nuclear and particle physics, astronomy, medical diagnostics and high-end
image scanners known as drum scanners. On the other hand, photomulti-
pliers are subject to damage from overexposure, bulky and requires a sta-
ble high-voltage power supply. Moreover, Photomultipliers for the infrared
region suffer the additional disadvantage of having a low quantum efficiency
and high dark current. Hence they are rarely used at telecommunication.
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7.3.2 Single Photon Avalanche Diode

Semiconductor devices, particularly avalanche photodiodes, are alternatives
to photomultipliers. Single photon avalanche diodes (SPADs) are based on a
p-n junction reversed bias at a voltage higher than breakdown voltage. Its
physical construction is plotted in Fig.7.5.

Fig. 7.5. Physical construction of single photon avalanche diode

At this bias, the electric field is so high that a single charge carrier injected
in the depletion layer can trigger a self-sustaining avalanche. The current
rises swiftly (sub nanosecond rise-time) to a macroscopic steady level, in the
milliampere range. If the primary carrier is photo-generated, the leading edge
of the avalanche pulse marks (with picosecond time jitter) the arrival time
of the detected photon. The current continues to flow until the avalanche is
quenched by lowering the bias voltage down to or below breakdown voltage:
the lower electric field is not able any more to accelerate the carriers to
impact-ionize with lattice atoms, therefore current ceases. In order to detect
another photon, the bias voltage must be raised again above breakdown.

Clearly, these operations require a suitable circuit [?], which has to sense
the leading edge of the avalanche current, generate a standard output pulse
synchronous with the avalanche build-up, quench the avalanche by lowering
the bias down to the breakdown voltage, restore the photodiode to the oper-
ative level. This circuit is usually referred to as a quenching circuit. Several
typical quenching circuits are introduced as follows.

1) Passive quenching circuit

The simplest quenching circuit is commonly called Passive Quenching
Circuit. It composes of a single resistor Rs in series to SPAD shown in Fig.7.6.
In this figure, Cd is the junction capacitance typically 1 pF, and Cs is the stray
capacitance to ground of the diode terminal connected to the load resistorRL,
typically a few picofarads. The diode resistance Rd is given by the series of
space-charge resistance of the avalanche junction and of the ohmic resistance
of the neutral semiconductor crossed by the current. The Rd value depends
on the semiconductor device structure: it is lower than 500 Ω for the types
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with a wide area and thick depletion layer and from a few hundred Ω to some
kΩ for the devices with a small area and a thin junction. This experimental
set-up has been employed since the early studies on the avalanche breakdown
in junctions. The avalanche current self-quenches simply because it develops
a voltage drop across a high-value ballast load RL (about 100 kΩ or more).
After the quenching of the avalanche current, SPAD bias slowly recovers
to VA, and therefore the detector is ready to be ignited again. Avalanche
triggering corresponds to closing the switch in the diode equivalent circuit
with an avalanche triggering voltage V .

Fig. 7.6. Schematic of the passive quenching circuit

Fig.7.7 shows the typically waveforms of diode current Id and diode volt-
age Vd. The diode voltage exponentially recovers toward the bias voltage
(refer to the curve b in Fig.7.7) with time constant Tr, so that it takes about
5Tr to recover the correct excess voltage within 1%. Given the typical values
of load RL and of the total capacitance Cs + Cd, Tr is typically in the μs
range. The maximum count rate varies from several hundred kHz to a few
MHz.

Fig. 7.7. Schematic passive quenching circuit
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2) Active quenching circuit

To avoid disadvantages due to slow recovery from avalanche pulses, a new
approach was suggested. The basic idea was simply to sense the rise of the
avalanche pulse and feed back on SPAD, forcing the quenching and reset
transitions in short times, with a controlled bias-voltage source. The basic
active quenching circuit configuration is shown in Fig.7.8.

Fig. 7.8. Active quenching circuit

This configuration has the basic advantage of being suitable for various
kinds of SPADs with any breakdown voltage because one of the device termi-
nals is free, connected to ground, and is available for applying any required
direct current (DC) bias voltage. The quenching pulse is applied to the same
terminal and with the same polarity of the avalanche pulse; thus it locks the
comparator in the triggered state unless suitable circuit means are provided
to avoid it. A monostable circuit that limits the duration of the quenching
pulse is a simple solution. By carefully designing, such a circuit produces
clean rectangular pulses with fast transitions affected by minimal overshoots
and ringings, typically limited from 1% to 3% of the pulse amplitude. How-
ever, the pulse amplitudes range from a few volts to tens of volts, this means
overshoots from tens to hundreds of millivolts applied to the input. Since the
circuit must be sensitive to pulses smaller than 50 mV, the overshoots on
the reset transition can retrigger the comparator and drive the circuit into
oscillation. The overshoots could be minimized by devising for the second
generation active quenching circuit. A comparator with differential input is
employed and the quenching pulse is applied to both terminals (common-
mode signal), whereas the avalanche pulse is applied to one side only (dif-
ferential signal). If the waveforms on the two input sides are identical, the
action of the quenching pulse on the comparator is canceled. To equalize
the shape of the pulse transitions, one can improve the input symmetry by
adding a capacitor in parallel to the second terminal, emulating the detector
capacitance.
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3) Gated quenching circuit

Gated mode control including the electric pulse generation and its syn-
chronization with the arriving the photon can reduce the quantum bit error
rate from the thermal noise. Furthermore, gated operation can also be
effective in avoiding the dark-count rate enhancement that is due to trap-
ping effects in SPAD. As outlined in Fig.7.9, gated circuit configuration can
have controlled input with either DC or alternating current (AC) coupling.

Fig. 7.9. Gated quenching circuit

A constant reverse bias is necessary to be high but under the break-
down voltage. In this case, a gate pulse with small amplitude can trigger
an avalanche breakdown during sensing a signal with the fastest speed. The
bias should be below the punch-through voltage from the theoretical con-
sideration. The punch-through voltage is defined as voltage under which the
depletion area has extended through the multiplication region and reaches
the absorption layer. The bias should be below this level since the main noise
existed in the absorption layer. The second role of the bias is to clear those
trapped carriers in avalanche process by the defects in the semiconductor
material. These trapped carriers can keep a relatively long time at low tem-
perature, and the bias will accelerate the releasing of the trapped carriers.
Therefore, both the bias and the bias time should be carefully considered
that should be longer than the life time of the trapped carrier. In fact, it is
not easy to produce an electric pulse below nanosecond time. The gate pulse
is designed as few ns, and a square pulse is ideal to perform. In practice,
the avalanche is triggered by the leading edge of the pulse. The steepness of
the front edge of gate pulse and its time jitter which is synchronized with
the arriving of the photon will decide the performance of the single photon
detector. Gated mode operation is commonly used in quantum cryptography
based on faint laser pulses where the arrival-times of the photons are well
known. For 2-photon schemes, it is most often combined with one passive



236 7 Private Communication Using Single Photon Signal

quenched detector, generating the trigger signal for the gated detector.
The trade-off between dark count rate and photon detection rate is most

fundamental. Increasing the avalanche probability by operating at larger
excess bias ΔV increases the probability for both photo-excited and dark
carriers to generate detectible avalanches; therefore, both dark count rate
and photon detection rate increase. Moreover, if electric field-mediated dark
carrier generation is significant at operating conditions of interest, the dark
count rate will exhibit a faster increase with ΔV than photon detection rate.
For applications required high counting rates (# 1 MHz), a primary limi-
tation is an effect known as after-pulsing. Avalanche events can create large
instantaneous currents, and even with relatively fast quenching, the number
of electrical carriers flowing through SPAD multiplication region is large. A
small fraction of these carriers is trapped at defects within the multiplica-
tion region and are detrapped at a later time with an exponentially decaying
behavior described by a detrapping time constant τd that is often on the scale
of microseconds. If a carrier is detrapped after SPAD has been re-armed, this
carrier can cause a dark count referred to as an after-pulsing. After-pulsing
can be mitigated by imposing a sufficiently long “hold-off” time before rearm-
ing SPAD, but this approach limits the photon counting rate. For many
single photon applications, the dark count rate and photon detection rate
performance are satisfactory, and the counting rate limitation imposed by
after-pulsing is the most crucial issue to be tackled.

Due to physical properties, most detectors are only efficient in a limited
wavelength window. Fig.7.10 shows the quantum efficiency obtained for dif-
ferent materials.

Fig. 7.10. Quantum efficiency as a function of wavelength for Silicon, Germanium,
and InGaAs/InP APDs

Usually, three different semiconductor materials may be used: either Sil-
icon, Germanium or Indium Gallium Arsenide (InGaAs), depending on the
wavelengths. A lot of work has been done to characterize Silicon SPADs
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for single photon counting. Commercial single photon counting modules are
available, featuring quantum efficiencies of 70% at a wavelength of 700 nm,
a time jitter of around 300 ps and maximum count rates larger than 5 MHz.
When working at around 1300 nm, one has to take advantage of SPADs made
from Germanium or InGaAs/InP semiconductor materials. In the 1550 nm,
the only option is InGaAs/InP SPADs. No industrial effort has been done
to optimize SPADs operating at telecommunication wavelength for photon
counting, and their performance is still far behind the Silicon SPADs. Today,
the quantum efficiency of InGaAs SPAD is only 25% at a wavelength of
1550 nm, and dark count rate is 10−5 per ns for gated on time. The per-
formance of the single photon detector should be improved by the avalanche
photodiode (APD) especially designed and manufactured for single photon
detection.

7.3.3 Frequency Up-conversion

The idea of using the frequency up-conversion to facilitate a measurement
in a bandwidth with better detection characteristics is not new. However,
it is only with recent technological advances that this approach is being
revisited to study the single photon detection regime for telecom wavelengths.
As mentioned above, the InGaAs SPADs suffer from relatively low quantum
efficiency, high dark counts and the need for cryogenic cooling. The efficiency
limits the bit rate and achievable distance by the key distribution protocol. So
by up-converting an infrared photon to a visible one, Si SPADs can be used,
which have much lower noise and higher efficiency for visible wavelengths.
The nonlinear process of frequency up-conversion can enable superior detec-
tors of infrared photons. In the telecom band, there are now several groups
investigating this approach using commercially available single photon count-
ing modules, based on Si SPADs with periodically Poled Lithium Niobate
(PPLN) crystals and either continuous or pulsed pump sources. To achieve
high efficiency frequency up-conversion, an intense escort laser pulse, a very
weak input laser, and a bulk crystal of PPLN was utilized. The resulting
system up-converts one photon from the input beam and one photon from
the escort beam into a single output photon. Due to energy conservation, the
output frequency ωo is the sum of the input frequency ωin and the escort
frequency ωe, i.e., ωo = ωin + ωe. The relations that describe the nonlinear
field evolution in a periodically poled nonlinear medium were given by Myers
in 1995,

dEin
dz

= i
ωindQ
ninc

EoE
∗
e exp(iΔkQz), (7.3.1)

dEe
dz

= i
ωedQ
nec

EoE
∗
in exp (iΔkQz) , (7.3.2)
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dEo
dz

= i
ωodQ
noc

EinEe exp (−iΔkQz) , (7.3.3)

where Ein, Ee, and Eo are the electric field strengths of the input, escort,
output beams, respectively; nin, ne and no are the indices of refraction at the
three frequencies; dQ is the effective nonlinear coefficient; z is the longitudinal
position within the crystal; and ΔkQ describes the phase mismatch with
assumed to be zero for perfect phase-matching. Since the escort beam is not
significantly depleted from the up-conversion of the input beam, one may

let
dEe
dz

= 0. Then equations can be reduced to two. Solving these equations

under the initial condition Eo(z = 0) = 0 gives a sinusoidal oscillation output
field amplitude, which can then be converted to a probability of up-conversion
Po(z),

Po (z) ∝ sin2
(
A
√
Iεz
)
, (7.3.4)

where A is a constant. For the spatial period Lc, the input light will be
completely up-converted to the output frequency, and then down-converted
back to the original input frequency before leaving the crystal. Hence for a
given crystal with length L, by choosing the escort intensity to give Lc = 2L,
one can achieve very high conversion efficiency.

Lately, a simple scheme for a compact and tunable single photon de-
tector based on frequency up-conversion with high count rates and timing
resolution at telecommunication wavelength has been presented [?]. The de-
tection scheme is illustrated in Fig.7.11. Improvements in the fabrication of
the PPLN, the filtering, as well as an optimization of the Si APDs, this
scheme has seen overall detection efficiencies greater than 10% obtained.

Fig. 7.11. A single photon detection scheme based on frequency up conversion
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7.3.4 Quantum Dots Single photon Detector

As described in Section 7.1.3, the quantum dot can be used to implement a
single photon source. Here we demonstrate another potential application of
quantum dots for the detection of single, visible or near-infra red photons.
The device structure consists of a modulation doped field effect transistor
(FET) containing a layer of self-organized quantum dots separated from the
conducting channel by a thin barrier layer. The capture of a single photo-
excited carrier by a quantum dot produces a detectable change in the source-
drain resistance of the transistor. This effect makes the device sensitive to
individual photons in the incident light. The device is fundamentally different
from other types of single photon detector such as PMT or APD, which rely
upon an avalanche multiplication process to produce the gain required to
measure a single photon. Fig.7.12 shows a schematic of the device structure.

Fig. 7.12. Schematic structure of a detector based on quantum dot

Since the conduction band level in the quantum dots lies to lower energy
than that in GaAs, each dot traps several excess electrons. The negative
charge trapped in the dots raises the local electron potential and repels elec-
trons in the near quantum well layer. As a consequence the energy of the
conduction and valance band edges in the quantum well layer show strong
spatial variations. Maxima form in the potential in the quantum well adja-
cent to each dot, where the excess electron density falls to zero. The presence
of these electron-less regions in the two dimensional electron gas (2DEG)
adjacent to each quantum dot, results in a relatively low electron mobility.
The 2DEG density is initially set to a value for which the source-drain con-
ductivity is low. Under these conditions, the channel current is extremely
sensitive to the charge trapped in the dots. Thus capture of even a single
photo-excited charge can produce a detectable change in the source-drain
conductance. Absorption of a photon inside the semiconductor produces an
electron-hole pair. One of these carriers can be captured by the quantum
dot, thereby altering the height of the potential island in the adjacent 2DEG
layer. For the example shown, the photo-excited hole will be attracted to the
negatively charged quantum dot. Capture of a hole by the dot will reduce
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its negative potential and increase the local electron density in the 2DEG
layer, thereby increasing the 2DEG conductance. Thus if the active area of
the device is sufficiently small, it could be possible to detect single photons.

Fig.7.13 shows experimental data taken at 4 K by Shields in 2000 [?]. The
curve plots the change in source-drain conductance with time under very weak
illumination by a LED. Prior to illumination, the gate is biased at 0.76 V,
so as to recharge dots under the gate region with electrons, resulting in a
low source-drain conductance initially. The steps observed are the response
to the single photons.

Fig. 7.13. Testing result of a detector based on quantum dot

The photon count rates measured here are limited by the lock-in detection
system used to make the measurements. However, as the device is based upon
a short gate FET, its intrinsic response time could be designed to be very
short, allowing higher count rates to be detected. The quantum efficiency
of the device can also be greatly increased by using a doped semiconduc-
tor, rather than the metal, layer on the front surface, and by increasing the
thickness of the absorbing layer. If these challenges can be overcome, the
quantum dot field effect transistor could provide a cheap, robust, and low
voltage solution for single photon detection.

7.3.5 Superconducting Single photon Detector

Recently, a new class of ultrafast single photon detectors for counting both
visible and infrared photons is presented. Superconducting devices are the
natural choice for fast and ultrasensitive optical detection, because of their
quantum nature and low-noise, cryogenic operation environment. The super-
conducting energy gap is two to three orders of magnitude lower than in a
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semiconductor, thus, the photon absorption in a superconducting detector
creates an avalanche electron charge two to three orders of magnitude higher
for the same photon energy. This extends the range of detectable energies
well into the infrared for photon detectors. In addition, the energy relaxation
time constants of excited electrons in superconductors are in the picosecond
range for both the low temperature and high temperature superconductors,
assuring the gigahertz repetition rate for superconducting photon counters.

Single photon absorption, the subsequent quasiparticle avalanche, and
the creation of a hotspot are very local, nanoscale events in superconducting
films which are wide and/or thick compared to the quasiparticle diffusion
length. Thus neither of these phenomena is going to produce an observable,
macroscopic effect. However, if the superconducting single photon detector
(SSPD) consists of a stripe with both its thickness and width comparable
to few nanometers scale hotspot, the photon absorption results in a major
perturbation and leads to a resistive barrier across the stripe. Since it is
extremely difficult to fabricate few nanometers wide stripes, typically only
the thickness of SSPD is comparable with the hotspot size. In this case,
the device is maintained at a significantly low temperature, and needs to
be biased with the current Ib close to the stripe’s critical current I. The
collective action of the hotspot formation and Ib redistribution results in the
appearance of the macroscopic resistive barrier across the SSPD stripe. As
illustrated in Fig.7.14 [?], after absorption of a photon, a hotspot region where
superconductivity is suppressed or even destroyed is formalized. During the
initial thermalization, the hotspot grows in size as hot electrons diffuse out
of the hotspot core. The supercurrent, which biases the device, is expelled
from the resistive hotspot volume and is concentrated in the “sidewalks”
near the edges of the film. If the current density after this redistribution
exceeds the critical value outside the hotspot, phase-slip centers are created

Fig. 7.14. Schematics of the supercurrent-assisted hotspot formation mechanism

in the sidewalks, the superconductivity is destroyed, and the resistive barrier
is formed across the entire width of the device, which, in turn, gives rise to a
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voltage signal with the amplitude proportional to Ib. After its growth phase,
the hotspot decreases due to the relaxation and cooling of excited electrons
and their out-diffusion. Thus, after 30 ps long quasiparticle relaxation time,
the hotspot collapses, superconductivity is restored, and the detector is ready
to register another photon.

In 2006, researchers in Russia developed an advanced SSPD structure with
an optical microcavity optimized for absorption of 1550 nm photons. The
design of an advanced SSPD structure consists of a quarter-wave dielectric
layer, combined with a metallic mirror. And measurements demonstrate that
implementation of the one-mirror resonant cavity allows to increase quan-
tum efficiency of the detector at the resonant wavelength by factor of 3-to-4
compared to that of the detector without microcavity. Besides, they have
fabricated and tested a fiber-based single photon receiver, designed for appli-
cations in practical quantum private communication systems. This integrated
two-channel, single photon receiver based on fiber-coupled SSPDs is shown
in Fig.7.15 [?]. Two SSPDs were placed at the bottom flange of a cryogenic
insert. For fiber-coupling of SSPDs, photoresist rings were used fabricated on
top of the detector by a photolithography process. The cross section through
the coupling mechanical support for the fiber-detector consisting of the pho-
toresist ring and two bridge-like aluminum holders. The estimated coupling
efficiency of the fiber-detector setup is about 30%. This direct fiber-coupling
implemented in SSPDs doesn’t significantly reduce the time resolution of the
iobium nitride (NbN) detectors. The real time counting rate of the receiver is
about 1 GHz. The measured jitter was 35 ps. The value was somewhat longer
than the best 18 ps, obtained in the non-fiber NbN detectors. The completed

Fig. 7.15. Schematics of the two-channel single photon detector operating in a
helium transport Dewar
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receivers, inserted into a liquid-helium transport dewar, reached 1% system
QE for 1550 nm photons.

There are also other recently developed superconducting detectors, includ-
ing superconducting tunnel-junction detectors (STJDs), and tungsten-based
superconducting transition-edge sensors (STESs). It is interesting to compare
NbN SSPD with its superconducting counterparts. The traditional supercon-
ducting radiation detectors, such as STJDs and STESs, exhibit a very slow
(kHz range) photoresponse speed, and their time jitter in the photon-counting
mode is difficult to determine. The fundamental reason for the slow speed of
these detectors is that they are based on superconductors with very low tem-
perature (below 1 K), which is dictated by the desire to reach the lowest
possible intrinsic noise levels and noise equivalent power (NEP), but also
results in the very long quasiparticle relaxation time in these materials. Thus,
STJDs and STESs are not suitable for the high-speed quantum private com-
munication. They do, however, hold promise for other quantum information
applications. The STJDs can easily be integrated into multiple-element SPDs,
while STESs show not only excellent values of NEP, but also exhibit excellent
energy resolution in the near-infrared (NIR) range. The latter makes them
very attractive for characterization of truly single photon quantum sources,
as well as candidates for photon number resolving detectors for the linear
optical quantum computation.

7.4 Encoding with Discrete Variable Qubits

In a communication system, in order to transmit information from one com-
municator to others, the information should be encoded. In the classic com-
munication, binary bits “0” and “1” are basic elements for encoding informa-
tion. Correspondingly, qubits are always used to encode the quantum infor-
mation as well as classic information. This section introduces how to encode
information into the single photon signal using discrete variables qubits.

7.4.1 Polarization Modulation

The most well know realization of qubit is using orthogonal states of polar-
ization. Identify 0◦ (horizontal) and 90◦ (vertical) polarized photons as the
basis states |0〉 and |π/2〉, which may be implemented with a quantum signal
passing through a polarizer angled 0◦ or 90◦. By tuning the angle of polarizer
into 45◦ or 135◦, one gets the superposition states,

|π/4〉 = 1√
2
(|0〉+ |π/2〉), (7.4.1)

|3π/4〉 = 1√
2
(|0〉 − |π/2〉). (7.4.2)



244 7 Private Communication Using Single Photon Signal

The four states |0〉, |π/2〉, |π/4〉, |3π/4〉 are used in the BB84 QKD protocol,
which is first presented by Bennett and his coworkers in 1984 [?], and then
demonstrated experimentally in 1992 [?]. They realized a system where Alice
and Bob exchanged faint laser pulses containing less than one photon on
average over 30 cm in air.

As an example, Fig.7.16 shows schematic diagram of the QKD system in
the polarization modulation. At Alice’s side, laser pulses are generated by
four laser diodes, and the polarization states of pulses are set by polariz-
ers which are oriented to 0◦, 45◦, 90◦, and 135◦, respectively, according to
the corresponding BB84 QKD protocol. For a given qubit, a single diode is
triggered. Then the pulses are attenuated into a single photon level by a set
of filters before they are combined into a non-polarizing beam splitter and
sent to quantum channel. At Bob’s side, polarization controllers recover the
polarization state of photons to their original state at Alice. The 3-dB cou-
pler randomly chooses the detection base and the polarization beam split-
ter helps to determine the key value. Finally, the photons are detected by
single photon detectors. To illustrate it clearly, let us follow a photon polar-
ized at 45◦. If Bob chooses the output of beamsplitters corresponding to the
vertical-horizontal basis, it will experience a random outcome. On the other
hand, if it chooses the diagonal basis, its state will be rotated to 90◦. The
polarizing beamsplitters will then reflect it with unit probability, leading to
a deterministic outcome.

Fig. 7.16. Schematic diagram of a QKD system in polarization modulation

7.4.2 Phase Modulation

Another way of realizing discrete-variable qubits is to modulate the phase of
photons which was first mentioned by Bennett. Fig.7.17 shows a schematic
diagram of phase modulation. It consists of two symmetric couplers, the
equivalent of beamsplitters, connected to each other, with one phase modu-
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lator in each arm. Laser pulses are produced by laser diode (LD), and then
sent into the coupler after they are attenuated into single photon level on
average. The coupler divides one pulse into two equivalent pulses, phases of
which are modulated by adding ϕA and ϕB , respectively. After they go into
the second coupler, interference will occur giving the result.

Fig. 7.17. Schematic diagram of a QKD system in phase modulation

Before considering the application of phase modulation qubits in the quan-
tum private communication, let us briefly recall some basic principles of inter-
ference with two continuous and classical light beams, which have the same
intensity and polarization. Assume that two light beams are

E1 = Ae−iϕ1 , E2 = Ae−iϕ2 . (7.4.3)

Then, the superposition is

E = A(e−iϕ1 + e−iϕ2) = 2Ae−
i
2 (ϕ1+ϕ2) cos

(ϕ1 − ϕ2)
2

, (7.4.4)

and the intensity is

I = 4A2 cos2
(ϕ1 − ϕ2)

2
. (7.4.5)

Taking into account the π/2 phase shift experienced upon reflection at a
beamsplitters, the effect of the phase modulators ϕA and ϕB , and the path
length difference ΔL, the final phase difference in the output port labeled
“0” is given by

Δϕ = ϕ1 − ϕ2 = ϕA − ϕB + kΔL, (7.4.6)

where k is the wave number. When Δϕ =
π

2
+ nπ, n is an integer, the

intensity registered in port “0” reaches a minimum and all the light exits in
port “1”. When Δϕ = nπ, the situation is reversed. Although we discussed
the interference based on classical light, it works exactly the same when
a single photon is pumped. The output probability from one port can be
changed by varying the single photon’s phase.

As an example, the implementation of the BB84 protocol using a phase
modulation is analyzed. In this scheme, Alice’s setup consists of the source,
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first coupler, and first phase modulator, while Bob takes the second modu-
lator and coupler, as well as two detectors. Alice applies one of four possible
phase shifts (0, π/2, π, 3π/2) to modulate a qubit. Bob can perform a basis
choice by randomly applying a phase shift of 0 or π/2. When they use compat-
ible bases, they obtain deterministic results; when the bases are incompatible,
the photon chooses randomly which port it takes at Bob’s coupler.

All the discussion above is based on that the coherence length of light used
is larger than the path mismatch. However, this condition is hardly satisfied
when the quantum channel is longer than tens of kilometers. Hence the double
Mach-Zehnder implementation and pug-play system are presented, which are
demonstrated in the following sections.

7.4.3 Frequency Modulation

The discrete-variable qubits can also be encoded via the frequency modu-
lation, in theory, using a superposition of frequency states, which could be
easily realized in atomic physics where different energy levels are used. How-
ever, the superposition of two basic states is difficult to achieve with photons.
Until now, there is still no good experiment demonstrating this kind of mod-
ulations.

7.5 QKD with Single Photon Signal

Main components for implementing a quantum private communication sys-
tem which bases on single photon signal have been presented in the previous
sections. Now, we move on to describe the basic principles and physical imple-
mentations of the integrated system for the quantum private communication
using these components. As described in previous chapters, a private commu-
nication is employed to guarantee the confidentiality and authentication of
transmitted message. While the confidentiality and authentication are associ-
ated with the keys. Accordingly, this section demonstrates how to physically
implement the well-known QKD scheme whose basic principles have been
described in Chapter 4.

The QKD invented firstly by Bennett and Brassard in 1984, is a method
for creating shared, assuredly secret, cryptographic key data over unsecured
optical links. Its security is guaranteed by the fundamental quantum property
of light rather than by physical barriers to interception or by computational
complexity. The indivisibility of single photons defeats simple beam splitter
attacks. More sophisticated attacks that attempt to read and replace (also
called intercept and resend) the photons with identical copies are thwarted
by suitable quantum laws such as Heisenberg Uncertainty Principle, quan-
tum no-cloning theorem, or correlation of entanglement. Many works have
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demonstrated the feasibility of experimental implementations of QKD using
the faint laser pulse transmitted through free space or through optical fiber.
Generally, there are two kinds of ways for the technical implementation on
the QKD system, i.e., two-way QKD and one-way QKD. This section demon-
strates these implementations for QKD classed by various types of set-ups.

7.5.1 QKD in Optical Fiber

In the case of transmission through optical fiber, information has been
encoded in either the polarization states of photons or in the relative phase
between two amplitude packets produced by splitting each light pulse and
delaying one portion before sending it onto the transmission line. Since
installed telecom fiber generally does not preserve the polarization state and
has optical properties that can vary in time, both the polarization and phase
encoding schemes require compensation for optical path fluctuations in order
to permit reliable decoding of the information.

1) Two-way QKD

An approach invented by Martinelli in 1989 permits automatic, passive
compensation for the polarization-transforming effect of the fiber [?]. In this
invention, the emitted light from a laser transmits down a fiber, then it passes
through a 45◦ Faraday rotator. After that, the light reflects from a mirror,
passes through the Faraday rotator a second time, and returns through the
fiber. With such an arrangement, the polarization state of the light returning
to the input end of the fiber is always orthogonal to the polarization state
of the input light, independent of the polarization transformation induced
by the fiber. This effect is referred to as Faraday orthoconjugation. Fig.7.18
shows evolution of polarization state of a light pulse represented on Poincaré
sphere over a round trip propagation along an optical fiber terminated by a
mirror-Faraday rotator.

Fig. 7.18. Evolution of polarization state of a light pulse on Poincaré sphere
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The input polarization state is moved forward by the total birefringence
of the fiber. It must be noted that the path on the Poincaré sphere represents
the equivalent birefringence of the fiber length, not the actual evolution of
the state of polarization (SOP) along the circuit. The Faraday rotator rotates
the azimuth of the light SOP coming from the fiber by 45◦ and rotates again
the light reflected from the mirror by the same amount and in the same
direction. After the two passes across the Faraday rotator and the reflection
at the mirror, the SOP of the light launched into the fiber is orthogonal
with respect to the output SOP. The birefringence of the fiber now acts on
the optical beam to give an output SOP that is orthogonal with the input
one. This relation holds for every input SOP and independently from the
magnitude and the axes’ orientation of the reciprocal birefringence, linear
or circular, present along the optical circuit. This autocompensation effect
will correct for time-varying changes in the optical path provided that the
variations are slow compared to the time required for light to make a round
trip through the fiber.

As an example, we describe the setup presented in 2002 by Gisin and his
coworkers. This is an auto-compensating plug-play system [?], where the key
is encoded in the phase between two pulses traveling from Bob to Alice and
back as shown in Fig.7.19. A strong laser pulse at 1550 nm emitted at Bob
is separated at a first 50/50 beamsplitter (BS). The two pulses impinge on
the input ports of a polarization beamsplitter (PBS), after having travelled
through a short arm and a long arm, including a phase modulator PMB and a
50 ns delay line (DL), respectively. All fibers and optical elements at Bob are
polarization maintaining. The linear polarization is turned by 90◦ in the short
arm, therefore the two pulses exit Bob’s setup by the same port of PBS. The
pulses travel down to Alice, are reflected on a Faraday mirror, attenuated and
come back orthogonally polarized. In turn, both pulses now take the other
path at Bob and arrive at the same time at BS where they interfere. Then,
they are detected either in SPD1, or after passing through the circulator in
SPD2, where SPD denotes a single photon detector. Since the two pulses

Fig. 7.19. Schematic of the plug-play prototype
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take the same path, inside Bob in reversed order, this interferometer is auto-
compensated. To implement the BB84 protocol, Alice applies a phase shift
of 0 or π and π/2 or 3π/2 on the second pulse with PMA. Bob chooses the
measurement basis by applying a 0 or π/2 shift on the first pulse on its way
back.

Because of the intrinsically bidirectional nature of this system, great
attention must be paid to Rayleigh backscattering. Although it completely
solves the problem of Rayleigh backscattering by adding a delay line in
Alice’s setup and storing these pulse trains, this scheme has the disadvantage
of reducing the effective repetition frequency. Another drawback is that this
configuration is more sensitive to Trojan horse strategies.

2) One-way QKD

In the absence of the quantum repeater which could regenerate a mod-
ulated photon, photon loss in the fiber limits the maximum distance over
which quantum cryptography may be applied. As the fiber length increases,
the signal rate falls to a value approaching that of the intrinsic error rate of
the receiver’s equipment. Eventually, this results in the quantum bit error
rate exceeding the threshold for privacy amplification, preventing a secure
key from being formed. The fact that the pulses travel along a round trip
implies that losses are doubled, yielding a reduced counting rate. Hence,
another design based on two Mach-Zehnder (MZ) interferometers was first
proposed by Bennett in which both paths are multiplexed onto a single fiber.
Alice and Bob have identical, unequal-arm MZ interferometers with a short
path and a long path, with one output port of Alice’s interferometer coupled
to one of the input ports of Bob’s. The difference of the light travel times
between the long and short paths, ΔT , is much larger than the coherence
time of the light source, so there can be no interference within each small
interferometer. However, interference can occur within the coupled system. A
photon injected into one of the input ports of Alice’s interferometer therefore
has a 50% probability of entering Bob’s interferometer, in a wave packet that
is a coherent superposition of two pieces that are separated in time by ΔT ,
corresponding to one amplitude for it to have taken the short path, and a
delayed amplitude which took the long path. On entering Bob’s interferome-
ter each component of the wave packet is again split into a short component
and a long component, so that at each output port there are three time
windows in which the photon may arrive. The first of these prompt corre-
sponds to the short-short propagation amplitude, which is followed after a
delay of ΔT by the central component comprising the short-long and long-
short amplitudes. Finally, after a further time ΔT , the delayed time window
corresponds to the long-long amplitude.

In 2000, Hughes and other researchers at Los Alamos National Laboratory
constructed an optical fiber version of this time-multiplexed interferometer
in which each of Alice’s and Bob’s interferometers are built from two 50/50
fiber couplers [?]. The output fiber legs from the first coupler convey the
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photons to the input legs of the second coupler via a long fiber path or a
short path (ΔT is about 5 ns). One of the output legs of Alice’s interferome-
ter is connected by a 48 km long underground optical fiber network path to
one of the input legs of Bob’s interferometer. Fig.7.20 shows the schematic
representation of this set-up. Photons emerge from Alice’s interferometer are
conveyed through fiber jumpers to the underground fiber network and back
to Bob’s interferometer. The total travel time over the underground link is
about 225 μs, with 22.9 dB of attenuation owing to the fiber’s 0.3 dB/km
attenuation and seven connections along the path. Finally, photons emerge
from the output legs of Bob’s interferometer into fiber pigtailed, cooled
InGaAs APD detectors.

Fig. 7.20. Schematic representation of 48 km quantum cryptography experiment

The main difficulty associated with this kind of schemes is that the imbal-
ance between Alice’s and Bob’s interferometers must be kept stable within a
fraction of the wavelength of the photons during a key exchange to maintain
correct phase relations. This implies that interferometers must lie in contain-
ers whose temperature is stabilized. In addition, for long key exchanges an
active system is necessary to compensate the drift.

7.5.2 QKD in Free Space

In the case of transmission through free space, the polarization states of
photon have been used to conveniently encode information, since they do not
change significantly in transit. It may of course sound difficult to detect single
photons against background light, but the first experiment demonstrated the
possibility of free space QKD in 1991 [?]. Before quantum repeaters become
available and allow to overcome the distance limitation of fiber based QKD,
free space systems seem to offer the only possibility for QKD over distances of
thousands kilometers. The systems developed for free space applications are
actually very similar to the one for optical fiber. The main difference is that
the emitter and receiver are connected to telescopes pointing at each other,
instead of an optical fiber. The contribution of background light to errors
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can be maintained at a reasonable level by using a combination of timing
discrimination, spectral filtering, and spatial filtering.

Here we describe a free space quantum cryptography system presented
in 1998 [?]. The system is simply based on the B92 protocol operating at
a variety of average photon numbers per pulse as low as μ < 0.1. Fig.7.21
shows overview of the experiment setup.

Fig. 7.21. Schematic of QKD experiment configuration in free space

In this setup, the transmitter in the experiment includes a pulsed laser
source which is centered at 772 nm, a 2.5 nm bandwidth filter, a variable
attenuator, a polarizing beam splitter (PBS), a pockels cell and a beam
expander. When QKD system starts, the laser source produces light pulses
at a rate previously agreed on. Each pulse is launched into PBS through the
filter after being attenuated to an average of less than one photon with the
pulse width is approximately 1ns. Then the photon is polarized by PBS in
the 0 direction. The pockels cell is controlled under the voltage generated by
a white noise source to choose either passing the light unchanged or chang-
ing it to π/4 direction. The receiver in the experiment consists of a 8.9 cm
cassegrain telescope, a 50/50 beam splitter, a bunch of retarder, two PBS
and two single photon counting module (SPCM). When the transmitting sig-
nal comes, the 50/50 BS randomly directs arriving photons into either of two
distinct optical paths. The upper path contained a quarter-wave retarder and
a half-wave retarder followed by a PBS to receive the 0 direction polarization
photons; the lower path contained a half-wave retarder followed by a PBS
to receive π/4 direction polarization photons. Since the splitting of incoming
photons to the two analyzers by the beamsplitter is truly random, no other
random number sequence for basis choosing is required on the receiver side.
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This QKD system was operated over 950 m free space under nighttime
conditions with both transmitter and receiver located in the same place to
simplify the experiment, which is achieved by reflecting the emitted beam by
a mirror at the halfway of the transmission line. When the repletion rate is 20
kHz with an average photon number 0.1 per pulse, the bit rate in agreement
is about 50 Hz and the bit error rate is about 1.5%.

Since influence of turbulence in the the free space is mainly happened
in the lowest 2 km of the atmosphere, this experiment shows that a QKD
system between ground and satellite is possible on nighttime orbits. When
the satellite is passing upon a ground station, they could generate thousands
of raw key bits which could later be used to produce a shorter safety key
stream by error correction and privacy amplification. Actually, this experi-
ment has activated some further implementations of the QKD system in the
free space. Currently, the space-based quantum private communication has
become possible. This notion will be discussed in Chapter 9.

7.6 QKD with Entangled Photon Pairs

The EPR protocol was first proposed by Ekert in 1991 [?]. Since this protocol
employs the well-known EPR entanglement pair, it is called the EPR proto-
col. However, it has been proven that the BB84 protocol and EPR protocol
are equal cryptographically [?]. Thus, the EPR protocol can be regarded as
a physical implementation of the BB84 protocol using two-particle EPR en-
tangled pair. As the BB84 protocol and B92 protocol, there are also four
stages in the EPR protocol. These stages are the quantum coding, quantum
transmission, eavesdropping detection, and key distillation as described in
Chapter 4.

To implement the BB84 protocol using entangled photon pairs, i.e., the
EPR protocol, entangled photon pairs should be prepared before the crypto-
graphic protocol is performed. Theoretically, Alice prepares n identical EPR
pairs |Φ+〉, and then she keeps one particle and sends another to Bob via a
quantum channel. According to physical properties of entanglement states,
even if two particles are away from each other the correlation between two
particles is still remained until one particle is measured. After these opera-
tions Alice and Bob share respectively one particle for each entangled pair.
In experiment, the parametric down-conversion technique can be employed.
As described in Section 7.1.5, when a laser pump beam is incident upon a
nonlinear crystal, pairs of photons that satisfy the type II phase-matching
conditions, which is described in Eq.(7.1.14), are emitted. The emitted fluo-
rescence photons with ordinary and extraordinary polarization are entangled.
For convenience, generated two photons are always called signal photon and
idler photon. They can be employed for the the EPR protocol.

An preliminary experiment for the EPR protocol based on two-photon
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interferometry was presented in 1991 [?]. The scheme of the apparatus is
shown in Fig.7.22. In this setup, a parametric down-conversion source is
pumped by a monochromatic short-wavelength laser of frequency 2ω0 with
λ0 = 441.6 nm. Signal and idler photons are emitted in a broadband cone
behind the crystal with pairs satisfying energy and momentum conservation,
i.e., satisfying Eq.(7.1.14). Photon pairs are selected by placing apertures
in the down-converted cone satisfying the phase-matching conditions in the
crystal. Signal and idler photons are launched into separate fiber-optic cables
and propagate to remote Mach-Zehnder interferometers. Each interferometer
contains a short and longer path with the difference in transit time over the
two paths denoted ΔT (1 ns in the experiment). Signal photon detectors
labeled S1 and S0 and idler detectors labeled I1 and I0 view the four Mach-
Zehnder outputs.

Fig. 7.22. Scheme of QKD using entangled photon pairs

Two legitimate users Alice and Bob of the two distant interferometers, set
up the local parameters randomly and independently for each incoming pho-
ton. Alice chooses randomly between φs = 0 and φs = π/2, and Bob chooses
randomly between φi = 0 and φi = −π/2, where subscripts s and i refer
to the signal and idle photons, respectively. This corresponds to the coding
stage in the common QKD scheme. According to the correlation of the EPR
pair, Alice’s encoded qubit is transmitted instantaneously into Bob’s photon
once Alice measure her photon. Thus the second stage, i.e., the quantum
transmission of the encoded qubit, is finished instantaneously with the first
stage.

Let φs and φi are phase shifts of the signal mode and idler mode, the
sum of these parameters result in a nonlocal character of correlation between
the photocounts in the two distant interferometers. If φs + φi = 0 there is a
perfect correlation between photocounts in the two distant interferometers,
otherwise, no correlation exists between these photocounts. This property is
utilized to detect the eavesdropping.

After having finished the above stages, Alice and Bob reveal publicly the
setting of their local parameters, but not which detector registered a pho-
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ton. They then agree to discard all instances in which φs + φi �= 0, as well
as instances in which one or both detectors failed to register a photon due
to imperfect quantum efficiency. The remaining instances ought to refer to
perfectly correlated photoncounts, φs + φi = 0. To verify that this is so,
Alice and Bob publicly compare the results of the photocounts on a suffi-
ciently large random subset of the undiscarded instances. If they find that
the tested subset is indeed perfectly correlated, they can infer that the
remaining untested subset is also perfectly correlated. This finishes the third
stage, i.e., the eavesdropping detection stage. These remaining subsets are
employed to distribute a raw key. With the key distillation techniques, i.e.,
the key reconciliation and privacy amplification, the final key is obtained.

In the presented experiment, one beam is propagated over 170 m through
a multi-mode optical fiber before the interferometer, but here the measured
correlation coefficient was low, partly due to poor time resolution in the
detectors. The bit error rate reaches 5 × 10−2, and the communication loss
is as low as 0.17 dB. Clearly, these parameters are not practical since it
is a preliminary experiment. Subsequently, many experiments based on the
entangled photon pair have been performed, and now this technique has
entered gradually the practical era.

7.7 Secret Sharing with Single photon Signal

The secret sharing is an important component in the cryptology and pri-
vate communication [?], it is useful especially in the distributed network and
multiparty computation. The secret sharing scheme is referred to method for
distributing a secret amongst a group of participants, each of which is allo-
cated a share of the secret. The secret can be reconstructed only when the
shares are combined together; individual shares are of no use on their own.
More formally, in a secret sharing scheme there is one dealer and n players.
The dealer gives a secret to the players, but only when specific conditions
are fulfilled. The dealer accomplishes this by giving each player a share in
such a way that any group of t (for threshold) or more players can together
reconstruct the secret but no group of fewer than t players can. Such a system
is called a (t, n)-threshold scheme. In Shannon information theory, a secret
sharing scheme should satisfies⎧⎨⎩H(S|s1, s2, . . . , st) = 0,

H(S|s1, s2, . . . , sk) = H(S),
(7.7.1)

where S denote the secret, si denotes a share of the secret S, i = 1, 2, . . . , n
and 1 ≤ k ≤ t− 1.

The quantum secret sharing is a special kind of secret sharing which is
implemented using quantum laws, e.g., using properties of the Greenberger-
Horne-Zeilinger (GHZ) state [?]. By far, generally theories for the quantum
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secret sharing have been presented in Refs.[32 – 34]. Usually, the quantum
secret sharing is regarded as an expansion of the “traditional” QKD to more
than two parties. As an example, an (3,3)-quantum secret sharing scheme
designed using properties of the GHZ state [?] is briefly introduced in the
follows. In this scenario, a sender, usually called Trent, distributes a secret
key to two other parties, Alice and Bob, in a way that neither Alice nor
Bob alone have any information about the key, but that together they have
full information. Moreover, an eavesdropper trying to get some information
about the key creates errors in the transmission data and thus reveals him
presence. The motivation for secret sharing is to guarantee that Alice and
Bob must cooperate in order to do some task, one might think for instance
of accessing classified information.

Properties of the GHZ state has been described in Section 3.5.2. Making
use of these properties of the GHZ state, the (3,3)-quantum secret sharing
scheme executes the following steps.

Step1: GHZ particles distribution. Trent prepares a sequence of GHZ
triplet states and then sends two particles of each GHZ state to Alice and
Bob, respectively, so that each participant holds one particle for a GHZ triplet
state.

Step2: Random measurement. The participants construct two measure-
ment bases {|x+〉, |x−〉} and {|y+〉, |y−〉} which are along x direction or y
direction, respectively. Making use of these measurement bases, Trent, Alice,
and Bob randomly measure their GHZ particles using one of these measure-
ment bases. Then, Alice and Bob tell Trent their adopted measurement bases
but not the measurement results, i.e., bits values.

Step 3: Comparison operations. Trent compares their measurement bases.
When their measurement bases for the same GHZ triplet state are along
the same direction, e.g., the x direction, participants keep the measurement
results, since in this case the results are correlated according to Table 3.2.
Otherwise, they discard the measurement results.

Step 4: Eavesdropping detection. Making use of the correlation illustrated
in Table 3.2, the participants check the eavesdropping. The way is similar to
that used in the two-party QKD scheme.

Step 5: Now the participants, i.e., Trent, Alice, and Bob, enter the error-
correction and privacy amplification procedures, which have been described
in Chapter 4.

Clearly, the (3,3)-quantum secret sharing is very similar to the two-party
QKD scheme which have been described in previous. Thus the security can
be analyzed using the same way as that in the QKD scheme.

This scheme has been implemented experimentally based on energy-time
entanglement shown in Fig.7.23 [?]. In this experiment, 600 ps full width at
half maximum (FWHM) laser pulses with 655 nm wavelength at a repeti-
tion frequency of 80 MHz are emitted from a pulsed diode laser (DL). After
passing a polarizing beamsplitter (PBS) serving as optical isolator, the pump
is focused into a single mode fiber and guided into a fiber-optical Michelson
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interferometer (MI) made of a 3 dB fiber coupler and chemically deposited
silver end mirrors. The path-length difference corresponds to a difference of
travel time of about 1.2 ns, splitting the pump pulse into two well separated
pulses. To change the phase difference, the fiber of the long arm by means of
a piezo-electric actuator is elongated. Three polarization controllers are
employed to control the evolution of the polarization state within the different
parts of the interferometer. Finally, the horizontally polarized light leaving
the interferometer by the second output fiber is focused into a 4 × 3 × 12
mm KNBO3 crystal, cut and oriented in order to ensure colinear, degen-
erate phasematching, hence creating photon pairs at 1310 nm wavelength.
Behind the crystal, the red pump light is absorbed by a filter, and the pho-
ton pairs are focused into a fiber coupler, separating them in half of the
cases. The average pump power before the crystal is about 1 mW, and the
energy per pulse is about 6 pJ. To characterize the performance of the source,
the coupler’s output fibers are connected to single-photon counters operated
in Geiger-mode, i.e., APD (denoted using symbol “D” in the figure). The
down-converted photons are finally guided into fiber optical Michelson inter-
ferometers, located at Alice’s and Bob’s, respectively. The interferometers,
consisting of a 3 dB fiber coupler and Faraday mirrors.

Fig. 7.23. Experimental principle setup for quantum secret sharing using energy-
time entangled states

With the setup presented in Fig.7.23, a pseudo-GHZ state is prepared.
The state may be denoted as

|ψ〉 =
1√
2

(
|lt〉, |sa〉|sb〉+ ei(α+β+γ)|st〉, |la〉|lb〉

)
, (7.7.2)
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where α, β, γ are phases in the different interferometers, the subscripts t, a, b
are referred to the participants Trent, Alice and Bob, respectively, and l, s
imply the long and short arms, respectively. After the pseudo-GHZ state
has been prepared, remainder operations, which should follow steps in the
involved (3,3)-quantum secret sharing scheme, are similar to the QKD
scheme.
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8 Private Communication Using Continuous
Variable Signal

This chapter introduces how to implement the quantum private communi-
cation using continuous variable signals. Key components for the private
communication system including continuous variable signal sources, quan-
tum modulation, quantum signal transmission and detection are described.
Then, typical ways for protecting confidentiality and authentication with the
coherent state and squeezed state are presented.

The previous chapter has presented a way of implementing the quan-
tum private communication using single photon signals. In principle, the
single photon signal is an excellent quantum signal for the quantum private
communication system, especially for the quantum key distribution (QKD).
However, difficulties of generating a single photon signal limit its technical
implementations and practical applications. This motivates investigations on
using few-photon quantum signals for private communications. Two typical
quantum signals which are suitable for this scenario are the coherent state
and squeezed state. Such a kind of quantum signals is weak comparing to the
classic optical signal used in the optical telecommunication, but it is more
powerful than the single photon signal. Therefore, they may be called weak
quantum signals which are different from the dim (or faint) laser pulse quan-
tum signal described in Chapter 7. As presented in Chapter 2, the coherent
state and squeezed state are often described using quadrature variables, i.e.,
the quadrature “position” X and “momentum” P . These quadrature vari-
ables are associated with physical variables, which satisfy the uncertainty
principle, for the coherent state and squeezed state. Since spectra of the vari-
ables X and P are continuous, they are continuous variables according to the
definition in Section 1.6. Accordingly, the coherent state and squeezed state
signals are often called continuous variable signals. This chapter introduces
how to implement the quantum private communication with continuous vari-
able signals.

The arrangement of this chapter is similar to Chapter 7. Firstly, the con-
tinuous variable signals including the coherent state and squeezed state are
described following Chapter 2, and key components for the private communi-
cation system are discussed. Then, typical ways for protecting confidentiality
and authentication with the continuous variable signals are presented.
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8.1 Continuous Variable Signal

Before addressing characteristics of the quantum private communication sys-
tem, key components including continuous variable signal sources, quan-
tum modulation, quantum signal transmission, and quantum signal detec-
tion should be described. Of these components, the first issue is associated
with properties of continuous variable signals. To carry encoded information,
two kinds of quantum signals are often employed in this scenario. One is the
coherent state signal and the other is the squeezed state signal.

8.1.1 Coherent State Signal

In quantum mechanics a coherent state is a specific quantum state of the
quantum harmonic oscillator whose dynamics most closely resemble the
oscillating behavior of a classical harmonic oscillator system. A coherent state
has an indefinite number of photons which allows it to have a more precisely
defined phase than a number state where the phase is completely random.
The product of the uncertainty in amplitude and phase for a coherent state
is the minimum constrained by the uncertainty principle [?, ?].

Theoretically, the coherent state can be generated with a so-called unitary
displacement operator defined by

D̂(α) = eαâ
†−α∗â, (8.1.1)

where α is an arbitrary complex number and α∗ is its conjugate. Using the
operator theory presented in Chapter 2, one has

eA+B = eAeBe
−[A,B]

2 ,

with the condition,
[A, [A,B]] = [B, [A,B]] = 0.

Consequently, one may rewrite the operator as

D̂(α) = e
−|α|2

2 eαâ
†
e−α

∗â,

where Eq.(2.3.43) is exploited in derivation. With simple calculation one finds
that the operator D̂(α) has following properties,⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

D̂†(α) = D̂−1(α) = D(−α),

D̂†(α)âD̂(α) = â+ α,

D̂†(α)â†D̂(α) = â† + α∗,

D̂(α+ β) = D̂(α)D̂(β)e−iIm{αβ∗},

(8.1.2)
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where i denotes the imaginary unit, β is an arbitrary complex number, Im{C}
denotes the imaginary part of the complex number C, â and â† are annihi-
lation operator and creation operator, respectively. Then, the coherent state
|α〉 is generated by operating with D̂(α) on the vacuum state |0〉,

|α〉 = D̂(α)|0〉. (8.1.3)

Simple calculation gives

D̂†(α)â|α〉 = D†(α)âD̂(α)|0〉 = (â+ α)|0〉 = α|0〉. (8.1.4)

Multiplying both sides by D̂(α) yields an eigenvalue equation,

â|α〉 = α|α〉. (8.1.5)

Thus, the coherent state is also defined as an eigenstate of the annihilation
operator â. Since â is non-Hermitian operator its eigenvalue α is complex.
As mentioned in above, the coherent state contains an indefinite number of
photons. This may be apparent by expanding the coherent state expressed
in Eq.(8.1.3) in the number-state basis, i.e., the Fock states basis [?],

|α〉 = exp[αâ† − α∗â]|0〉

= e
−|α|2

2 eαâ
†
e−α

∗â|0〉

= e
−|α|2

2 eαâ
† |0〉

= e
−|α|2

2

∞∑
n=0

αn(â†)n

n!
|0〉.

Using the relationship for the Fock state,

(â†)n|0〉 =
√
n!|n〉,

the coherent state is expressed as

|α〉 = e
−|α|2

2

∞∑
n=0

αn√
n!
|n〉. (8.1.6)

The probability distribution of photons in a coherent state satisfies the
Poisson distribution,

P (n) = |〈n|α〉|2 =
|α|2ne−|α|2

n!
,

where |α|2 is the mean number of photons since 〈n〉 = 〈α|â†â|α〉 = |α|2.
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The scalar product of two coherent states is 〈β|α〉 = 〈0|D̂†(β)D̂(α)|0〉.
Using Eq.(8.1.6) one obtains

〈β|α〉 = exp
[
−1

2
(|α|2 + |β|2) + αβ∗

]
. (8.1.7)

The absolute magnitude of the scalar product is

|〈β|α〉|2 = exp
[
−(|α− β|)2

]
. (8.1.8)

This implies that two coherent states are approximately orthogonal within
the limitation |α−β| # 1. Accordingly, all coherent states form a continuum
state space.

Combining Eq.(8.1.6) gives

1
π

∫
∞
|α〉〈α|d2α =

1
π

∫
∞

e−|α|2
∞∑
m=0

αm√
m!

∞∑
n=0

(α∗)n√
n!
|m〉〈n|d2α.

With the following well-known relationship,

1
π

∫
∞
αmα∗ne−[β|α|2]d2α =

m!
βm+1

δmn α ∈ C,

one obtains
1
π

∫
∞
|α〉〈α|d2α =

∞∑
n=0

|n〉〈n| = I. (8.1.9)

This expression forms the completeness relationship of the coherent state
space.

As described in Chapter 2, a field is always described using quadrature
variablesX and P . Introducing two operatorsX and P defined in Eq.(2.3.42)
which correspond to variables of the quadrature position and quadrature
momentum, respectively, the coherent state |α〉 satisfies 〈X〉 = Re{α} and
〈P̂ 〉 = Im{α}, where Re{α} and Im{α} denote the real part and imaginary
part of α. According to the definition of variances, one has

〈ΔX2〉 = 〈X2〉 − (〈X〉)2

= 〈α|
(
â† + â

2

)2

|α〉 −
(
〈α| â

† + â

2
|α〉
)2

.

Making use of the commutation relation in Eq.(2.3.43) gives

〈ΔX2〉 =
1
4
. (8.1.10)

Similarly, one may obtain 〈ΔP 2〉 = 1/4. Consequently, the corresponding
uncertainty principle is

〈ΔX2〉〈ΔP 2〉 = 1/16, (8.1.11)
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and 〈ΔX2〉 = 〈ΔP 2〉. This means the coherent state |α〉 has the mean com-
plex amplitude α and it is a minimum uncertainty state for two quadrature
variables X and P .

A coherent state is often represented intuitionally using an “error circle”
in a complex amplitude plane plotted in Fig.8.1 with labels X and P . In
this figure, P (x) and P (p) denote distributions for x and p, respectively. The
center of the error circle lies at 〈X+iP 〉 and the radius 〈ΔX2〉 = 〈ΔP 2〉 = 1/4
accounts for uncertainties in X and P . Subsequently, a coherent state is often
denoted using |x+ ip〉 with Eqs.(8.1.10) and (8.1.11).

Fig. 8.1. Uncertainty for a coherent state in phase space

In the classic optics, the optical light is thought of as an electromagnetic
wave radiating from a source. Often, coherent laser light is thought of as
light that is emitted by many such sources that are in phase [?]. Actually,
the picture of one photon being in-phase with another is not valid in quantum
theory. Laser radiation is produced in a resonant cavity where the resonant
frequency of the cavity is the same as the frequency associated with the
atomic transitions providing energy flow into the field. As energy in the res-
onant mode builds up, the probability for stimulated emission, in that mode
only, increases. That is a positive feedback loop in which the amplitude in
the resonant mode increases exponentially until some nonlinear effects limit
it. As a counter-example, a light bulb radiates light in a continuum of modes,
and there is nothing that selects any one mode over the others. The emis-
sion process is highly random in space and time (e.g., thermal light). In a
laser, however, light is emitted in a resonant mode, and that mode is highly
coherent. Thus, laser light is idealized as a coherent state. The coherent states
have a physical significance in that the field generated by a highly stabilized
laser operation well above a threshold is a coherent state. Thus a coherent
state is very easy to implement physically in experiment. As an example,
the well-known distributed feed back (DFB) laser outputs directly coherent
state.

In practice, the so-called Gaussian-shaped coherent state is needed in
many scenarios. A coherent state is said to be Gaussian state if its Wigner
function is a Gaussian function. The Wigner function is a generating func-
tion for all spatial autocorrelation functions of a given quantum-mechanical
wavefunction ψ(x). Mathematically, the Wigner function is a special type of



264 8 Private Communication Using Continuous Variable Signal

quasi-probability distribution. The Wigner distribution P (x, p) is defined as

P (x, p) =
1
π�

∫ +∞

−∞
ψ∗(x+ y)ψ(x − y)e2ipy/�dy. (8.1.12)

Making use of the Winger function, one may obtain a Gaussian distribution
in the basis of eigenstate of X and P as follows,⎧⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎩

〈X |α〉 =
1

4

√
2π〈ΔX2〉

exp
{
− (x− 〈X〉)2 + i〈X〉〈P 〉

4〈ΔX2〉
+

i〈P 〉x
2〈ΔX2〉

}
,

〈P |α〉 =
1

4
√

2π〈ΔP 2〉
exp
{
− (p− 〈P 〉)2 + i〈X〉〈P 〉

4〈ΔP 2〉
+

i〈X〉p
2〈ΔP 2〉

}
.

8.1.2 Squeezed State Signal

A squeezed coherent state, briefly called squeezed state, is any state of the
Hilbert space such that the uncertainty principle is satisfied. Generally, a
coherent state is a particular state with equal noise in both quadratures X
and P . While a squeezed state may have less noise in one quadrature than
the other with two quadratures still satisfying the requirement of a mini-
mum uncertainty principle. There is obviously a whole family of minimum
uncertainty states defined by

〈ΔX2〉〈ΔP 2〉 = 1/16. (8.1.13)

If one plots ΔX against ΔP the minimum uncertainty state lies on a
hyperbola shown in Fig.8.2(a), only points lying to the right of this hyperbola
correspond to physical states. The coherent state is a special case of a more
general class of states which may have reduced uncertainty in one quadra-
ture at the expense of increased uncertainty in the other (ΔX < 1/4 < ΔP ).
These states correspond to the shaded region in Fig.8.2(b).

Theoretically, squeezed states can be generated using a unitary squeeze
operator [?],

S(ζ) = exp
(

1
2
(ζ∗â2 − ζâ†2)

)
, (8.1.14)

where ζ = re2iφ and the squeeze operator obeys the following relations,

S†(ζ) = S−1(ζ) = S(−ζ), (8.1.15)

and has the following transformation properties,⎧⎪⎪⎪⎨⎪⎪⎪⎩
S†(ζ)âS(ζ) = â cosh r − â†e−2iφ sinh r,

S†(ζ)â†S(ζ) = â† cosh r − âe2iφ sinh r,

S†(ζ)(X + iP )S(ζ) = Xe−r + iP er.

(8.1.16)
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Fig. 8.2. Schematic of squeezed state

a) Squeezed state plotted in phase space. b) Plot of ΔX versus ΔP for minimum

uncertainty state.

The squeeze operator attenuates one component of the complex amplitude
and amplifies the other component. The degree of attenuation and amplifica-
tion is determined by r = |ζ| called squeezing factor. Physically, the squeezed
state |α, ζ〉 may be obtained by first squeezing the vacuum and then displac-
ing it, i.e.,

|α, ζ〉 = D(α)S(ζ)|0〉. (8.1.17)

Using quadrature variables X and P , a squeezed state has the following
expectation values and variances,⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩

〈X + iP 〉 = α,

ΔX =
1
2
e−r,

ΔP =
1
2
er.

(8.1.18)

Eq.(8.1.18) implies that the squeezed state has unequal uncertainties for X
and P as seen in the error ellipse shown in Fig.8.2. The principal axes of
the ellipse lie along X and P axes, and the principal radii are ΔX and
ΔP . Similarly, a squeezed state may be denoted |x + ip〉 with constraint of
Eq.(8.1.11) and ΔX �= 1/4.

Generally, there are several typical approaches for generating the squeezed
state. One is the so-called quadrature amplitude squeezed state and the other
is the photon number squeezed state. They can be prepared in free space and
in fiber.

In 1985, squeezed states of the electromagnetic field have been generated
using nondegenerated four-wave mixing with Na atoms in an optical cavity
[?]. The optical noise in the cavity, comprised of primarily vacuum fluctua-
tions and a small component of spontaneous emission from pumped Na atoms,
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is amplified in one quadrature of the optical field and deamplified in the other
quadrature. A schematic diagram of the experimental configuration is shown
in Fig.8.3. Here, a continuous wave single-mode ring dye laser pumps a beam
of Na atoms at the pump-cavity (PM1 and PM2) resonance frequency. The
pumped Na atoms generate four-wave-mixing gain in the squeezing cavity
(SM1 and SM2). A local oscillator beam is split off by BS1. The squeezed
cavity noise is detected with a balanced homodyne detector which will be
introduced in Section 8.3.3.

Fig. 8.3. A schematic diagram of the experimental configuration for squeezed state
by four-wave mixing

In 2002, the first demonstration on bright EPR beams with quantum
correlations between the quadrature phase and amplitude of the spatially
separated signal and idler beams have been generated experimentally [?].
This experiment used a continuous wave nondegenerate optical parametric
amplifier injected by seed waves with degenerate frequency but orthogonal
polarization. The correlation degree is directly inferred from the measured
quadrature-phase squeezing of the output vacuum squeezed-state light field
formed from superposition of the original signal and idler modes. The theo-
retical calculation and experimental measurements provide a reliable method
to confirm the quadrature phase-squeezing level below the vacuum level 5.4
dB.

In 1991, Rosenbluh’s group experimentally demonstrated the squeezing
of optical solitons in fiber, resulting in a photon-current noise power 1.7 dB
below the shot-noise limit over a broadband of frequencies [?]. The squeez-
ing is accomplished using the Kerr nonlinearity of a polarization-preserving
single-mode optical fiber at liquid-nitrogen temperature. The experimental
schematic is shown in Fig.8.4. In this experiment, 200 fs, 1550 nm light pulses
are injected from the right APM laser and are controlled in energy by a
polarizer P and wave plate WP. They are launched into both the ends of
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the PM fiber through BS2. A portion of the emerging pulse is picked off by
beam splitter BS1 to form the local oscillator. The mean-square fluctuations
in each quadrature of the squeezed vacuum pulse are measured via balanced
homodyne detection.

Fig. 8.4. A schematic diagram of experimental configuration for squeezed state
using Kerr nonlinearity

Fig.8.5 demonstrates an approach for generation of the photon number
squeezed state in fiber. Direct photon-number squeezing was demonstrated
in 1998 for the first time, in a nonlinear fiber-optic interferometer. Launching
126 fs solitons into a highly asymmetric sagnac loop, the maximum photocur-
rent noise reduction was 3.9 dB below shot noise. The loop is a model system
for squeezing generated by the interference of two pulses after nonlinear prop-
agation through a fiber.

Fig. 8.5. A schematic diagram of the experimental configuration for squeezed state
by asymmetric Sagnac loop
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8.2 Continuous Variable Signal Transmission

The previous sections have described how to generate the coherent state
and squeezed state quantum signal, and characteristics of these states are
presented. This section describes transmission characteristics of continuous
variable signals. Similar to the transmission of single photon signals, two sit-
uations for the transmission of continuous variable quantum signals are also
involved. One is the direct transmission which is suitable for short distance
quantum communications such as the local area network (LAN) or metropoli-
tan area network (WAN). Another is the long-distance transmission where
the quantum repeater is necessary.

The transmission mechanism of quantum signals in channels has been
described in Section 7.2. It shows that the decoherence changes the state of
the transmitted quantum signal and deteriorates on the transmission length.
Subsequently, errors are generated on the carried information in the quantum
signal.

The refraction phenomenon can be regarded as a kind of interactions
between the transmitted light signal and its environments. Therefore, influ-
ences of the refraction on quantum signals are described in the follows. As
described in Chapter 2, when the Hamiltonian operator is determined for
a quantum system, any physical variable of this system can be calculated.
Thus we first try to obtain the Hamiltonian operator of quantum signals in
a media. This can be done using the well-known Lagrange approach with the
Fermat principle. Consider that a light transmits in a media with refractive
index N(x, z). In this case, the Lagrange quantity is expressed by

L = N(x, z)
√

1 + x2. (8.2.1)

The Fermat principle is mathematically expressed by

δ

∫ z1
z0

L(x, ẋ; z) = 0, (8.2.2)

where ẋ denote the differentiation. Define a variable p as follows,

p =
L

ẋ
= Nẋ(1 + ẋ)

1
2 = N(x, z) sin θ, (8.2.3)

where N(x, z) sin θ denotes the X-direction cosine of light at a position (x, z).
Using the Legendre transformation, one obtains the classic Hamiltonian of
the involved light system,

Hc = −(N2 − p2)
1
2 . (8.2.4)

When the light is transmitted in a fiber, the parallel axis approximates is
suitable for the considered situation, thus one has

p2  N2. (8.2.5)
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In addition, N(x, y, z) = N0(1− Ñ(x, z)) with Ñ(x, z) 1. Then, the classic
Hamiltonian is rewritten as

Hc = −N0 +N0Ñ(x, z) +
p2

2N0
. (8.2.6)

For the kind of fibers with square-law refractive index, Ñ(x, y, z) = ηx2. In
this case, the classic Hamiltonian is expressed by

Hc = −N0 +N0ηx
2 +

p2

2N0
. (8.2.7)

By analogy with the classic Hamiltonian expressed in Eq.(8.2.7), the Hamilto-
nian operator (briefly, Hamiltonian) for the quantum signal light is expressed
by

H =
p̂2

2N0
+N0ηx̂

2 −N0, (8.2.8)

where x̂ and p̂ denote the position operator and momentum operator, respec-
tively. Define two quadratures X and P ,⎧⎪⎪⎨⎪⎪⎩

X =2
(

2ηN2
0

Δ2

) 1
4

x̂ =

√
2πωcN0

λ
x̂,

P =
(
2ηN2

0Δ2
) 1

4 p̂ =
√
ωcN0Δp̂.

(8.2.9)

One may easily check that [X,P ] = i. Subsequently, the Hamiltonian is
rewritten as

H = kωc(X2 + P 2)−N0, (8.2.10)

where k = 2π/λ, ωc = (2η)
1
2 .

After having obtained the Hamiltonian, transmission properties of the
quantum signal can be acquired using the Schrödinger equation or the mas-
ter equation. At the parallel axis approximates the stationary Schrödinger
equation in 2-dimension reads as

iλ
2π

ψ̃

z
=

[
−N0 +N0Ñ(x, z)− λ2

4π2N0

2

x2

]
ψ̃. (8.2.11)

Let ψ̃(x, z) = ψ(x, z) exp(2πiN0
λ
z), Eq.(8.2.11) is simplified as

iλ
2π

ψ

z
=

[
N0Ñ(x, z)− λ2

8π2N0

2

x2

]
ψ. (8.2.12)

In the kind of fibers with square-law refractive index, the stationary
Schrödinger equation reads as

iλ
2π

ψ

z
=

[
N0ηx

2 − λ2

8π2N0

2

x2

]
ψ. (8.2.13)
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Let ξ = (8π2ηN2
0 /λ

2)
1
4 x, ζ = (2π/λ)z, Eq.(8.2.13) is rewritten as

i
ψ(ξ, ζ)
ζ

=
λωc
4π

(
ξ2 −

2

ξ2

)
ψ(ξ, ζ). (8.2.14)

Let ψ(ξ, ζ) = φn(ξ) exp(−iΔωζ), an eigenequation is obtained, and its solu-
tions for the eigenstate and eigenvalue are given, respectively, by

φn(ξ) = PnHn(ξ) exp
(
−ξ

2

2

)
, (8.2.15)

and

ωn = ωc

(
n+

1
2

)
, n = 0, 1, 2, . . . , (8.2.16)

where Pn =
(√
π2nn!
)− 1

2 and Hn(ξ) is the Hermite polynomial. For conve-
nience, the Dirac symbol which is often employed in the quantum information
processing is adopted, then the eigenstate is denoted by

|n〉 = φn(ξ), (8.2.17)

and subsequently the state ψ(ξ, ζ) is denoted by

|ξ, ζ〉 = ψ(ξ, ζ) = |n〉 exp(−iΔωnζ). (8.2.18)

Let U(ζ0, ζ) be the transmission operator, using the Hamiltonian one gets,

U(ζ0, ζ) = exp [−iH(ζ − ζ0)] . (8.2.19)

Then the state of the quantum signal at the position (ξ, ζ) is given by

|ξ, ζ〉 = U(ζ0, ζ)|ξ0, ζ0〉 = exp{−iΔωn(ζ − ζ0)}|n, ζ0〉. (8.2.20)

Clearly, this is an oscillating solution since the decoherence is not included.
Easily, the state of single photon signal is easily given by

|ξ, ζ〉s =
(
2
√
π
)− 1

2 H1(ξ) exp
(
−ξ

2

2

)
exp{−iΔωc(ζ − ζ0)}|ζ0〉, (8.2.21)

and the coherent state is acquired using Eq.(8.1.6).
Transmission characteristics of continuous variable signals in optical fiber

and in free space is similar to situations of the single photon signal. Sub-
sequently, they have same transmission characteristics in a same physical
channel, e.g., the fiber. This has been presented in detail in Chapter 7, it
does not here repeat again. However, it is worth stressing the transmission
of the polarization-based encoding system. Currently, the standard optical
single-mode fiber is the most popular choice for fiber communication. It can
connect two arbitrary points, and can easily be extended to form networks.
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Moreover, it is deployed in most developed urban areas. The main disad-
vantage of optical fiber is its birefringence which will be described in Sec-
tion 9.2. The strong polarization dispersion made it hard to implement the
polarization-based encoding system. Also it has strong spectral dispersion,
which affects the high speed (10 GHz) QKD systems heavily [?] as the pulses
are broadened and overlap with each other. For this reason, the loss in fibers
(0.21 dB/km at 1550 nm) results in limitations on the longest distance that
a fiber-based QKD system can reach. The free space, however, is ideal for
the polarization-based encoding system. There is negligible dispersion on the
polarization and the frequency. However, the alignment of optical beams can
be challenging for long distances, particularly due to the atmospheric turbu-
lence. Notice that open-air QKD requires a direct line of sight between Alice
and Bob (unless some forms of mirrors are used). Buildings and mountains
are serious obstacles for the open-air QKD systems. The greatest motivation
for the open-air QKD scheme is the hope for ground-to-satellite and satellite-
to-satellite quantum communication. As there is negligible optical absorption
in the outer space, one may be able to achieve an inter-continental quantum
communication with the QKD in free-space. This will be described in the
next chapter.

8.3 Continuous Variable Signal Detection

As described in Chapter 7, both the optical signal and the carried quan-
tum state (qubit) must be detected in the quantum private communication
so that receivers can decode the transmitted information. Due to differences
of the single photon and continuous variable signals, these signals must be
detected in different ways. This section introduces several detection ways for
continuous variable signals, including direct intensity measurement, coherent
detection and standard homodyne detection. Finally, influences of imperfect-
ness on the homodyne detection are analyzed.

8.3.1 Direct Intensity Measurement

As it is well-known that the intensity measurement of optical signal is always
employed in the classical telecommunication system. Actually, this measure-
ment approach is suitable for both the classic communication and quantum
communication. Fig.8.6 shows a schematic diagram of the direct intensity
measurement of a light beam. The main devices in this diagram are the pho-
todetector, preamplify, oscilloscope, and spectrum analyzer. In this way, the
direct current (DC) component of the photon detector output is monitored
by an oscilloscope or a power meter. The output voltage is proportional to the
optical power of the light, which can also be measured by a power meter. The



272 8 Private Communication Using Continuous Variable Signal

alternating current (AC) component is measured by a spectrum analyzer.

Fig. 8.6. Schematic of direct intensity measurement

PD: photodetector; AMP: preamplify; CRO: oscilloscope; SA: spectrum analyzer

The photodetector is a main device in this detection system. Most pho-
todetectors work with the photoelectric effect which was discovered by Herz
in 1887 [?] and has become important for quantum mechanics since Einstein’s
works in 1905 [?]. In principle, the radiation ionizes a piece of photosensitive
materials and produces freely moving electrons. The photosensitive part of
the detector is a p-i-n structure, a sandwich of the p (positively) doped, i
(intrinsic), and n (negatively) doped semiconductor materials. Commonly, Si
or InGaAs are used where Si detects light out to a one-micrometer wavelength
and InGaAs operates in the range 1.0 to 1.1 micrometers. A bias voltage
(about 10 volts) is applied to drain majority carders (electrons in n and holes
in p) out of the intrinsic zone. In this depletion region an unstable situation
is created for minority carders. As soon as electron-hole pairs are presented
in the intrinsic zone, the bias voltage produces a current that is proportional
to the number of carders. As the avalanche photodiode, the light excites
electron-hole pairs in the depletion zone. This process may be highly efficient
because the applied voltage is low in contrast to the avalanche photodiode so
that no avalanche is yielded. The current response of the detector is linear in
the intensity of the detected light. On the other hand, thermal fluctuations
cause Nyquist noise in the photocurrent. In addition, thermal effects create
naturally electron-hole pairs in the depletion zone, producing the so-called
dark current. Because of this electronic noise, linear-response photodiodes do
not reach the single photon resolution. They are suitable for relatively high
intensities, e.g., greater than about 100 photons per microsecond.

In the quantum scenario, the direct intensity measurement is the simplest
optical measurement. Suppose that the quantum efficiency of the photodiode
is η. The detected photocurrent is proportional to the number of photons
incident on the surface of the photodiode,

ic = ηe〈n̂〉 = ηe〈â†â〉, (8.3.1)

where e is the charge of an electron, and n̂ is the photon number operator
which is defined by n̂ = â†â [?]. A spectrum analyzer is employed to measure
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the variance of the photocurrent which is proportional to the variance of the
photon number 〈Δn̂2〉,

Vic = η2e2〈Δn̂2〉. (8.3.2)

Since noises result in fluctuations on the intensity and frequency of the
employed optical signal, one should consider imperfectness and noise in real-
istic photodetection. A convenient model to understand these experimental
effects is provided by imagining a fictitious beam splitter placed in front of
an ideal detector which will be discussed in the later.

8.3.2 Coherent Detection

To measure the continuous variable signal, a local oscillator signal is helpful
as that in the radio and microwave communication. This leads the so-called
coherent detection. Exactly, the coherent detection consists of combining
optical signal coherently with a continuous-wave optical field, i.e., the
local oscillator signal, before it enters into the photodetector. The detection
system is shown in Fig.8.7.

Fig. 8.7. Schematic illustration of a coherent detection scheme

In the coherent measurement, the key point is how to mix the signal field
and the local oscillator field so that the performance is improved. A descrip-
tion for classical optics has been presented in Ref.[?]. The difference between
the classical way and quantum way relies on how to treat with the noise
of the optics field. According to the quantum optics theory, the annihilation
operator of output field âo is a linear combination of the annihilation operator
of the signal field and local oscillator field, i.e.,

âo = T âs +RâLO, (8.3.3)

where T and R are the transmission index and reflection index of beamsplit-
ter, respectively, they satisfy |T |2 + |R|2 = 1 and arg(R) − arg(T ) = π/2.
Suppose a 50:50 beamsplitter, the operator for detection photon number
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n̂o = â†oâo is

n̂o =
1
2
(â†s − iâ†LO)(âs + iâLO)

=
1
2
[n̂s + n̂LO + â†sâLOei π2 + (âLOei π2 )†âs)]. (8.3.4)

Without loss of the generality, the local oscillator is usually treated as a
classical field, then the annihilation operator of the local oscillator field is
replaced by a complex vector, i.e., âLO = |α|eiφLO . Subsequently, Eq.(??) is
rewritten as,

n̂o =
1
2
(n̂s + n̂LO +Xs cos θ + Ps sin θ), (8.3.5)

where θ = φLO + π/2. Eq.(8.3.5) implies that the quadrature amplitude is
hidden in the local oscillator field when the local oscillator field is much
stronger than the signal field. Making use of Eqs.(8.3.1) and (8.3.5) one may
obtain the detected photocurrent, i.e., i ∝ 〈n̂o〉.

8.3.3 Homodyne Detection

Since the continuous variable quantum communication is actually a special
kind of coherent optical communication which has been investigated in classic
optical communications, a so-called homodyne detection, which is employed
to obtain a phase sensitive measurement, has to be adopted. In this case, a
local oscillator signal is necessary for retrieving the carried information by the
transmitted signal. In principle, the local oscillator should have same wave-
length as the signal field. The local oscillator is as a reference light field and
contains a photon number nLO which is typically about 106 photons/pulse.
While the quantum signal contains photons at quantum level, i.e., nsig ≤ 1
photon/pulse.

In the homodyne detection, the signal interferes with a coherent laser
beam, i.e., the local oscillator, at a well-balanced 50:50 beam splitter (BS).
The local oscillator provides the phase reference 0 for the quadrature mea-
surement. Principle of the homodyne detection is shown in Fig.8.8.

As usual, let the signal and local oscillator have a fixed phase relation,
which is adopted in most experiments since both fields are ultimately gener-
ated by a common laser. The local oscillator should be intense with respect to
the signal for providing a precise phase reference. Usually, the local oscillator
should be powerful enough so that it may be treated as a classical field. In
this case, its quantum fluctuations are neglected. After the optical mixing of
the signal with the local oscillator, each emerging beam is directed to a pho-
ton detector (usually a linear-response photodiode). The photocurrents i1(t)
and i2(t) are measured, and then electronically processed, and finally sub-
tracted from each other. The difference current i (t) is the quantity of interest
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Fig. 8.8. Balanced homodyne detector

BS 50:50 beam splitter; D1,D2: PIN photoelectric detector; sig: signal optical field; LO:

local oscillator optical field.

because it contains the interference term of the local oscillator and the signal.
For simplicity, assume that the measured photocurrents i1(t) and i2(t) are
proportional to the photon numbers n̂c and n̂d of beams striking each detec-
tor. According to the relationship between four ports of 50:50 beamsplitter
one obtains ⎧⎪⎪⎨⎪⎪⎩

âc =
1√
2
(âs + iâLO),

âd =
1√
2
(iâs + âLO).

(8.3.6)

Then the differential current is

i (t) = i1(t)− i2(t) ∝ 〈n̂c〉 − 〈n̂d〉,
= 〈â†sâLOei π2 + (âLOei π2 )†âs〉. (8.3.7)

Since the local oscillator field is treated as a classical field, one has âLO =
|α|eiφLO . This gives

i (t) ∝ |αLO|〈X cos θ + P sin θ〉. (8.3.8)

Eq.(8.3.8) demonstrates that a balance homodyne detection may measure two
quadrature components X or P , e.g., phase shifter or phase modulator, with
adjusting the differential phase between the signal field and local oscillator.

In above a rather crude way is presented for the homodyne detection,
sophisticated theories for the homodyne detection may be referred to Refs.
[12 – 14]. The above mode shows that the homodyne detector is an amplifier.
The local oscillator amplifies the signal by the mutual optical mixing. In
addition, the homodyne detector is regarded as an interferometer that even
can be measurably imbalanced by a single photon in the signal mode since the
reference field is very intense. The amplification has an important technical
advantage. The so-amplified signal is well above the electronic noise floor of
the photodiodes. The signal amplitude is enhanced so that even the noisy
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linear-response photodiodes can detect the quantum features of the signal.
In this way, the balanced homodyne detector takes advantage of the high
efficiency of photodiodes and at the same time can determine signals with
single photon resolution!

Above all, the light field is supposed to be a single mode regardless of sig-
nal or local oscillator. However, the experimental operation in the homodyne
detection requires matching states of polarization of the local oscillator to the
signal received. Although the polarization state of the local oscillator may
be fixed easily, the polarization state of the signal field randomly changes
because of undetermined factors such as birefringence, polarization depen-
dent loss, polarization mode dispersion, etc. An alternative way is to realize
a polarization diversity and balanced homodyne detection scheme [?] as in
Fig.8.9. The diversity architecture can mitigate significantly the limitations
imposed by phase and polarization fluctuations.

Fig. 8.9. Polarization diversity homodyne detection

PBS: polarization Beam splitter; BS1, BS2: Beam Splitter; D1, D2: PIN photoelectric

detector; A: amplifier; Port 1: signal optical field; Port2: local oscillator.

In Fig.8.9, two orthogonal polarization components of the received sig-
nal are detected separately and then combined after an appropriate phase
compensation. In detail, the signal is equally split into a pair of orthogo-
nal polarization states through polarization beam splitter (PBS). Simultane-
ously, the local oscillator is equally spilt with PBS, too. Two pairs of local
oscillator and signal independently are mixed in BS1 and BS2, respectively.
Quadrature position or momentum of the coherent state is detected using
the homodyne detection. After A/D sampling, these quadrature values of
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two branches are sent to a computer for evaluating polarization fluctuation
and combine according to the optimum algorithm. The advantage of using
polarization diversity is to allow simultaneously track phase drift of a pair
of orthogonal polarization. In this scheme, effects induced by polarization
fluctuation and phase drift are mitigated, and system can be continuously
operated in a convenient way.

8.3.4 Imperfect Homodyne Detection

A photon detection is usually not completely efficient in practice due to the
imperfectness of employed devices, for example, the employed photodetec-
tions are always imperfect. In order to understand influence of the imperfect-
ness on the homodyne detection, a simple model for losses in direct photon
detection is exemplified in this subsection.

Imagine a fictitious beam splitters to be placed in front of two ideal
detectors in the measurement setup which is shown in Fig.8.10. Annihilation

Fig. 8.10. Schematic diagram of imperfect homodyne detection

operators of detected fields are obtained according to unbalance beam splitter
model, ⎧⎨⎩ â

′′
1 = η

1
2 â′1 + (1 − η) 1

2 b̂1,

â
′′
2 = η

1
2 â′2 + (1 − η) 1

2 b̂2,
(8.3.9)

where b̂1 and b̂2 denote annihilation operators of vacuums entering second
ports of fictitious beam splitters. From Fig.8.10 one may easily obtain

i (t) ∝ 〈(â′′
2 )†â

′′
2 − (â

′′
1 )†â

′′
1 〉. (8.3.10)
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Combining Eqs.(8.3.9) and (8.3.10) gives the photon-number difference,

i (t) ∝ 〈η((â′2)†â′2 − (â′1)
†â′1) + (1− η)(b̂†2b̂2 − b̂†1b̂1)〉+

〈[η(1− η)] 1
2 ((â′2)

†b̂2 + b̂†2â
′
2 − (â′1)

†b̂1 − b̂†1â′1)〉. (8.3.11)

Annihilation operators â′1 and â′2 given by Eq.(8.3.6) describe fields emerging
from the 50:50 beam splitter where the sign is optically mixed with the local
oscillator, which is a rather intense coherent field compared with the signal.
Consider a classic local oscillator field and only leading terms in Eq.(8.3.11)
with respect to αLO, one obtains

i (t) ∝ 〈η 1
2α∗

LO(η
1
2 â+(1−η) 1

2 b̂)+(1−η) 1
2αLO((1−η) 1

2 â†+η
1
2 b̂†)〉, (8.3.12)

where b̂ = 2−
1
2 (b̂2 − b̂1). This operator corresponds to an optical mixing

of the fictitious vacuum-noise modes b̂1 and b̂2, and it obeys the bosonic
commutation relation,

[b̂, b̂†] = 1.

Because the interference of a vacuum with another vacuum still yields a
vacuum, the fluctuation mode b̂ is regarded as a bosonic mode, being in the
vacuum state as well. Eq.(8.3.12) has a simple interpretation: similar to direct
photon counting, a fictitious vacuum field has to be added to the intensity-
reduced signal in homodyne detection. This interpretation means that one
may replace the arrangement of two fictitious beam splitters in front of the
photodetectors, which is shown in Fig.8.10, by just one effective beam splitter
in front of an ideal homodyne detector shown in Fig.8.11.

Fig. 8.11. Effective balanced homodyne detection scheme with one fictitious beam
splitter

The effective beam splitter demonstrates another kind of losses as well,
in particular the mode mismatch. Consequently, quantum effects of both
detection losses and mode mismatch comprised in an effective η may be
predicted according to the tot with the above ways.
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8.4 Encoding with Continuous Variable Qubits

In the quantum communication, information is encoded using qubits alike
that in the classic communication where the information is encoded using
classic bits, e.g., binary bits “0” and “1” [?]. Then the encoded qubits are
modulated physically into the quantum signal so that the encoded infor-
mation is transmitted from senders to receivers. To implement the quantum
private communication with continuous variable signals, the security requires
the prepared qubits obeying the well-known Heisenberg Uncertainty Principle
so that the encoded qubits are undistinguished. As described in above, the
coherent state and squeezed state are often characterized using quadrature
components X and P , and these quadrature components obey the uncer-
tainty principle since their commutation relationship. Accordingly, they are
often employed for the quantum private communication, especially the QKD
scheme. Thus, a message including meaningful random string or meaningless
random string may be encoded using quadrature components X , P of the
coherent state or squeezed state. In addition, the polarization component of
the coherent state and squeezed state have similar attributes to quadrature
position and momentum, subsequently, they are also employed for encoding
operations. This section presents several physical ways for encoding qubits.

8.4.1 Continuous Variable Qubits

For clearly, the continuous variable qubit is described briefly before discussing
the encoding process. Let Ω be a random variable. As defined in Chapter 1,
if Ω consists of finite discrete symbols, e.g., ω1, ω2, . . . , ωn with probabilities
p1, p2, . . . , pn, the random variable Ω is called a discrete variable. Similarly,
if a variable Ξ consists of continuous values ξ ∈ [a, b] with a probability
distribution p(ξ), the random variable Ξ is called a continuous variable in
the interval [a, b].

In the quantum communication, information is encoded using qubit or
qubit string, and then is modulated physically into a quantum signal, e.g., sin-
gle photon signal or weak quantum signals, for a communication processing.
There are two qubit forms, i.e., discrete variable qubit and continuous variable
qubit. Physically, a discrete variable qubit is referred to a discrete quantum
state in a finite Hilbert space Hn. For example, in the 2-dimension Herbert
space an arbitrary qubit is denoted |ψ〉 = α|0〉 + β|1〉 with |α|2 + |β|2 = 1.
Clearly, the possible value is discrete, i.e., 0 and 1, with probabilities |α|2 and
|β|2, respectively. Similar to the discrete variable qubit, a continuous variable
qubit may be expressed also using the Dirac symbol. However, the continu-
ous variable qubit is associated with a quantum state in an infinite Hilbert
space. Let Ξ be a continuous variable, the corresponding continuous variable
qubit is denoted |Ξ〉. One should note here that the variable Ξ consists of
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continuous values in an interval, e.g., [a, b], with a probability distribution,
e.g., a Gaussian distribution.

For demonstration, the “position” x and “momentum” p are exemplified
for continuous variable qubits. The corresponding operators of the variables
x and p are x̂ and p̂, respectively. Their eigenstates satisfy following eigen-
equations, ⎧⎨⎩ x̂|x〉 = x|x〉,

p̂|p〉 = p|p〉.
(8.4.1)

Here states |x〉 and |p〉 are continuous variables qubits. These states are
orthogonal which are expressed in following forms,⎧⎨⎩ 〈x|x

′〉 = δ(x− x′),

〈p|p′〉 = δ(p− p′),
(8.4.2)

and the completion are denoted,⎧⎪⎪⎨⎪⎪⎩
∫
∞

dx|x〉〈x| = I,∫
∞

dp|p〉〈p| = I.

(8.4.3)

Note that there are a few differences on the orthogonality of the continuous
variable qubit to the discrete variable qubit. In addition, these quadrature
eigenstates are mutually related to each other by a Fourier transformation as
following, ⎧⎪⎪⎨⎪⎪⎩

|x〉 =
1√
π

∫
∞

dpe−2ixp|p〉,

|p〉 = 1√
π

∫
∞

dxe2ixp|x〉.
(8.4.4)

Despite being unphysical and not square integrable, quadrature eigen-
states can be very useful in the quantum private communication. These
quadrature variables obey the canonical commutation relationship. This
relationship helps to encode legitimate messages using quadrature eigenstates
since they are undistinguished when information is encoded to |x〉 and |p〉,
so that an eavesdropper who doesn’t know correctly measurement basis can-
not decode the legitimate message. In the idealized quantum communica-
tion protocols with continuous variables, the qubits |x〉 and |p〉 with x and p
being real number are always regarded as a pair of non-commute basis vectors
which span an infinitely dimension Hilbert space. Subsequently, an arbitrary
quantum state in such a Hilbert space is expressed by

|Ψ〉 =
∫
∞

dxψ(x)|x〉,



8.4 Encoding with Continuous Variable Qubits 281

or
|Ψ〉 =
∫
∞

dpψ(p)|p〉.

For instance, a vacuum state infinitely squeezed in position may be expressed

by a zero position eigenstate |x = 0〉 =
1√
π

∫
dp|p〉. Physical and finitely

squeezed states are characterized by the quadrature probability distribution
|Ψ(x)|2 of which the width corresponds to the quadrature uncertainties.

8.4.2 Amplitude-Phase Encoding Rule

Suppose a continuous variable quantum signal |q〉 with its displacements de-
noted X and P , then this signal may be denoted |x + ip〉. Consider that
quadrature variables X and P in the quantum signal are pair of conjugate
variables, i.e., they satisfy the uncertainty principle, as mentioned in above,
they may be employed to encode a continuous variable s (i.e., message) which
may be meaningful or meaningless. Not loss the generality, let the involved
continuous variable s follows a Guassian distribution p(s). To encode this
variable s into the associated quantum signal, the following rule is often
adopted,

|q〉 −→ |x+ ip〉. (8.4.5)

Exactly, displacements X and P in the quantum signal state, e.g., coherent
state or squeeze state, are encoded according to the variable s into X and P ,
respectively. After finished this process, the message denoted by the variable
s is modulated into the quantum signal so that it is transmitted securely
from one communicator to others. Subsequently, the quantum signal becomes
|x+ip〉. Since s follows a Guassian distribution, encoded quadrature variables
X and P follow

X ∼ N(0, σ2
A),

and
P1 ∼ N(0, σ2

A),

where λ ∼ N(μ, σ2) denotes that the random variable λ follows a Gaussian
probability distribution with an average value μ and variance σ2.

For clearly, the encoding rule is shown in Fig.8.12 using coherent state as
an example. In this figure, the coherent states, such as the one illustrated in
the upper left quadrant which has a quantum error illustrated by shadow,
are modulated along both axes. Their centers follow a bivariate Gaussian
distribution, illustrated by the concentric circles.

The main idea of this rule is that the Heisenberg uncertainty principle
prevents one from measuring both quadratures X or P with full accuracy.
As an example, consider its application in the QKD scheme. In this scenario,
suppose that Alice encodes randomly his variable and yields outputs XA and
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Fig. 8.12. Description of amplitude-phase encoding rule

PA. After received the quantum signal, the receiver, Bob, randomly chooses
one basis to measure either X or P . Denote Bob’s measurement results XB

and PB. When Bob measures X , the value XB is correlated to XA, and
Alice and Bob discard PA and keep XB after reconciliation. Conversely, when
Bob measures P , Alice and Bob discard XA and keep PB. In principle, the
amplitude-phase encoding rule is suitable for the QKD scheme as well as
other kinds of schemes for the quantum private communication. However,
when it is exploited to encrypt a message, for example, a pre-shared key is
necessary.

Quadrature variables X and P are abstract notations for theoretical
investigations. Technically, the amplitude and phase of a coherent state or a
squeezed state are often employed since they obeys the uncertainty principle
and are easy to implement experimentally. An amplitude and phase encod-
ing scheme which change the coherent state |α〉 to |αAeiθA〉 is shown in the
following figure.

Fig. 8.13. An amplitude and phase encoding scheme

In Fig.8.13, an intense coherent state signal is emitted into a beam splitter
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which is unbalanced and only a small fraction of the intensity which include
hundreds photons is directed to an amplitude modulator and a phase modu-
lator. The sender called Alice randomly generates a set of continuous signal
denoted by random variables αA and adds to amplitude modulator (AM) to
change signal field intensity. The αA obeys the rayleigh distribution R(σ).
The phase modulator (PM) changes the phase in [0, 2π] randomly and sends
a new coherent state |αAeiφA〉 to a receiver called Bob.

The amplitude-phase encoding rule has been applied in several QKD
schemes. Typical schemes are presented in Refs.[?, ?]. One may refers to
these references for further reading.

8.4.3 PSK Encoding Rule

In previous two quadrature variables of a coherent state or squeezed state are
encoded so that the message is encoded into different quantum states which
cannot be distinguished. However, the datum rate of the private communi-
cation, e.g., the QKD system, which uses such encoding rules depends on
the bandwidth of AD (analog to digital) and DA (digital to analog) conver-
tor. Therefore, those schemes of the discrete modulation based on continuous
carrier become important choice in the quantum private communication sys-
tem. A typical scheme is the phase shifted key (PSK) scheme. Actually, this
encoding rule is simpler and more suitable for high speed scenario.

The PSK scheme uses four nonorthogonal states generated by phase shift
between the quantum signal and local oscillator to encode information. In
experiment, laser pulses are split by an unsymmetrical beam splitter into two
arms of a Mach-Zehnder interferometer shown in Fig.8.13. To encode informa-
tion into the quantum signal, a random operation is applied on the quantum
signal so that the output phase shift φ is one of states set {0◦, 90◦, 180◦, 270◦},
i.e., φ ∈ {0◦, 90◦, 180◦, 270◦}. To decode the information, the quantum signal
and the local oscillator are combined by a 50:50 beam splitter at the receiver’s
side. Two photodiodes are used to monitor the intensities from two output
ports. Finally, two photodiode outputs are subtracted, and the difference of
photoelectrons Nφ is measured. According to the theory presented in Section
8.3, photoelectrons Nφ is given by

Nφ ∝ 〈X cosφ+ P sinφ〉. (8.4.6)

Eq.(8.4.6) yields easily N0◦ ∝ 〈X〉, N90◦ ∝ 〈P 〉, N180◦ ∝ 〈−X〉 and N270◦ ∝
〈−P 〉. Since X and P are conjugate variables, the generated four phase-shift
states are clearly nonorthogonal.

As an example, consider implementation of the well-known BB84 QKD
scheme based on this encoding rule [18 – 20]. In this case, Alice encodes her
information using the PSK rule, then the encoded quantum signal and local
oscillator are sent to Bob. At Bob’s side, he applies a random operation
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on the local oscillator with phase shift 0◦ or 90◦. This corresponds to the
random choice of the measurement basis in the BB84 protocol. After the
combination of the signal and local oscillator with 50:50 beam splitter, the
normalized quadrature amplitude of the signal X = (âsig + â†sig)/2 may be
obtained by Xφ = Nφ/2

√
nLO, where asig is the annihilation operator of the

signal. For each pulse, Xφ takes a random value due to quantum fluctuations.
Theoretically, the probability distribution P (Xφ) is given by integrating the
Wigner distribution over the conjugate variable Xφ+90◦ . When the signal is
in a coherent state, P (Xφ) is given by a Gaussian function with a standard
deviation of 1/2. Fig.8.14 shows P (Xφ) for φ=0◦, 90◦, 180◦, and 270◦ when
the average signal photon number is 1. The probability distribution P (X90)
for φ=90◦ and P (X270) for φ=270◦ are the same, so it is impossible to differ-
entiate them. In this case, Bob selects the wrong basis. It is, however, possible
to differentiate φ=0◦ from φ=180◦. To do this, Bob sets up two threshold
values m and −m where −m ≤ m. If the measured quadrature amplitude
Xφ is larger than m (in this case, one may say that Bob’s result is positive),
Bob judges that φ=0◦. If Xφ is smaller than −m (Bob’s result is negative),
Bob judges that φ = 180◦. Finally, if Xφ is between −m and m (Bob gets an
inconclusive result), Bob abandons the judgement. This data procedure called
as postselection. Note that because P (X0◦) overlaps P (X180◦), Bob’s judge-
ment is not always true. This intrinsic bit error rate eint is the probability
that φ is actually 180◦ even when Bob’s result is positive, or φ=0◦ for Bob’s
negative result. The larger m is the smaller eint becomes, but at the same
time the probability, pinc, that Bob gets inconclusive results becomes larger.
After an appropriate number of pulses has been transferred, Bob tells Alice
which phase shift he applied for each pulse. Alice, then, tells Bob which phase
shifts were correct. The correctly measured data is interpreted as a binary
sequence according to the coding scheme (φA=0◦ or 90◦)=1 and (φA=180◦ or

Fig. 8.14. Theoretical probability distributions of the quadrature amplitude for
total phase shifts are 0◦, 90◦, 180◦, and 270◦
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270◦)=0 for Alice, and (positive result)=1 and (negative result)=0 for Bob.
Finally, Alice and Bob perform error correction and privacy amplification
procedures.

8.4.4 Polarization Encoding Rule

Four polarization states, e.g., horizon, vertical, and ±45◦, have been
employed to realize the BB84 QKD protocol with single photon signal in
Chapter 7. This scheme inherently suggests that the qubit is represented in
the 2-dimensional Hilbert space. However, a polarized coherent state may be
conveniently represented as a two-mode coherent state, or two single-mode
coherent states excited in the orthogonal directions [?]. The variables which
completely determine polarization properties of the classical electromagnetic
field are known as Stokes parameters [?], and their quantum mechanical ana-
logues, Stokes operators which are Hermitian, are adequate for the quantum
mechanical description of light polarization. Three of the four Stokes op-
erators do not commute, yielding the well known uncertainty-like relations
among them [?, ?]. In fact, any pair of non commuting quantum continuous
variables (quadratures, polarization variables) would be suitable for a con-
tinuous variable quantum private communication such as the QKD scheme.
The expectation values as well as variances of the Stokes operators may be
readily measured using linear optical devices and PIN photodiodes, without
the need of a separate local oscillator and single photon detectors [?, ?].

Before describing the polarization encoding rule, it is useful to briefly
recall basic notions on polarization of light in classical and quantum optics. In
general, any polarization state of light corresponds to a point on the Poincaré
sphere shown in Fig.8.15 in the classical optics, which is the parametrization
of three Stokes vectors in spherical coordinates.

Fig. 8.15. Representations of polarization states of bright coherent on Poincaré
sphere

Suppose that a monochromatic plane wave transmits in a linear, homo-
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geneous, isotropic medium, its electric field E(t) has the following form,

E(z, t) = ax ex + ay ey exp[−i(ωt− kz), (8.4.7)

where x and y represent the horizon polarization vector and vertical polar-
ization vector. Then, the relationship among Stokes parameters and intensity
and polarization ellipse parameters is shown in following expressions,⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

S0 = |ax|2 + |ay|2 = I,

S1 = |ax|2 − |ay|2 = I · p cos 2ψ cos 2χ = (Ix − Iy) · p,

S2 =axa∗y + a∗xay = I · p sin 2ψ cos 2χ = (I+45◦ − I−45◦) · p,

S3 =i(a∗xay − axa∗y) = I · p sin 2χ = (Ir − Il) · p,

(8.4.8)

where I is the total intensity of the beam, Ix , Iy I±45◦ , Ir, and Il are hori-
zon, vertical, ±45◦, right circle, left circle polarization wight of light intensity,
respectively, and p is the degree of polarization which take on a range of [0,1].
The factor ψ represents the fact that any polarization ellipse is indistinguish-
able from one rotated by 180◦, while the factor χ indicates that an ellipse is
indistinguishable from one with the semi-axis lengths swapped accompanied
by a 90◦ rotation. The Stokes vector spans the space of unpolarized, partially
polarized, and fully polarized light. The four Stokes parameters do not form
a preferred basis of the space, but rather were chosen because they can be
easily measured or calculated as shown in Fig.8.16.

Fig. 8.16. Scheme for measuring Stokes parameters S0, S1, S2, and S3

In the quantum field, classical amplitudes of light are replaced by bosonic
operators. Consider two orthogonal polarization modes of the electromagnetic
field with polarizations oriented along the cartesian axis x and y. Then, the
photon creation (annihilation) operators associated to each mode may be
written as â†x (âx) and â†y (ây). These operators satisfy the usual commutation
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relations, [
âj , â

†
k

]
= δjk, j, k = x, y. (8.4.9)

The Hermitian Stokes operators are defined as [?]⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

Ŝ0 =â†xâx + â†yây = n̂x + n̂y,

Ŝ1 =â†xâx − â†yây = n̂x − n̂y,

Ŝ2 =â†xây + â†yâx,

Ŝ3 =i
(
â†yâx − â†xây

)
.

(8.4.10)

Consider the field prepared in the two-mode coherent state,

|ψxy〉 = |αx〉x |αy〉y = D̂x (αx) D̂y (αy) |0〉x |0〉y , (8.4.11)

where modes x and y prepared in two different single-mode coherent states
|αx〉 and |αy〉 with âj |αj〉 = αj |αj〉, respectively. The expectation values of
the Stokes operators of the field in state |ψxy〉 read⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

〈Ŝ0〉 =|αx|2 + |αy|2,

〈Ŝ1〉 =|αx|2 − |αy|2,

〈Ŝ2〉 =α∗
xαy + α∗

yαx,

〈Ŝ3〉 =i
(
α∗
yαx − α∗

xαy
)
.

(8.4.12)

They are the quantum Stokes parameters describing the polarization of a
light beam, the intensity of which is 〈Ŝ0〉. Here αx denotes an electric field in
the x direction and αy denotes the amplitude in the y direction. Therefore,
the coherent states correspond to fully polarized classical fields. However,
the Stokes operators exhibit quantum mechanical fluctuations, e.g., their
variances in the two-mode coherent state are

Vj ≡ 〈(ΔŜj)2〉 = 〈Ŝ2
j 〉 − 〈Ŝj〉2 = 〈Ŝ0〉, (8.4.13)

where j = 0, 1, 2, 3. Easily, one may prove that the Stokes operators obey the
following commutation relations,[

Ŝj , Ŝk
]

= 2iεjklŜl, (8.4.14)

where j, k, l = 1, 2, 3. This means that the precision of simultaneous mea-
surements of a pair of Stokes parameters is limited by an uncertainty-like
relation. For instance,

(V2V3)
1/2 ≥
∣∣∣〈Ŝ1〉
∣∣∣ . (8.4.15)
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It is worth remarking that the product of the variances of the Stokes operators
is not a constant. However, for Ŝ0, whose mean value is basically the field
intensity, one has [

Ŝ0, Ŝj

]
= 0, (8.4.16)

where j = 1, 2, 3. The quantum mechanical properties of Stokes operators
turn out that they are suitable candidates for the quantum private com-
munication, e.g., the QKD scheme. One most remarkable property of the
Stokes operators is that their measurement may be accomplished with well
established optical measurement methods. A simple way to measure the
expectation value 〈Ŝj〉 with j = 1, 2, 3 is as follows. Making use of Eq.(8.4.12)
yields the following expressions,⎧⎪⎪⎪⎨⎪⎪⎪⎩

〈Ŝ1〉 = Ix − Iy,

〈Ŝ2〉 = I45◦ − I−45◦ ,

〈Ŝ3〉 = Iσ+ − Iσ− ,

(8.4.17)

then the expectation value 〈Ŝj〉 could be acquired by measuring differences
of the light intensity of various components. As an example, the expectation
value 〈Ŝ1〉 could be gotten by measuring differences of the light intensity of
component along the reference axes (xy).

Now the principle of polarization encoding rule may be presented as fol-
lows. Alice generates a coherent beam of intensity S0. A convenient prepara-
tion for that beam is a highly polarized two-mode coherent state. According
to Eq.(8.4.11), if the beam is strongly polarized in the x direction so that
|αx|2 # |αy|2, it follows from Eq.(8.4.12) that,

〈Ŝ1〉 ≈ 〈Ŝ0〉 = |αx|2. (8.4.18)

Simple calculation gives 〈Ŝ1〉 # 〈Ŝ2〉, 〈Ŝ3〉. Therefore, the uncertainty-like
relation in Eq.(8.4.15) may be approximately written as

(V2V3)
1/2 ≥ |αx|2. (8.4.19)

This means that the product of the variances of Ŝ2 and Ŝ3 is a constant for
a given field intensity |αx|2. As a consequence, one obtains[

Ŝ2, Ŝ3

]
= 2i|αx|2. (8.4.20)

Defining quadrature operators X = (â† + â) and Y = (â† − â)i, one has
[X̂, Ŷ ] = 2i. It would be then convenient to normalize the Stokes operators
as ŝj = Ŝj/|αx|, so that [ŝ2, ŝ3] = 2i.

In summary, there is a clear correspondence between noise properties of
the pair of non-commuting quadrature operators (X,Y ) and those of the
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pair of normalized Stokes operators (ŝ2, ŝ3). This means that it becomes pos-
sible to encode the key elements in the Stokes variables S2 and S3, which
is the same as that is done in other continuous variables schemes based on
the quadratures, e.g., gaussian modulating using the coherent state. The
beam generated by Alice crosses an electro-optical modulator and a magneto-
optical modulator in sequence, so that small random and independent mod-
ulations of the Stokes variables S2 and S3 are performed, which follow a
Gaussian distribution with zero mean value and a variance Vm. Alice then
sends the modulated signal field to Bob, who randomly chooses to measure
either S2 or S3. As it is usual in quantum cryptography protocols, Alice and
Bob establish communication via a public authenticated channel and Bob
informs Alice which Stokes variable he has measured. After repeating that
process several times, Alice and Bob share a set of Gaussian correlated vari-
ables, or key elements. Such raw data must be further processed in order to
generate a common secret binary key (a string of bits). After converting the
continuous correlated variables in bit strings, the error correction should be
performed, and the information available to a potential eavesdropper (Eve)
should be minimized via a “sliced reconciliation procedure” [?]. Then the bit
string should be made secret with the privacy amplification.

A continuous variable QKD with polarization encoding rule has been
presented in Ref.[?]. An attractive advantage of this scheme is that the local
oscillator does not need. The key element is modulated on basis S2 and basis
S3 randomly by an electro-optical modulator (EOM) and a magneto-optical
modulator (MOM) which uses the Faraday effect of a magneto-optically
active glass rod (Moltech MOS-04). By controlling the applied modulation
voltage on the EOM and the current through the MOM coil, the polariza-
tion amplitude in S3 and S2 directions can be adjusted continuously. At the
receiving station Bob measures either S2 or S3 displacement. Two result-
ing beams are reflected by a low-loss mirror onto silicon PIN photodiodes
(Hamamatsu S3883). The signal is recorded by a fast digitizing oscilloscope
(Tektronix TDS 420) and transferred to a computer for Bob’s data process-
ing. Such a kind of schemes could be used in free-space communication with
high efficiency and key-exchange rate. Some similar schemes may refer to
Refs.[?, ?].

8.5 QKD with Continuous Variable Signal

In Chapter 4, fundamental principles of QKD has been described, and two
standard QKD protocols, i.e., BB84 protocol and B92 protocol have been pre-
sented mathematically in cryptographic language. Physical implementation
of a QKD scheme is significant in the private communication. By far, there
are two ways for implementing QKD schemes. One relies on single photon
signals and the other is associated with continuous variable signals. The for-
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mer has been introduced in Chapter 7. This section presents implementation
of QKD protocols using continuous variable signals.

8.5.1 QKD with Squeezed State

This subsection demonstrates how to implement physically the well-known
BB84 protocol using squeezed state signal. This is actually the first principle
scheme for QKD implementation using continuous variable quantum signal.

1) Scheme Descriptions

Suppose that two communicators Alice and Bob want to implement the
BB84 protocol using squeezed state signal. The following steps are executed.

Step 1: Alice chooses a random string Sg with each element following a
Gaussian distribution. Note here each random element in Sg is a continuous
variable and following a Gaussian distribution. This is different from the
random element used for implementing BB84 protocol with single photon
signal in Chapter 7.

Step 2: Alice prepares two quadrature squeezed states |ψ1〉 = |XA(s) +

iPA

(
1
s

)
〉 and |ψ2〉 = |XA

(
1
s

)
+iPA(s)〉. Their fluctuations on X and P are

squeezed randomly. Therefore, when fluctuations on X of the squeezed state
|ψ1〉 is squeezed so that ΔX2 = sσ2

N0 < 1/4, fluctuations on P should satisfy
ΔP 2 = s−1σ2

N0 > 1/4, and vice verse, where σ2
N0 is the quantum vacuum

noise power and parameter s(s < 1) is referred to the squeezing factor of
X and P in the squeezed state, respectively. To reach a maximal key-rate,
the prepared squeezed states are restricted by following conditions: 〈XA〉 and
〈PA〉 have Gaussian profiles with mean 0 and variances Vjσ2

N0 with j = X,P ,
respectively, where Vj denotes the modulation variance of signal. Physically,
the squeezed state is split into a quantum signal and a local oscillator signal,
and then these signals are entered into two arms which have been shown in
Fig.8.13. The local oscillator is directly transmitted to the receiver and the
quantum signal is entered to the encoding phase in the next step.

Step 3: Using the prepared states |ψj〉 (j = 1, 2), Alice chooses two
encoding bases to encode randomly the Gaussian elements xj and pj in the
random string Sg into the prepared squeezed states |ψj〉 using one of two
encoding bases. For example, when the basis X is chosen, Alice creates a
displacement on the squeezed quadrature X in the prepared squeezed state
|ψ1〉 with an amount equalling the value of the Gaussian element x, i.e., 〈X〉 =
x1, where the mean value of x1 is 0 and the encoding variance of x1 is Vx(1).
Similarly, the squeezed quadrature P of the state |ψ1〉 is displaced suitably for
the security so that the displaced X and P are indistinguishable. After have
performed these encoding operations, statistical distributions of measurement
outcomes on X is Gaussian with variance Vxσ2

N0 + sσ2
N0 since each squeezed
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state gives an extra contribution of sσ2
N0 to the variance and variance of

〈P 〉 is Vpσ2
N0 +

1
s
σ2
N0. To reach the maximal security the distribution of

measurement outcomes on X should be indistinguishable whether basis X
or P is used by Alice. If this condition is fulfilled, Eve cannot obtain any
indication on whether she is measuring a X or P in the squeezed state,
whatever the statistics she accumulates. Consequently, a condition is yielded
for indistinguishable X and P as follows,

Vx(1)σ2
N0 + sσ2

N0 = Vp(1)σ2
N0 +

1
s
σ2
N0 = V σ2

N0.

Similarly, if the basis P is chosen the squeezed quadrature P in the prepared
squeezed state |ψ2〉 is displaced with an amount equalling the value of the
Gaussian element p1, i.e., 〈P 〉 = p1, where the mean value of the p1 is 0 and
the encoding variance of p1 is Vp(1). In this case, one may get the following
condition when fluctuations of P was squeezed,

Vp(2)σ2
N0 + sσ2

N0 = Vx(2)σ2
N0 +

1
s
σ2
N0 = V σ2

N0.

Step 4: Alice sends the encoded squeezed state and the local oscillator
signal to Bob. Bob measures randomly the received signal using basis X or
P . Physically, the measurement is performed using homodyne detectors on
the amplitude and phase of the encoded squeezed state.

Step 5: Now communicators Alice and Bob enter the error-correction and
privacy amplification procedures, which have been described in Chapter 4.

2) Security Analysis

According to Shannon theory, if the noise is white and Gaussian and the
signal-to-noise ratio (SNR) is Σ, the optimum information rate is

IAB = 1/2 log2(1 + Σ). (8.5.1)

Since this optimum can be closely approached only if the signal has a Gaus-
sian statistics, the Gaussian modulation is involved.

From the viewpoint of security, one must assume that Eve has an arbitrary
powerful computer, and thus she is able to reach this limit. The information
rate is given by

ΔI = IAB − IAE , (8.5.2)

where IAB and IAE are referred to information rate between Alice and Bob,
and between Alice and Eve. To reach an optimal security, one should assume
IAE being the maximum possible value.

Consider the individual attacks in a continuous channel which adds a
Gaussian noise of variance σ2 on each signal. In this case, if Alice uses the

squeezed state |XA(s) + iPA

(
1
s

)
〉, Bob got the optimal SNR on measure-

ment of the basis X , on the other basis P the SNR will degrade. Hence,
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information is gathered for the key only when Bob chooses a good basis, i.e.,
the measurement basis chosen correctly. To compute the private key rate ΔI,
the good measurement and the bad measurement should be averaged. Thus,
one obtains

ΔI =
1
2
[(IGAB − IGAE) + (IBAB − IBAE)]

=
1
4

log2

(1 + ΣGB)(1 + ΣBB)
(1 + ΣGE)(1 + ΣBE)

, (8.5.3)

where subscripts G and B refer to the good measurement basis and bad
measurement basis, respectively. The IAB in Eq.(8.5.3) is easy to compute
for a Gaussian channel. If the protocol is invariant under the exchange of
two quadratures X and P , the best strategy for Eve is to keep this property
and don’t disturb the state under her attacks. Therefore, when the line has
a transmission coefficient η with no eavesdropping, the best attack for Eve is
to take a fraction 1−η of the beam at Alice’s site, and then send the fraction
η to Bob through her own lossless line, e.g., a perfect teleporter. In this case,
Eve is totally undetected, and she may get the maximum possible information
according to the no-cloning theorem so that IAE reaches the maximum. The
average power on Bob’s side and Eve’s side are given respectively by⎧⎨⎩PB = ηPA + (1− η)N0,

PE = (1− η)PA + ηN0,
(8.5.4)

where N0 is the added noise in line, including the noise is induce by cloners
or duplicators. Therefore, one gets

IGAB =
1
2

log2(1 + ΣGB)

=
1
2

log2

[
η(Vx(1)σ2

N0 + sσ2
N0) + (1− η)σ2

N0

ηsσ2
N0 + (1− η)σ2

N0

]
=

1
2

log2

(
1 +

V − s
s+ χ

)
, (8.5.5)

IBAB =
1
2

log2(1 + ΣBB)

=
1
2

log2

⎡⎢⎣η(Vp(1)σ2
N0 +

1
s
σ2
N0) + (1− η)σ2

N0

η
1
s
σ2
N0 + (1 − η)σ2

N0

⎤⎥⎦
=

1
2

log2

⎛⎜⎝1 +
V − 1

s
1
s

+ χ

⎞⎟⎠ . (8.5.6)
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In the same way,

IGAE =
1
2

log2(1 + ΣGE)

=
1
2

log2

[
(1− η)(Vx(1)σ2

N0 + sσ2
N0) + ησ2

N0

(1− η)sσ2
N0 + ησ2

N0

]
=

1
2

log2

(
1 +

V − s
s+ χ−1

)
, (8.5.7)

and

IBAE =
1
2

log2

⎛⎜⎝1 +
V − 1

s
1
s

+ χ−1

⎞⎟⎠ , (8.5.8)

where χ =
1− η
η

and V = Vx(1) + s = Vp(1) + 1/s. Subsequently, Eq.(8.5.3)

is rewritten as

ΔI =
1
2

log2

(
V + χ

1 + V χ

)
. (8.5.9)

Eq.(8.5.9) implies that the key rate doesn’t depend on the degree of squeezing.
Clearly, when V +χ > 2+2V χ, the QKD protocol is secure according to the
security criterion presented in Chapter 4. A further discussion on Eq.(8.5.9)
will be presented in the next subsection for the security analysis of the QKD
scheme using coherent states.

3) Implementation Analysis

Realization of this continuous variable protocol based on squeezed states
would be very challenging as the generation of squeezed light has been a
difficult experimental target for years. Probably, the main limitation in the
implementation of this protocol is related to the loss of squeezing effected by
attenuation in the transmission medium. This would dramatically decrease
the SNR, and makes the protocol less efficient or insecure. In analogy with
what is known for BB84, there is a threshold on the squeeze parameter that
Alice should reach, below which the protocol would fail. Hence, there is yet no
implementation for the continuous variable QKD using squeezed state signal.

8.5.2 QKD with Coherent State

The coherent state is an important source for implementing the quantum
private communication especially the QKD scheme. This subsection demon-
strates how to implement physically the well-known BB84 protocol using
coherent state signal.
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1) Scheme Descriptions

Step 1: Alice chooses a random string Sg with each element following a
Gaussian distribution.

Step 2: Alice prepares a coherent state |X+ iP 〉. Physically, the coherent
state is split into a quantum signal and a local oscillator signal, and then
these signals are entered into two arms which have been shown in Fig.8.13.
The local oscillator is directly transmitted to the receiver and the quantum
signal is entered to the encoding phase in the next step.

Step 3: Alice uses two independent Guassian elements in Sg to encode
randomly conjugate variablesX and P in complex plane. The detail encoding
way is presented in Section 8.4.2. This encoding process generates an encoded
coherent state |XA+ iPA〉, where the subscript A denotes Alice’s operations.

Step 4: Alice sends the encoded coherent state |XA + iPA〉 and the local
oscillator signal to Bob. Bob measures randomly the received signal using
basis X or P . Physically, the measurement is performed using homodyne
detectors. After these steps a raw key is created.

Step 5: Finally, communicators Alice and Bob enter the error-correction
and the privacy amplification procedures, which have been described in Chap-
ter 4.

2) Security Analysis

For simplicity, consider the security against the individual attacks [?].
This strategy assumes that Eve clones two imperfect copies with sending
one to Bob and measuring XA and PA of the other simultaneously using
two homodyne detectors through a 50:50 Beamsplitter. According to the
uncertainty principle, the cloning operations and measurement will induce
additional noise to Bob even though Eve has unexhaustible resource and
powerful ability. Subsequently, the variance at Bob’s station is added. Thus,
Alice and Bob can detect eavesdroppers through computing SNR.

Let the channel be a Gaussian noisy channel with transmission coefficient
η, if the signal power from Alice is VAσ2

N0 + σ2
N0, the power to noise ratio in

Bob’s side is given by

PB
PNB

=
η(VA + 1)σ2

N0 + (1− η)σ2
N0

σ2
N0

= 1 +
VA

1 + χ

= 1 + ΣB ,

(8.5.10)

where VAσ2
N0 is the modulation variance and σ2

N0 is the intrinsical vacuum
quantum noise power,

Similar to the QKD scheme based on squeezed states, the best attack for
Eve in this scheme is to take a fraction 1−η of the beam at Alice’s site, and to
send the fraction η to Bob through her own lossless line. Consequently, Eve is
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then totally undetected, whereas she gets the maximum possible information
according to the no-cloning theorem. Hence, the power to noise ratio what
Eve has intercepted is

PE
PNE

=
(1− η)(VA + 1)σ2

N0 + ησ2
N0

σ2
N0

= 1 +
VA

1 + 1
χ

= 1 + ΣE . (8.5.11)

Eq.(8.5.10) suggests that the noise power increase χσ2
N0 compared with

that of lossless channel, where σ2
N0 is the vacuum noise variance. Then the

minimum added noise on Eve’s side is χ−1σ2
N0. Combining Eqs.(8.5.1) and

(8.5.2), the information rate ΔI is calculated,

ΔI = 1
2

log2(1 + ΣB)− 1
2

log2(1 + ΣE). (8.5.12)

Both variances of each quadrature of the beam when it leaves Alice’s realm

is V σ2
N0 = VAσ

2
N0 + σ2

N0. Using expressions 1 + ΣB =
V + χ

1 + χ
and 1 + ΣE =

V + 1/χ
1 + 1/χ

, the above equation is simplified as

ΔI =
1
2

log2

V + χ

1 + V χ
. (8.5.13)

Eq.(8.5.13) is same as Eq.(8.5.9). This means that the QKD scheme based
on squeezed state has same secure bound with one based on coherent state.
If χ < 1, ΔI increase as a function of the signal modulation VA. For large
modulation (χV # 1), the asymptotic value of ΔI is

ΔIasymp = −1
2

log2 χ =
1
2

log2

η

1− η . (8.5.14)

While the raw channel rate between Alice and Bob is

IAB =
1
2

log2(V/(1 + χ)).

Accordingly, the security condition only relies on the SNR,

ΔI > 0 ⇔ ΣB > ΣE ⇔ χ < 1 (8.5.15)

Since χ = (1−η)/η for a line with transmission coefficient η, the condition
χ < 1 requires that η > 1/2. Therefore, an available key can be obtained in
principle when the transmission loss is less than 3 dB. Taking into account
the standard loss of 0.2 dB/km in optical fibers at 1550 nm, the typical
range would be around 10 km. However, implementation of the secure QKD
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systems based on continuous variable can also operate beyond the 3 dB loss
limitations using “reverse reconciliation” techniques which has been described
in Chapter 4 so that the transmission distance may be extended.

3) Experimental Implementation

Experimental implementation of the above protocol has been presented
in Ref.[?] over a standard single-mode telecom fiber of 25 km in a public
telecom network. The experimental setup is shown in Fig.8.17. It operates
at 1550 nm and consisting entirely of standard fiber optics and telecom-
munication components. Alice uses a laser diode, pulsed with a repetition
rate of 500 kHz, to generate pulses with a width of 100 ns. Using a highly
asymmetric fiber-optic coupler, these pulses are split into a strong phase ref-
erence, i.e., the local oscillator, containing typically 109 photons per pulse,
and a weak signal, i.e., the quantum signal. The signal pulses are displaced
in the complex plane, with arbitrary amplitude and phase, randomly cho-
sen from a 2-dimensional Gaussian distribution centered at zero and with an
adjustable variance VAN0. The selected amplitude and phase values are set
by computer-driven electro-optics amplitude and phase modulators placed in
the signal path. Finally, after part of the signal is removed for synchronization
and system characterization purposes, Alice’s desired modulation variance is
adjusted with a second amplitude modulator and a variable attenuator.

Fig. 8.17. Experimental setup for continuous variable QKD

Bob passively demultiplexes the signal and local oscillator using a 90/10
fiber-optic coupler, subsequently, introducing a 10% loss in the signal. Then,
Bob selects the quadrature to be measured by adjusting the measurement
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phase with a computer-driven phase modulator placed in the local oscillator
path. Another 80 m delay line, placed now in the signal path, results in the
signal and local oscillator pulses overlapping at the output beamsplitter of
the interferometer. To ensure a good interference contrast, the path differ-
ence between the signal and local oscillator has to be adjusted to less than
a centimeter. The selected quadrature measurement is then obtained with
an all-fiber shot-noise limited time-resolved pulsed homodyne detection sys-
tem. This measurement consists of the photocurrent substraction of two fast
InGaAs photodiodes followed by a low noise charge amplifier and a constant
gain amplifying stage.

8.5.3 Private Communication with EPR Correlations

EPR correlation is an important source in quantum information processing.
Chapter 7 has presented ways for how to exploit EPR correlation for the
quantum private communication with a single photon signal. This subsection
further discusses the role of EPR correlation in the quantum private commu-
nication. A scheme which is employed to distribute random secret key as well
as transmit meaningful message via choosing different input parameters of
the nondegenerate optical parametric amplifier (NOPA) has been presented
in Ref.[?]. The scheme is plotted in Fig.8.18, which executes the following
steps.

Fig. 8.18. Schematic of quantum private communication scheme based on contin-
uous variable EPR correlations

NOPA: nondegenerate optical parametric amplifier, LA: linear amplifier, BS: beam split-

ter, D(α), D(β): displacement operators, S(ξ): two-mode squeezing operator of NOPA, G:

the gain of LA, η: the transmission coefficient of BS. The Arab numbers denote the modes

Step 1: Alice’s modulation on two input modes â1 and â2 with displace-
ment operators D̂(α = x+ ix) and D̂(β = y+ iy) respectively yields two new
modes â3 = D̂†(α)â1D̂(α) and â4 = D̂†(β)â2D̂(β), which are the input modes
of NOPA. The corresponding output modes of NOPA are â5 = Ŝ†(ξ)â3Ŝ(ξ)
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and â6 = Ŝ†(ξ)â4Ŝ(ξ). When a squeeze parameter r is proper, the mode â5

correlates with mode â6, and this correlation increases with r to be larger.
The random numbers x and y are drawn from Gaussian probability distribu-
tions X ∼ N(0,Σ2) and Y ∼ N(0, σ2), respectively.

Step 2: Alice calculates the parameter Fa between â5 and â6 according
to Eq.(2.3.49), and measures either X or P of â6 during some time slots.
Alice writes down both measurement results and corresponding time slots
for detecting Eve after finishing transmission, while the mode â5 is sent to
Bob.

Step 3: Bob applies D[−β∗ sinh(r)] to the received mode â10. The mode
â10 is the same as â5 when the Eve is absent in the quantum channel. After
finishing the operation, Bob measures either X or P of the output mode â12.

Step 4: Alice tells Bob both her measurement results and corresponding
time slots through a classical public channel. Bob estimates the parameter
Fb according to Eq.(2.3.49) by comparing Alice’s measurement results with
his own measurement results with the corresponding time slots. If Fb > Fa,
Eve exists; while Fb = Fa, Eve doesn’t exist.

Step 5: To distribute meaningless random string of symbols, i.e., quantum
key distribution, the parameter y is chosen to be 0 in Step 1, consequently
β = 0 = β∗. In terms of the measurement results, Alice and Bob may generate
a quantum key. If Alice wants to transmit a meaningful message to Bob, i.e.,
as a quantum encryption algorithm, the parameters x is regarded as the
message which needs to be transmitted to Bob while y acts as the private
key shared between Alice and Bob. After finished Step 3, Bob decodes Alice’s
message while the attacker is detected in Step 4. In the quantum encryption
process, the message will be divided into L blocks in order to prevent Eve
from obtaining more useful information, above four steps are executed for
each block.

In the following a brief remark on the security for the above scheme is
presented. The details may be referred to Ref.[?]. Since this scheme can be
employed to distribute random secret key as well as transmit meaningful mes-
sage via choosing different input parameters of NOPA, two kinds securities
are associated. It is noted that the key distribution and data encryption are
different cryptographic objectives and, therefore, have different sets of crite-
ria by which to evaluate performance. In the QKD process, Alice and Bob
only concern with the secret information rate

ΔI = I(α, β) − I(α, ε),

where I(α, β) denotes the mutual information between Alice and Bob, and
I(α, ε) denotes the mutual information between Alice and Eve. While in
the quantum encryption process, Alice and Bob concern with the maximal
mutual information Imax(α, ε) between Alice and Eve. To analyze the secu-
rity for the QKD scheme based on continuous variables, one should choose a
certain attack strategy such as the Gaussian-cloner attack strategy presented
in Ref.[?]. Then, under such the kind of attack strategies one calculates the
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secret information rate ΔI. If secret information rate satisfies

ΔI > 0,

the proposed scheme is security and subsequently a security condition can be
naturally yielded. This process has been described in detail in the previous
QKD schemes. For the security of the quantum data encryption algorithm,
one may analyze the security making use of the Shannon private communica-
tion model which has been described in Chapter 5. One should note that the
security analysis between the QKD and quantum encryption and decryption
algorithms are different. A detail security analysis on such algorithm will be
presented in next section for a quantum symmetrical key algorithm based on
coherent state.

8.6 Quantum Encryption with Coherent States

As described in Chapter 5, a cryptosystem may be employed to protect confi-
dentiality of the transmitted message in a communication system. In Section
8.5.3, an algorithm which uses NOPA was suggested to encrypt message. This
section introduces a new quantum symmetrical key cryptosystem. Similar to
the classic symmetrical key algorithm, a pre-shared secret key is necessary in
such algorithm. This key may be directly generated using a QKD way or clas-
sic key distribution way. Also it may be created using the well-known linear
feedback shift-register [35] (LFSR) based on a seed key k0. In Refs.[36 – 39] a
quantum symmetrical key algorithm with LSFR based on a seed key k0 has
been proposed and has been physically implemented using coherent states.
This section presents a brief description on this algorithm.

8.6.1 Algorithm Descriptions

Generally, a cryptosystem consists of three parts: key generation, encryption
algorithm and decryption algorithm. In the involved algorithm, these phases
are described as follows.

1) Key Generation

Suppose that communicators Alice and Bob pre-share a s-bit seed key
k0. When a long key is necessary they extend the seed key k0 to a M -bit
pseudo-random extended-key K using a publicly known s-bit LSFR of max-
imal length, where M = (2s − 1). Then the extended-key is blocked into
continuous disjointed r-bit blocks and then passed through an invertible
r-bit to r-bit deterministic mapping function, referred to as a “mapper”.
Note that an LFSR is just the way that is used to extend k0 into K which
could be alternated using more complex mathematical ways.



300 8 Private Communication Using Continuous Variable Signal

2) Encryption Algorithm

The coherent state is encoded according to its polarization or phase. In
both schemes, the fundamental and irreducible measurement uncertainty
of coherent states are the key element giving security. In the polarization
encoding scheme, the two-mode coherent states employed are⎧⎨⎩ |Ψ

(a)
m 〉 =|α〉x ⊗ |α eiθm〉y,

|Ψ(b)
m 〉 =|α〉x ⊗ |α ei(θm+π)〉y,

(8.6.1)

where |α〉 denotes a coherent state, θm = πm/M , m ∈ {0, 1, 2, . . . , (M − 1)},
M is odd, and subscripts x and y indicate two orthogonal polarization mode-
functions. Plotting on the Poincaré sphere these 2M polarization states form
M bases that uniformly span a great circle as shown in Fig.8.19 (a). In the
phase encoding scheme, the single-mode coherent states employed are⎧⎨⎩ |Ψ

(a)
m 〉 =|αeiθm〉,

|Ψ(b)
m 〉 =|αei(θm+π)〉,

(8.6.2)

with m ∈ {0, 1, 2, . . . , (M − 1)}. These 2M states form M antipodal-phase
pairs that uniformly span the phase circle, as shown in Fig. 8.19(b).

Fig. 8.19. Quantum state plotted in Poincar�sphere for encryption procedures

a) M pairs of orthogonal polarization states uniformly span a great circle of the Poincaré

sphere; b) M pairs of antipodal phase states uniformly span a phase circle

Now consider how to encrypt the message, i.e., data bits, in both encryp-
tion schemes. In the polarization encoding scheme, if m is even the mapping
(0, 1) → (|Ψ(a)

m 〉, |Ψ(b)
m 〉) is used, i.e., encoding the logical bits 0 and 1 to

the states |Ψ(a)
m 〉 and |Ψ(b)

m 〉, respectively. While if m is odd the mapping
(0, 1) → (|Ψ(b)

m 〉, |Ψ(a)
m 〉) is adopted. Cryptographically, the involved map-

pings correspond to the encryption procedures. These operations result in
the logical bits which map the polarization states on the Poincaré sphere
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to be interleaved 0, 1, 0, 1, . . . as shown in Fig.8.19(a). The phase encoding
scheme is similarly organized with slight revision on data bits which are
defined differentially, i.e., differential-phase-shift keying (DPSK). In detail,
if m is even the DPSK mapping is (0,π) → (|Ψ(a)

m 〉, |Ψ(b)
m 〉), and mapping

(0,π) → (|Ψ(b)
m 〉, |Ψ(a)

m 〉) is employed for odd m. Labelling the states which
correspond to the DPSK phases of “0” and “π” using μ and ν, respectively,
then the logical zero is mapped to |Ψ(μ)

m 〉 (|Ψ(ν)
m 〉) if the previously transmit-

ted state was from the set {|Ψ(μ)
m 〉} ({|Ψ(ν)

m 〉}) and logical one is mapped to
|Ψ(μ)

m 〉 (|Ψ(ν)
m 〉) if the previously transmitted state was from the set {|Ψ(ν)

m 〉}
({|Ψ(μ)

m 〉}). These results in the mapping of symbols on the phase circle to be
interleaved μ, ν, μ, ν, ..., as shown in Fig.8.19(b).

3) Decryption Algorithm

At the receiving end, the intended receiver, Bob, uses the same s-bit
secret key and LFSR/mapper to apply unitary transformations to his received
quantum states according to the M -bit pseudo-random extended-key K same
with the sender Alice. These transformations correspond to polarization-state
rotations for the polarization encoding scheme, and phase shifts for the phase
encoding scheme. In either case the transmitted M -ry signal set is reduced
to a binary signal-set. The resulting states under measurement, depending
on the logical bit, are ⎧⎨⎩ |Ψ

(a)〉′ =|ηα〉x ⊗ |ηα〉y ,

|Ψ(b)〉′ =|ηα〉x ⊗ | − ηα〉y ,
(8.6.3)

for the polarization encoding scheme, and⎧⎨⎩ |Ψ
(a)〉′ =|ηα〉,

|Ψ(b)〉′ =| − ηα〉,
(8.6.4)

for the phase encoding scheme, where η is the channel transmissivity. For
both schemes the states are then demodulated and differentially detected.
Specifically, a fixed π/4 polarization rotation on states in polarization encod-
ing scheme results in detected states,⎧⎨⎩ |Ψ̃

(a)〉 =|
√

2ηα〉x ⊗ |0〉y,

|Ψ̃(b)〉 =|0〉x ⊗ |
√

2ηα〉y ,
(8.6.5)

whereas the temporally-asymmetric interferometry in phase encoding imple-
mentation results in the detected states,⎧⎨⎩ |Ψ̃

(a)〉 = |ηα〉1 ⊗ |0〉2,

|Ψ̃(b)〉 = |0〉1 ⊗ |ηα〉2.
(8.6.6)
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An important feature is that Bob does not require high precision in apply-
ing decryption transformations to a transmitted bit. While the application
of a slightly incorrect polarization/phase transformation result in a larger
probability of error for the bit, it does not categorically render a bit to be in
error. For small perturbations to the polarization/phase rotation, the major-
ity of the signal energy stays in one of the two detection modes. The same
applies to Bob’s detector noise; while an ideal detector allows for optimized
performance, a noisy detector does not limit Bob’s decryption ability beyond
an increased probability of the bit error.

4) Security Analysis

For the cryptographic objective of data encryption, whatever be it clas-
sical or quantum-noise-protected, some relevant information-theoretic quan-
tities are H(X |Y B ,K), H(X |Y E), H(K|Y E), where X,Y B, Y E and K are
random variables, they denote the n-bit transmitted message (plaintext),
Bob’s and Eve’s n-bit observations of the encrypted plaintext (ciphertext),
and the secret key shared by legitimate communicators, respectively. These
quantities describe i) the error rate for the legitimate users; ii) the secrecy of
data bits when under attack; and iii) the secrecy of the secret key when under
attacks. When launched on either data bits or secret keys, cryptographic
attacks are normally divided into two categories, i.e., known-plaintext
attacks and ciphertext-only attacks. The ciphertext-only attacks correspond
to situations where the probability distribution p(X) is uniform, according
to the attacker. In other words, all 2n possible messages are transmitted
with equal probability. A known-plaintext attack corresponds to all situations
where p(X) is nonuniform including the totally degenerate deterministic case
of chosen-plaintext. Some examples for the known-plaintext attacks include
knowledge of the native language of the message or perhaps some statistical
knowledge on the message content. While there are clearly varying degrees
of known-plaintext attacks.

There are two weaknesses in the classical encryption process employing
an inefficient one-time pad. One is that the total data uncertainty H(X)
given observation Y is bounded by the key uncertainty, i.e., H(X) ≤ H(K)
since it is easy to measure Y correctly in the classical communication. The
other is that the key K may be found by a known-plaintext attack when the
eavesdropper (Eve) knows the output-input pairs (Y,X) for certain amounts
of data. In the involved quantum algorithm, however, to extract information
from even a full copy of the quantum signal without knowing K, Eve has
to make a sub-optimal measurement that would yield information on all
possible signal sets for the purpose of either estimating X or finding K from
a known plaintext attack. While Bob has a better channel/observation than
Eve since he know the private key. Thereby, H(X) is not bounded by H(K)
because Eve cannot obtain exactly the observation Y which Bob obtained via
the optimal quantum measurement utilizing the private key K. In addition,
P (X) may be uniform. In contrast to classical cryptography, the scheme
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against ciphertext-only attacks, under the individual attacks is proved to be
secure.

Physically, the security can be described as follows. In the algorithm
described in above, Alice encodes each data bit into two orthogonal mode
coherent states in an infinite-dimensional Hilbert space spanned by M pairs
of antipodal signals {|Ψj

m〉} with j = 0, 1, represented in Eq.(8.6.1). A private
key K which is generated via a conventional encryption mechanism driven
by a seed key k0, is used to encode the bit {0, 1} to the corresponding pair
of {|Ψj

m〉}. Bob utilizes a quantum receiver to get information bit by pre-
shared the private key. To obtain maximal information on the transmitted
message, the attacker has to operate the ciphertext states with an optimal
attack strategy, i.e., a suitable measurement in quantum ways. Since the
attacker is absent of prior knowledge on the seed or the private key, he cannot
obtain exactly the ciphertext states, consequently, Y E �= Y B. Let Xn, Y

E
n , Y

B
n

be the classical random variables describing the data with length n, Eve’s
observation, and Bob’s observation, respectively. Eve can make any quan-
tum measurement on her copy of the quantum signal to obtain Y E

n with her
attacks. In the standard classical cipher, one always has Y E

n = Y B
n = Yn, but

this relations is impossible in quantum case since the nonorthogonality of the
ciphertext states. In practices, Eve measures her copy of the quantum state
collapsing to a single bit li,

li = xi ⊕ k̃i (8.6.7)

where xi is the data bit at the ith position of the data sequence, and k̃i is
a fixed function of the private key that determines the basis used for that
position chosen by Eve. Each li is 0 or 1 according to Eve’s observation on
the ith two orthogonal coherent state lying on the left or right half-circle.

In Fig.8.20, the small shade circles represent the quantum noise in
coherent state. The intrinsic uncertain coherent-state angular with standard
deviation Δθ ! 1/|α0| is also shown in Fig.8.20 using dot line, where α0 is
the amplitude of coherent state. The number of pairs of basis included in
Δθ is

NΔ =
Δθ
π

M

=
M

π|α0|
. (8.6.8)

Hence, the bit error rate to Eve is given by

PEb ! 2/(π|α0|). (8.6.9)

In fact M pairs of bases are selected with uniform marginal probability for
each mode coherent state.

Under the ciphertext-only attack, an estimate of the bit error rate to Eve
is simply calculated with the numerical calculations via the optimal binary
decision measurement, assuming that the measured state is uniformly dis-
tributed within a standard deviation only. The calculation result shows that

PEb →
1
2

when M → ∞. Therefore, the quantum data encryption algorithm
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Fig. 8.20. Quantum noise due to the uncertainty of coherent state phase

equals the “one time pad” under ciphertext-only attack when M is very large.
However, if Eve could get value of the phase angular θe via the measure-

ment on {|Ψj
m〉} and some pairs of plaintext and ciphertext is acquired by

Eve, the corresponding private key elements could be gotten according to Eq.
(8.6.7). Thus, under the known-plaintext attack, the security performance of
the quantum noise encryption is equal to that of the classical data encryption
depending on the Shannon limit, H(Xn|Yn) ≤ H(K).

The security analysis has attracted much attention, further readings may
refer to Refs.[36, 40 – 46].

8.6.2 Polarization Encoding Implementation

A high-speed (500 Mbps) quantum-noise-protected data-encryption system
over 100 km of telecommunication fiber by the use of coherent states is
shown as follows. The system coexisting with classical data traffic utilized
Dense wavelength division multiplexing (DWDM) technology. As illustrated
in Fig.8.21, a dynamical polarization-controller (DPC) is adjusted to project
the light from a 1550.1 nm wavelength DFB laser equally into two polariza-
tion modes of Alice’s 10 GHz bandwidth fiber-coupled LiNbO3 phase mod-
ulator (PM). The modulator introduces a relative phase (0 to 2π radians)
between the two polarization modes, driven by the amplified output of a 12-
bit digital-to-analog (D-A) board. A software LFSR, which is implemented
on a personal computer (PC), yields a private-key K, when combined with
the data bit, instructs the generation of one of the two states described in
Eqs. (8.6.1) and (8.6.2).

On passing through the 100 km long wavelength division multiplexing
(WDM) network, the received light is amplified by a home-built erbium-
doped-fiber amplifier (EDFA) with about 30 dB of small-signal gain and a
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Fig. 8.21. Experiment implementation based on polarization encoding rule

G1, RF power amplifier; OA1, low-noise EDFA followed by a Bragg-grating filter; DPC,

dynamical polarization controller

noise figure very close to the quantum limit (NF ! 3 dB). Before passing
through Bob’s PM, the received light is sent through a second DPC to com-
pensate fluctuations of the polarization state that occurs in the 100 km long
fiber line. While these rotations fluctuate with a bandwidth on the order of
kilohertz, the magnitude of fluctuations drops quickly with frequency, allow-
ing the use of a manual polarization controller to track out such unwanted
polarization rotations. In practical implementations Bob’s measurements
could be used to drive an automated feedback control on DCP.

The relative phase shift (polarization rotation) introduced by Bob’s mod-
ulator is determined by the private keyK generated through a software LFSR
in Bob’s PC and applied via the amplified output of a second D-A board.
After this phase shift has been applied, the relative phase between the two
polarization modes is 0 or π, corresponding to a 0 or 1 according to the private
key: if K is even then (0,π) → (0, 1) and if K is odd then (0,π) → (1, 0).
With use of a fiber-coupled polarization beam splitter (FPBS) oriented at
π/4 radians with respect to the modulator’s principal axes, the state under
measurement is direct-detected by using two 1 GHz bandwidth InGaAs PIN
photodiodes operating at the room temperature, one for each of the two
polarization modes. The resulting photocurrents are amplified by a 40 dB
gain amplifier, sampled by an analog-to-digital (A-D) board, and stored for
analysis. The overall sensitivity of Bob’s preamplified receiver is measured to
be 660 photons/bit for an 10−9 error probability.
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8.6.3 Phase Encoding Implementation

Although the polarization encoding scheme is technically possible, the polar-
ization alignment required at Bob’s side makes it much less attractive than
a phase encoding scheme, which is polarization-insensitive, thus has higher
speed and transfer longer. As illustrated in Fig.8.22,−25 dBm of power from a
1550.9 nm wavelength DFB laser is projected into Alice’s 10 GHz bandwidth
fiber-coupled PM. Driven by the amplified output of a 12 bit D-A board, the
modulator introduces a relative phase (0 to 2π radians) between temporally
neighboring symbols. A 4.4 kb software LFSR, which is implemented on a
PC, yields a private key K, when combined with the data bit, instructs the
generation of one of the two states described in Eqs.(8.6.3) and (8.6.4) at an
650 Mbps data rate. Before leaving the transmitter, the encrypted signal is
amplified with an EDFA (OA1) to a saturated output power of 2 dBm.

Fig. 8.22. Experiment implementation based on phase encoding rule

G1, RF power amplifier; OA1,OA2, low-noise EDFA followed by a 25GHz-passband Bragg-

grating filter; PMF, polarization-maintaining fiber; Circ., optical circulator.

After having been passed through an 200 km long WDM line, the received
light, i.e., quantum signal, is amplified by another EDFA (OA2) with about
30 dB of small-signal gain and a noise figure very close to the quantum
limit (NF ! 3 dB). The light then passes through a pair of 10 GHz band-
width polarization-maintaining-fiber-coupled PMs oriented orthogonally with
respect to each other so that the x̂ (ŷ) polarization mode of the first modula-
tor projects onto the ŷ (x̂) mode of the second modulator. The effect of such
concatenation is to apply an optical phase modulation that is independent
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of the polarization state of the incoming light. The relative phase shift intro-
duced by Bob’s modulator pair is determined by the private key K generated
through a software LFSR in Bob’s PC and applied via the amplified output
of a second D-A board. After this phase shift has been applied, the relative
phase between temporally neighboring states is 0 or π (differential phase-shift
keying), differentially corresponding to bit 0 or 1.

The decrypted signal then passes through a fiber-coupled optical circu-
lator and into a temporally asymmetric Michelson interferometer with one
bit-period round-trip path-length delay between two arms. Use of Faraday
mirrors (FM) in the Michelson interferometer ensures good polarization-state
overlap at the output, yielding high visibility interference. Light from two out-
puts of the interferometer is directly detected by using two room temperature
1 GHz bandwidth InGaAs PIN photodiodes set up in a difference photocur-
rent configuration. The resulting photocurrent is split into two parts, one is
sampled by an A-D board and stored for analysis and the other puts into
a communication signal analyzer (CSA) to observe eye patterns. It is note
here that the employed detectors are direct intensity measurement which has
been described in Section 8.3.1. This is the same as that in the classic opti-
cal telecommunication but is different from the detection employed in QKD
schemes with continuous variable signals.

8.7 Quantum Identification with Coherent States

The fundamentals of quantum authentication has been described in Chapter
6, here a quantum identity authentication system between two communica-
tors using coherent state is demonstrated [?].

Let Alice and Bob are two communicators, and employ coherent state
of light as the quantum signal. Suppose that Alice and Bob pre-share a
private key k which consists of binary bits, i.e., k = (k1, k2, k3), where
k1 = (k1

1 , k
2
1, . . . , k

l
l), k2 = (k1

2, k
2
2, . . . , k

m
2 ), and k3 = (k1

3, k
2
3, . . . , k

n
3 ). The

lengths l,m and n are chosen according to m/l = r and n/l = s with r and
s are integers. The protocol executes as following steps.

Step 1: The strings k2 and k3 are divided equally into l groups with r
and s bits in each group, respectively. Then, create pi and qi according to
following ways,

pi = air 2r−1 + air−12
r−2 + . . .+ ai0 , (8.7.1)

qi = bis2
s−1 + bis−12

s−2 + . . .+ bi0 , (8.7.2)

where aij (j = 0, 1, . . . r) and bik (k = 0, 1, . . . , s) are elements of ith group
in k2 and k3, respectively, and i = 1, 2, . . . , l. Using obtained pi and qi yields,
Φpi = 2πpi/2r and Θqi = πqi/2s, respectively.

Step 2: Prepare a coherent state, and then encode k1 into polarization
states of the coherent state, then, a string of encoded polarization states
|Ψ(Φpi = ki1π,Θqi = ki1π)〉 is obtained.
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Step 3: Construct a rotation operator Ri = R(Φpi ,Θqi) by employing Φpi

and Θqi as rotation angles. Then applying the operatorRi on the polarization
state |Ψ(ki1π, ki1π)〉, one obtains |Ψ(ki1π + Φpi , k

i
1π + Θqi)〉 at pi + qi being

the odd number, and |Ψ((ki1π ⊕ 1) + Φpi , (ki1π ⊕ 1) + Θqi)〉 at pi + qi being
the even number. Physically, the initial polarization state |Ψ(ki1π, k

i
1π)〉 is

transformed into an arbitrary elliptical polarization state so that obtained
polarization states are undistinguished.

Step 4: Applying R−1 on the resulted state, then the receiver judges the
polarization according to the parity of pi + qi. If the k1 can be obtained, the
sender’s identity is true, otherwise, it is wrong. This step is actually a reverse
process of the above step.

To demonstrate the security, a brief remark on the security of the above
scheme is presented. The overlap between arbitrary two polarization states
|Ψ(Φj ,Θk)〉 and |Ψ(Φp,Θq)〉 are

|〈Ψ(Φj ,Θk)|Ψ(Φp,Θq)〉|2 ≈ exp

⎡⎢⎢⎣(Φj − Φp)2 + (Θk − Θq)2

2×
(

1
〈n〉

)
⎤⎥⎥⎦ . (8.7.3)

Eq.(8.7.3) defines the uncertainty of polarization angle generated by the shot

noise associated with the coherent states. σ2 =
1
〈n〉 is the uncertainty asso-

ciated with light’s shot noise. It is stressed here that the parameter σ can’t
be overcome regardless of one’s precision measurement capabilities. Without
knowing the precise basis sent, an eavesdropper cannot obtain the sent bits.
The number of bases Nσ within σ is

Nσ =
2r+sσ2

π2
=

2r+s

π2〈n〉 . (8.7.4)

To warrant the security of the proposed scheme, Nσ should be a considerable
number of adjacent bases. However, a larger Nσ will introduce more complex-
ity for the scheme. Thus a proper Nσ is necessary for designing an optimal
scheme.

The minimum probability of error for an eavesdropper can be made

arbitrarily close to
1
2

for a fixed average number of photons |α|2 with r

and s increasing, where α is the amplitude of coherent states. However, the
probability of error for the receiver is

P svre =
1
2
(1−
√

1− exp(−2T |α|2)), (8.7.5)

where T is the transmissivity of the channel. For large |α|2, P svre may be
negligible since it approaches zero. In this situation, the received quantum
signal can be recovered excellently by the legitimate receiver.
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The above scheme has been experimentally implemented using the set-
up illustrated in Fig.8.23. The quantum signal employed in this scheme is a
mesoscopic coherent state (MCS) of light, which is created by a DFB laser.
The generated quantum signal is modulated by changing the voltage of the
polarization encoder (PE) controlled by the string k1. The horizontal and
vertical polarization states are encoded into bit 0 and bit 1, respectively, i.e.,
0 ↔ |Ψ(0, 0)〉 and 1 ↔ |Ψ(π,π)〉. Alice’s controller 1 controls the dynam-
ical polarization controller (DPC) 1, i.e., DPC1 to transform the encoded
polarization states into arbitrary elliptical polarization states according to
the pre-shared binary strings k2 and k3. After the quantum signal reaches
Bob’s side, the DPC2 transforms the elliptical polarization states into the
original polarization states controlling by Bob’s controller according to strings
k2 and k3. There are two components in the output signal of DPC2, i.e., the
horizontal or vertical polarization state, they are separated by the polariza-
tion beam splitter (PBS). Finally, the optical signal is detected by the PIN
photodetectors D1 and D2 and the data are input into the controller 2.

Fig. 8.23. Experimental implementation scheme for quantum identification system
with coherent state

References

[1] Glauber R J (1963) Coherent and incoherent states of the radiation field.
Physical Review, 131(6): 2766

[2] Walls D F, Milburn G J (1995) Quantum optics. Springer, New York

[3] Gazeau J P (2009) Coherent states in quantum physics. Wiley, New York

[4] Slusher R E, Hollberg L W, Mertz J C, et al (1985) Observation of squeezed
states generated by four-wave mixing in an optical cavity. Physical Review
Letters, 55(22): 2409 – 2412



310 8 Private Communication Using Continuous Variable Signal

[5] Keller G, D’Auria V, Treps N, et al (2002) Experimental demonstration of
frequency-degenerate bright EPR beams with a self-phase-locked OPO.
Optics Express, 16(13): 9351 – 9356

[6] Rosenbluh M, Shelby R M (1991) Squeezed optical solitons. Physical Review
Letter, 66: 153 – 156

[7] Shannon C E (1948) A mathematical theory of communication. The Bell
system Tech Journal, 27: 379 – 423; 623 – 656

[8] Takesue H, Nam S W, Zhang Q, Hadfield R H, et al (2007) Quantum key
distribution over a 40dB channel loss using superconducting single photon
detectors. Nature Photonics, 1: 343 – 348

[9] Hertz H (1887) Ueber einen einfluss des ultravioletten Lichtes auf die elec-
trische entladung. Annalen der Physik, 267(8): 983 – 1000

[10] Einstein A (1905) Uber einen die erzeugung und verwandlung des lichtes
betreffenden heuristischen gesichtspunkt. Annalen der Physik, 322(6): 132 –
148

[11] Agrawal G P (2002) Fiber-optic communications systems, 3rd edn. Wiley,
New York

[12] Braunstein S L (1990) Homodyne statistics. Physical Review A, 42: 474 – 481

[13] Ou Z Y, Kimble H J (1995) Probability distribution of photoelectric cur-
rents in photodetection processes and its connection to the measurement of
a quantum state. Physical Review A, 52: 3126 – 3146

[14] Vogel W, Grabow J (1993) Statistics of difference events in homodyne
detection. Physical Review A, 47: 4227 – 4235

[15] Lu Y, Zeng G H, Yi Z (2008) Quantum homodyne detection based on
polarization diversity technique. Chinese Physics Letter, 25(6): 1950 – 1953

[16] Grosshans F, Grangier P (2002) Continuous variable quantum cryptography
using coherent states. ArXiv, 0109084

[17] Grosshans F, Assche G V, Wenger J, et al (2007) Quantum key distribution
using gaussian-modulated coherent states. Nature, 421: 238 – 241 (2003)

[18] Takuya H, Yamanaka H, Ashikaga M, et al (2003) Quantum cryptography
using pulsed homodyne detection. Physical Riview A, 68: 042331

[19] Takuya H, Shimoguchia A, Shirasakia K, et al (2006) Practical implementa-
tion of continuous-variable quantum key distribution. Proceedings of SPIE,
2006: 6244

[20] Thomas S, Alton D J, Assad S M, et al (2007) Experimental demonstration
of post-selection-based continuous-variable quantum key distribution in the
presence of Gaussian noise. Physical Review A, 76: 030303

[21] Korolkova N, Leuchs G, Loudon R, et al (2002) Polarization squeezing and
continuous-variable polarization entanglement. Physical Review A, 65:
052306

[22] Jackson J D (1999) Classical Electrodynamics, 3rd edn. Wiley, New York

[23] Jauch J M, Rohrlich F (1959) The theory of photons and electrons. Addison-
Wesley, London

[24] Agarwal G S, Chaturvedi S (2003) Scheme to measure quantum Stokes
parameters and their fluctuations and correlations. Journal of Modern
Optics, 50: 711 – 716

[25] Lorenz t, Korolkova N, Leuchs G (2004) Continuous-variable quantum key
distribution using polarization encoding and post selection. Applied physic
B, 79: 273 – 277



References 311

[26] Elser D, Bartley T, Heim B, et al (2009) Feasibility of free space quantum
key distribution with coherent polarization states. New Journal of Physics,
11: 045014

[27] Borelli L F M, Vidiella-Barranco A (2006) Quantum key distribution using
bright polarized coherent states. International Journal of Modern Physics B,
20: 1287

[28] Assche G V, Cardinal J, Cerf N J (2004) Reconciliation of a quantum-
distributed gaussian key. IEEE Transactions on Informtion Theory, 50: 394

[29] Cerf N J, Ipe A, Rottenberg X (2000) Cloning of continuous quantum vari-
ables. Physical Review Letter, 85: 1754 – 1757

[30] Cerf N J, Iblisdir S (2000) Optimal N-to-M cloning of conjugate quantum
variables. Physical Review A, 62: 040301

[31] Fuchs C A, Gisin N, Griffiths R B, et al (1997) Optimal eavesdropping in
quantum cryptography. I. Information bound and optimal strateg. Physical
Review A, 56: 1163

[32] Lodewyck J, Debuisschert T, Brouri R T, et al (2005) Controlling excess
noise in fiber-optics continuous-variable quantum key distribution. Physical
Review A, 72: 050303

[33] Lodewyck J, Bloch M, Patron R G, et al (2007) Quantum key distribution
over 25 km with an all-fiber continuous-variable system. Physical Review A,
76: 042305

[34] He G, Zhu J, Zeng G H (2006) Quantum secure communication using con-
tinuous variable EPR correlations. Physical Review A, 73: 012314

[35] Schneier B (1994) Applied Cryptography: protocols, algorithms, and source
code in C. Wiley, New York

[36] Barbosa G A, Corndorf E, Kumar P, et al (2003) Secure communication
using mesoscopic coherent states. Physical Review Letter, 90: 227901

[37] Corndorf E, Barbosa G, Liang C, et al (2003) High-speed data encryp-
tion over 25 km of fiber by two-mode coherent-state quantum cryptography.
Optics Letters, 28(21): 2040 – 2042

[38] Corndorf E, Kanter G S, Liang C, et al (2004) Data encryption over an
inline-amplified 200 km long WDM line using coherent-state quantum cryp-
tography. Proceedings of the SPIE, 5436: 12 – 20

[39] Yuen H P (2004) KCQ: A new approach to quantum cryptography I. General
principles and key generation, arXiv: 0311061

[40] Nishioka T, Hasegawaa T, Ishizukaa H, et al (2005) How much security does
Y-00 protocol provide us? Physics Letters A, 327(1): 28 – 32

[41] Yuen H P, Kumar P, Corndorf E, et al (2005) Comment on: “How much
security does Y-00 protocol provide us?” Physics Letters A, 346: 1 – 6

[42] Nishioka T, Hasegawaa T, Ishizukaa H, et al (2005) Reply to: “Comment
on: “How much security does Y-00 protocol provide us?””. Physics Letters
A, 346: 7 – 16

[43] Lo H K, Ko T M (2005) Some attacks on quantum-based cryptographic
protocols. Quantum Information and Computation, 5(1): 40 – 47

[44] Yuen H P, Nair R, Corndorf E, et al (2005) On the security of αη: response
to ’some attacks on quantum-based cryptographic protocols’. Quantum
Information and Computation, 6(7): 561 – 582.

[45] Yuan Z L, Shields A J (2005) Comment on “secure communication using
mesoscopic coherent states”. Physical Review Letter, 94: 048901

[46] Yuen H, Corndorf E, Barbosa G, et al (2005) Reply: “Comment on “Secure
Communication using Mesoscopic Coherent States””. Physical Review Let-
ter, 94: 048902



312 8 Private Communication Using Continuous Variable Signal

[47] He G Q, Zeng G H (2006) A secure identification system using coherent
states, Chinese Physics, 15(2): 371 – 374



9 Practical Private Communication Systems

This chapter demonstrates the quantum private communication in practical
communication systems. Four situations, including the fiber-based quantum
private communication, free-space quantum private communication, quan-
tum Internet networks, and applications of the quantum private communi-
cation in mobile communications, are described. Finally, problems and chal-
lenges for the practical quantum private communication are remarked.

Chapters 1 – 3 have presented a fundamental theory for the quantum pri-
vate communication, which is built using quantum information theory, quan-
tum complexity theory, and quantum secure theory. Then, typical approaches
for protecting the confidentiality and authentication of secret information
and private communication using quantum techniques are described in Chap-
ter 4 – 6. After that, physical implementation ways of the quantum private
communication with single photon signals or continuous variables signals are
illustrated in Chapters 7 – 8. These theories, approaches, and techniques have
built an integrated architecture for the quantum private communication. Sub-
sequently, applications of the quantum private communication in practical
communication systems becomes naturally an significant issue. This chapter
focuses on this topic and four situations of the quantum private communica-
tion in practical applications are described.

9.1 Introduction

Aim of the classic private communication as well as the quantum private
communication is to protect the confidentiality and authentication of trans-
mitted message in a channel as described in previous chapters. With this aim,
there are currently two ways for applying the quantum private communica-
tion in practical communication systems. One is the combination of quantum
key distribution (QKD) schemes and classic cryptographic algorithms which
is called QKD-based cryptosystem, and another way is to employ directly
a suitable quantum cryptosystem, e.g., the quantum Vernam cipher, in the
practical communication system. Like that in the classic private communica-
tion, the involved cryptosystems can be employed in both the confidentiality
and authentication protections.
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From viewpoint of the classic private communication [?], cryptography
is a vital part of today’s computer and communication networks, protecting
everything from business e-mails to bank transactions and Internet shopping.
Although modern algorithms such as the Advanced Encryption Standard
(AES) are very hard to break without the key, this system suffers from an
obvious weakness: the key must be known to both parties. Thus the problem
of confidential communication reduces to that of how to distribute these keys
securely so that the encrypted message itself can then safely be sent along a
public channel. A common method is to use a trusted courier to transport the
key from sender to receiver. However, any distribution method that relies on
humans is vulnerable to the key being revealed voluntarily or under coercion.
In contrast, QKD provides an automated method for distributing secret keys
with ultra-secure using standard communication fibres or air channels. Fur-
thermore, QKD allows the key to be changed frequently, reducing the threat
of key theft or “cryptanalysis”, whereby an eavesdropper analyses patterns
in the encrypted messages in order to deduce the secret key. These features
of QKD schemes make the QKD technique become naturally substitution of
classic key distribution approaches. The combination of both classic cryp-
tosystems and QKD motivates the QKD-based cryptosystem whose mecha-
nism has been introduced in Chapter 5. Currently, this way has become a
main way for applying in the practical secure communication systems.

Except for the QKD-based cryptosystem, exploiting directly a suitable
quantum cryptosystem, e.g., the quantum Vernam cipher or quantum block
cipher, in the practical communication system has also become possible if only
simple quantum operations are involved in such algorithms. In this scenario,
messages are directly encrypted and decrypted using quantum cryptographic
algorithm with classic key or quantum key. A typical example is the quantum
cryptosystem which makes use of a coherent state in a wave division multiple
(WDM) telecommunication fiber network, proposed by the group in North-
west University in USA. The details of this algorithm has been introduced in
the Section 8.6 [?].

The presented private communication approach in quantum ways may be
applied in many modern communication systems. On the one hand, since
the quantum communication is actually a special kind of optical communica-
tions, it can be applied in all situations where a classic optical communication
system is suitable. For instance, the quantum private communication may
be implemented in the well-known fibre telecommunication system. In this
scenario, the point-to-point communication, point-to-multipoint communi-
cation, and multipoint-to-multipoint communication have been investigated
[3 – 9]. In free-space optical communication systems, i.e., the wireless opti-
cal communication systems, the quantum private communication has been
applied in the satellite-based optical communication system [10 – 19]. In addi-
tion, the combination of quantum cryptographic techniques and well-known
Internet network has attached much attention [20 – 23]. On the other hand,
since one may generate random number string which is very close to the true
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random number, techniques of the quantum private communication have also
been applied in some modern communication systems such as the well-known
mobile communication system [?]. Of course, there still exist many problems
and challenges for applications of the quantum private communication in
practical communication systems. These topics needs to be investigated fur-
ther.

Technically, to implement the quantum private communication in a prac-
tical communication system depends on matureness of technical implementa-
tions. From the first laboratory demonstrations over 30 cm of air in 1989 [?] to
the first practical QKD system, a practical system with primitive function for
application, manufactured by id quantique company [?], the quantum private
communication has certainly come a long way in the last two decades. Fortu-
nately, great progresses have been made in the recently years, and commer-
cial applications of the private communication in quantum ways has become
possible. With fiber-channel the latest fibre-based system has been operated
over 200 km [?], and a latest system with air-channel transmitting 1485 km
between space and Earth has been built [?]. While the combination of the
quantum private communications and Internet networks has become prac-
tical gradually. In addition, the technology has shrunk into compact units
the size of typical network equipment and is fully automated. All these im-
plementations indicate that the quantum cryptography has become a reality
although practical quantum computers will take many years to develop [?].
This implicates the quantum techniques have entered the industry, which
motivates the commercial development of quantum private communication
systems.

The commercial potential of the quantum cryptography has attracted
private investment in several start-up companies in the US and Europe. The
firm id Quantique [?], for example, spun out from pioneering research at the
University of Geneva. While in the US, commercial developments are led by
MagiQ Technologies, based in New York and Massachusetts [?]. Recently a
third start-up called SmartQuantum has been established in Brittany, France
[?], and major corporate players such as HP, IBM, Mitsubishi, NEC, NTT,
and Toshiba all have active quantum-cryptography programmes. With sev-
eral quantum-cryptography products already on the market, the quantum
information industry has arrived. At Toshiba, researchers have developed a
“link encrypter” that can send data at 1 Gbit/s between corporate sites, com-
bining the AES data encryption with secure key distribution using one-way
QKD. Meanwhile, id Quantique announced that it will install its “Vectis” link
encrypter between two centers of data-hosting company IX Europe in Zurich.
In the US, MagiQ Technologies has recently developed its own encrypted link,
targeted at government applications including the military, intelligence gath-
ering, and homeland security. In China, a testbed of the quantum private
communication for guaranteing security of the next generation Internet net-
work has been building.
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9.2 Transmission Loss

The transmission mechanism of quantum signals has been described in Sec-
tions 7.2 and 8.2. Due to the decoherence in the transmission channel and
measurement channel, transmission losses exist inevitably. This is an impor-
tant effect for the quantum private communication in practical applications.
This section describes the transmission loss in practical single mode fiber and
atmosphere.

9.2.1 In Single Mode Fiber

Optical fibers are widely used in the fiber-optic communication, which per-
mits transmission over longer distances and at higher data rates than other
forms of communications. The light beam is kept in the “core” of the optical
fiber by total internal reflection. This causes the fiber to act as a waveguide.
Fibers which support many transverse modes are called multi-mode fibers,
and which can only support a single mode are called single-mode fibers. Multi-
mode fibers are generally used for short-distance communication links and
for applications where high power must be transmitted. Because the core of
multimode fibers is usually 50 μm in diameter, there are many bound modes
existing which leads to a non-isolated environment for transmission of qubits.
Hence multimode fibers are not appropriate as quantum channels. However,
a single mode fiber is well suited to carry quantum signal, since its core is
so small, normally 8 μm, that only one single spatial mode is guided. Single
photons can be transmitted for a very long distance in a standard optic fiber
before losses dominate. Over the past years, a lot of effort has been made to
reduce transmission losses. Nowadays, the attenuation is as low as 2 dB/km
at 800 nm wavelength, 0.35 dB/km at 1310 nm, and 0.2 dB/km at 1550 nm.
Modern telecommunication is based on wavelength around 1310 nm and
around 1550 nm. Fig.9.1 shows the transmission loss versus wavelength in
optical fibers.

Although a single-mode fiber with perfect cylindric symmetry could be
a perfect quantum channel in an ideal world, all real fibers, however, suffer
from asymmetries, the dispersion characteristics of which cause the shape of
the transmitted pulse to spread as it travels along the fiber and generates
an intrinsic error rate. A typical single mode optical fiber has a core diam-
eter between 8 μm and 10 μm and a cladding diameter of 125 μm. There
are a number of special types of single mode optical fiber which have been
chemically or physically altered to give special properties, such as dispersion-
shifted fiber and nonzero dispersion-shifted fiber. Data rates are limited by
the polarization mode dispersion and chromatic dispersion.

Consider that the typical effects in the single mode fiber are the chromatic
dispersion, birefringence, polarization mode dispersion, and polarization
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Fig. 9.1. Transmission losses versus wavelength in optical fibers

dependent loss, details regarding on these effects are described in follows.

1) Chromatic Dispersion

Generally, chromatic dispersion in a fiber is partly due to material disper-
sion, the dependence of the fiber core index of refraction on the wavelength,
and to waveguide dispersion, the dependence of the constant propagation
mode on the wavelength [?]. For single mode fibers that transmit qubits at
1550 nm, the amount of chromatic dispersions is given by

dCD ! 4 ps · (nm · km)−1. (9.2.1)

Assuming a laser source with a line width of 0.8 nm, the corresponding chro-
matic dispersion pulse delay time for a cable link of L = 50 km is given
by

τCD = dCD · L ·Δλ ! 160 ps. (9.2.2)

Fig.9.2 demonstrates a typical chromatic dispersion curve for a plasma
activated chemical vapor deposition (PCVD) single mode fiber. In a case of
an interferometry-based quantum private communication system, especially
the interferometry-based QKD system which has been described in Chapters
7 and 8, one should compare the dispersion delay time with the coherence
time τCOH of the employed quantum signal and the reciprocal of the pulse
repetition frequency 1/τ , associated with the data source laser. Assume that
the source has a coherence time of at least 1 ns, then one gets

τCD < τCOH,

which means chromatic dispersion does not influence the quantum private
communication. However, if

τCD > τCOH,

which means one uses a fast data source with a bit period shorter than 160 ps,
the chromatic dispersion must be mitigated. Fortunately, in case of faint laser
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pulses where the line width is typically less than 1 nm, chromatic dispersion
is not a serious issue. And since the chromatic dispersion of optical fibers does
not change with time, online tracking and compensation is not required. It
thus turns out that qubits of phase coding in optical fiber is particularly
suited to transmission over long distances.

Fig. 9.2. Typical chromatic dispersion curve for a PCVD single mode fiber

2) Birefringence

The birefringence is the presence of two different phase velocities for two
orthogonal polarization states. It is caused mainly by elliptical core deforma-
tion and stress anisotropy [?]. Nowadays, the birefringence is small enough
for the telecom industry, but for quantum communication, any birefringence,
even extremely small, will always remain a concern. Even in a phase-coding
system, the visibility of interference depends on polarizations of two beams.
When the polarized waves are employed for optical fiber transmissions, the
polarization planes may suffer from rotation. Propagation constant variation
due to dielectric constant perturbation δε is given by the following equation,

δβ =
ω

2
·

∫
δε · Ê · Ê∗ · dS∫
Re(Ê × Ĥ)z0dS

, (9.2.3)

where Ê and Ĥ are the unperturbed electric field and its conjugate, z0 is
the unit vector in the direction of the wave propagation, and ω is optical
angular frequency. The integration is over an infinite surface perpendicular
to the waveguide. A circular core step-index fiber is chosen as an unperturbed
waveguide. If there is elliptical core deformation, and if there is also a stress
anisotropy between the principal axes of the ellipse, the perturbation δε is
expressed as

δε =

⎛⎜⎜⎝
δεx 0 0

0 δεy 0

0 0 0

⎞⎟⎟⎠ . (9.2.4)
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Consider only δεx for the moment since δεy is calculated in the same way.
The perturbation can be divided into three terms by the origin,

δεx = δεe + δε1s + δε2s, (9.2.5)

where δεe is the perturbation caused by elliptical core deformation, and δε1s
and δε2s are the perturbations caused by stress in the core and cladding,
respectively. Then the value δβ is finally simplified as

δβ = G (v)nk0Δ2�+ nk0 (δεy − δεx) /(2ε), (9.2.6)

where G (v) indicates the normalized frequency dependence of the coupling
efficiency caused by an elliptical core deformation, n is core refractive index,
k0 is the wavenumber in vacuum, and � is the ellipticity of the core. The first
term expresses the effect of elliptical core deformation and the second term
expresses the photo elastic effect. If this rotation is stable, which needs slow
thermal and mechanical variations, The communicators Alice and Bob can
compensate for it. Another type of specially made fibers called polarization-
maintaining fibers is utilized highly birefringent for transmission of two
polarization eigenmodes. This type of fibers is very helpful when phase-coding
systems are used. But note that only two orthogonal modes are maintained
means that if the polarization of the input light is not aligned with the
stress direction in the fiber, the output will vary between linear and circular
polarization, and generally will be elliptically polarized. The exact polar-
ization will then be sensitive to variations in temperature and stress in the
fiber. Polarization-maintaining fibers are rarely used for the long-distance
transmission, because they are expensive and have higher attenuation than
single-mode fiber.

3) Polarization Mode Dispersion

Polarization mode dispersion is a form of modal dispersion where two dif-
ferent polarizations of light in a waveguide, which normally travel at the same
speed, travel at different speeds due to random imperfections and asymme-
tries, causing random spreading of optical pulses. Unless it is compensated,
which is difficult, this ultimately limits the rate at which data can be trans-
mitted over a fiber. In an ideal optical fiber, the core has a perfectly circular
cross-section. In this case, the fundamental mode has two orthogonal polar-
izations (orientations of the electric field) that travel at the same speed. The
signal that is transmitted over the fiber is randomly polarized, for example a
random superposition of these two polarizations, but that would not matter
in an ideal fiber because the two polarizations would propagate identically.
In a realistic fiber, however, there are random imperfections that break the
circular symmetry, causing the two polarizations to propagate with different
speeds [?]. The symmetry-breaking random imperfections fall into several
categories. First, there is geometric asymmetry, slightly elliptical cores. Sec-
ond, there are stress-induced material birefringence, in which the refractive
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index itself depends on the polarization. Both of these effects can stem from
either imperfections in manufacturing (which is never perfect or stress-free)
or from thermal and mechanical stresses imposed on the fiber in the field,
which generally could be controlled to vary over time. In this case, the two
polarization components of a signal will slowly separate, causing pulses to
spread and overlap. Fig.9.3 shows this problem. Because the imperfections
are random, the pulse spreading effects correspond to a random walk, and
thus have a mean polarization-dependent time-differential τPMD (also called
the Differential Group Delay) proportional to the square root of propagation
distance L,

τPMD = dPMD

√
L, (9.2.7)

where dPMD is the polarization mode dispersion parameter of the fiber, typ-
ically measured in ps · km−1/2. In currently available single mode fiber oper-
ating at 1550 nm, dPMD is typically given by

dPMD ! 0.1 ps · (km)−
1
2 . (9.2.8)

Subsequently, given a cable link of L = 50 km, the polarization-dependent
time-differential,

τPMD = dPMD

√
L ! 0.7 ps. (9.2.9)

Again assuming a laser coherence time of 1 ns, this polarization arrival time
dispersion strongly satisfies the requirement

τPMD < τCOH. (9.2.10)

Furthermore, the requirement

τPMD < τ

could also be satisfied easily unless the pulse repetition rate is greater than
1.43 THz. Thus polarization-mode dispersion in quantum private communi-
cation will not be a practical problem.

Fig. 9.3. Pulse spreading and overlapping due to polarization mode dispersion



9.2 Transmission Loss 321

4) Polarization Dependent Loss

Since a single-mode fiber actually supports two polarization modes, its
attenuation also depends on the polarization of the propagating signal. Such
an effect is called the polarization dependent loss, which is extremely negli-
gible for standard telecom fibers. However, components like couplers, phase
modulators and switches are known to be affected by polarization dependent
losses. In particular, some integrated optic waveguides actually guide only
one mode and thus behave almost like polarizers, e.g., LiNbO3 phase modu-
lators. When several of these elements are combined, such as in a QKD system
where two LiNbO3 phase modulators are used, the polarization dependent
loss will affect the system performance. In this situation, the global atten-
uation is generally not the sum of the attenuation of the elements. Indeed,
the first phase modulator will partially polarize qubits, hence the attenua-
tion of the second phase modulator depends on the relative orientation of
the two phase modulators and on the polarization rotation produced by the
connecting standard fiber. This example also illustrates the fact that the
relation between the polarization state and polarization dependent losses may
fluctuate, producing random outcomes [?]. Hence, in almost all quantum pri-
vate communication systems, the polarization state of qubits should be well
tracked and passively compensated.

9.2.2 In Free Space

The free space optical communication is a technology that uses light sig-
nal propagating in free space to transmit information between two points.
Historically, the free space optical communication was originated from sev-
eral thousand years ago. The invention of laser in the 1960s, revolutionized
the modern free space optical communications. Military organizations were
particularly interested and boosted development in this direction. Although
communication based on optical fiber is very popular today, the physical
connection by the means of fiber optical cables may be impractical in some
special situations, such as the communication in outer space, in water and the
communication bestriding a canyon as mentioned in Chapter 1. Accordingly,
investigations on the free space optical communication have been reactivated
in recent years. In a manner similar to fiber optical communications, the free
space optics uses laser source for transmission. However, in the free space
optics, signals are collimated and transmitted through the space rather than
being guided through an optical cable. These signals, operating in the Tera-
Hertz portion of the spectrum, are focused on a receiving lens connected to
a high sensitivity receiver.

The quantum private communication in a free space is a special case of the
free-space optical communications. Recently, it has attracted much attention
since it may be extended to the space optical communication which plays an
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important role in military. Compare to the classic one, the quantum free space
optical communication is the same except for the generations and detections
of qubits. Especially, signal transmission ways are the same for both the
quantum and classic free-space optical communication.

Transmission over free space has some advantages as follows. Unlike
radio and microwave systems, the free space optical communication requires
no spectrum licensing, and interference to and from other systems is not a
concern. The point-to-point laser signal is extremely difficult to intercept,
making it ideal for covert communications which called full-duplex and very
secure due to the high directionality and narrowness of the beam. In addition,
the free space optical communication offers data rates comparable to fiber
optical communications at a fraction of the deployment cost while extremely
narrow laser beam widths provide no limit to the number of free space optical
links that may be installed in a given location. The atmosphere has a high
transmission window at a wavelength of around 770 nm, which is perfect for
single photon detection with Si avalanche photodiodes (APDs). Fig.9.4 shows
the atmospheric transmission loss versus wavelength.

Fig. 9.4. Atmospheric transmission losses versus wavelength

Furthermore, the atmosphere is only weakly dispersive and essentially
non-birefringent at these wavelengths, since air is not subject to stress. Hence,
it will thus not change the polarization state of single photons. However, the
fundamental limitation of free space optical communications arises from the
environment through which it propagates. Free space optical communica-
tion systems can be severely affected by fog and atmospheric turbulence.
The main design challenges in free space optical communications are as fol-
lows: static atmospheric losses due to atmospheric scattering and absorption,
beam spreading, beam wander, and scintillation. Other disadvantages such
as turbulence-induced coherence loss, pulse distortion and thermal blooming
are not mentioned here as these are negligible using quantum signal, e.g.,
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single photon signal, in the quantum private communication.

1) Static Atmospheric Losses

Even in the absence of any turbulence at all, the atmosphere would still
induce a variety of scattering and absorptions of beam pulses, leading to a
decreasing in the received signal intensity at the receiver Bob [?]. Rain, and
even light drizzle, will severely attenuate the beam to the extent that in many
cases useful signal cannot be transmitted at all. Moreover, fog is vapor com-
posed of water droplets, which are only a few hundred microns in diameter
but can modify light characteristics or completely hinder the passage of light
through a combination of absorption, scattering, and reflection. This can lead
to a decrease in the power density of the transmitted beam, decreasing the
effective distance of a free space optical link. However, the static atmospheric
attenuation effectively disappears when the two ends of the link are located
at elevations of 10 km and 300 km, respectively. Hence, the free space optical
communication in quantum ways is more suitable for the satellite-ground (or
possibly an stratosphere platform) system demonstrated in Section 9.4.

2) Beam Spreading

The beam that transmitted from Alice to Bob becomes a spread beam
due to divergence. According to standard results in a turbulence research
[?], the mean squared value of the beam spread radius ρs is composed of
two parts which are influenced by vacuum geometrical effect and turbulence
effect individually, respectively, i.e.,
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where κ is the wavenumber, L is the path length over which the signal
propagate, and DA is the diameter of aperture of the sender’s transmitting
instrument. Then the total beam spread loss is given by

LBS = 10 log10
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s〉

)
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where DB is the diameter of the receiver’s receiving instrument. When the
area of receiver’s receiving instrument is less than the effective area of the
fully spread beam, the expression gives a negative value. For example, using
20 cm diameter optics, the spot size after 300 km is about 1 m. This means
that for the case in which a free space quantum private communication chan-
nel is utilized, such as for a QKD system between a satellite and a ground
station, it is advantageous to increase the size of the receiver’s receiving
instrument aperture compared to the sender’s.

3) Beam Wander

The beam wander arises when turbulent wind current (eddies) larger than
the diameter of the transmitted optical beam. This effect causes a slow, but
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significant, displacement of the transmitted beam. The beam wander may also
be the result of seismic activity that causes a relative displacement between
the position of the transmitting laser and the receiving photon detector. In
addition, a turbulent medium could also lead to arrival-time jitter. Fortu-
nately, the atmospheric turbulence varies around 0.1 to 0.01 s. Hence these
errors can be mitigated by sending a reference pulse at a different wavelength
around 50 ns before each signal pulse. Since the signal pulse experiences the
same atmospheric condition right after the reference one, the signal pulse
will arrive exactly with no jitter in the time-window triggered by reference
pulse. And by employ fast steering mirrors that scan and reflect back the
incoming tracking beam to Alice, the direction of the laser beam could also
be corrected. Existing engineered devices that apply active closed-loop feed-
back control between Alice and Bob are available to generate in excess of
30 dB rejection of the beam wander [?]. Therefore, it is possible to construct
a quantum private communication system in which the beam wander loss is
effectively eliminated.

4) Scintillation

The scintillation is the temporal and spatial variation in light intensity
caused by atmospheric turbulence. Such a turbulence is caused by wind and
temperature gradients that create pockets of air with rapidly varying densities
and, therefore, fast-changing indices of optical reflection. These air pockets
act like lenses with time-varying properties and can lead to sharp increases in
the bit-error-rates of free space optical communication systems, particularly
in the presence of direct sunlight. Scintillation effects are always much more
pronounced near the horizon than near the zenith. Parcels of the order of only
centimeters to decimeters are believed to produce most of the scintillatory
irregularities in the atmosphere. Scintillation effects are reduced by using a
larger receiver aperture. This effect is known as aperture averaging.

9.3 Private Communication Over Fiber

As well-known, the fiber-based telecommunication optical communication is
an important way for the modern communication. Since the quantum commu-
nication is actually a special optical communication at an extreme condition,
i.e., at the condition of using very weak optical signal or even single photon
signal as signal source, the fiber-based quantum private communication is
naturally regarded as a main way for the quantum optical communication.
As introduced in Chapters 7 and 8, the fiber-based quantum communication
has been implemented experimentally with single photon signal or continuous
variable signals. These techniques have paved the road for building practical
fiber-based quantum private communication system.

In classic optical communication systems, there are three kinds of com-
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munication ways from the viewpoint of physical transmissions. These include
the point-to-point (P2P) communication, point-to-multipoint communica-
tion, and multipoint-to-multipoint communication. These communication
ways may be implemented also in quantum technologies. Correspondingly,
there are three kinds of fiber-based quantum private communication ways.
This section introduces firstly the P2P quantum private communication sys-
tem, and then discusses the passive optical network system which consists of
P2P communications and point-to-multipoint communications. These tech-
nologies lead the possibility of toward global fiber communication systems.

9.3.1 Point-to-point Private Communication

Currently, the quantum private communication is implemented in practical
communication systems using QKD-based classic cryptosystems or classic-
key-based quantum cryptosystem to guarantee the confidentiality and
authentication of transmitted messages. Especially, the QKD-based cryp-
tosystem has been widespread applied in the experimental research and prod-
uct manufacture for secure communications in quantum ways. Two steps are
involved in this kind of cryptosystems. The first step generates and distributes
a symmetrical key pair using QKD schemes, then a classic algorithm, such
as AES or classic Vernam cipher, is employed to encrypt the message with
the obtained keys. Clearly, how to generate the secret keys plays impor-
tant role for the P2P quantum private communication. Thus, this subsection
focuses on how to distribute secure keys using practical P2P fiber-based QKD
techniques.

In principle, the so-called P2P fiber-based QKD exploits fundamentals of
quantum physics to build a secure and available key generation and distri-
bution system through a fiber communication link so that the confidentiality
and authentication of private messages can be guaranteed with a suitable
QKD-based cryptosystem. The employed communication link is a directly
physical connection using telecommunication fibers. In such communication,
the adopted quantum signal, e.g., the single photon signal, faint laser pulse
signal, coherent state quantum signal, or squeeze state quantum signal, are
transmitted directly from one station to another without any router connec-
tion. The main fiber-based replacement architecture is shown in stylized form
in Fig.9.5. In this figure, the symbols Rx and Tx denote the transmitter and
receiver, respectively. The two links represent the communication is a two-
way communication. In the optical fiber communication, the link from Alice
to Bob is called a downstream communication, and the vice versa is called
upstream communication. Apparently, the P2P communication is a simplest
way, but it is an important component in modern communications.

In the quantum communication, information should be encoded in quan-
tum states of the involved quantum signal. Several different ways have been
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Fig. 9.5. Point-to-point architecture with transmitters (Tx) and receivers (Rx) at
each point

involved which have been described in Chapters 7 and 8. The first labora-
tory demonstration of QKD by Bennett and Brassard in 1989 over 30 cm
of air used the polarization state of photons. However, transmitting photons
along an optical fibre can randomize their polarization, so a better approach
pioneered by Paul Townsend, formerly of BT Labs in the UK, is to alter
the phase of photons. In this method, laser pulses with quantum attributes
are injected into an interferometer. By applying different voltages to a “phase
modulator” in one arm of the interferometer, Alice can encode bits as a phase
difference between the two emergent pulses sent to Bob. Then Bob passes
the pulses through another interferometer and determines which of his two
detectors, corresponding to “0” and “1”, they emerge at. To make this scheme
work, one must keep relative lengths of interfering paths in Alice’s and Bob’s
interferometers stable to a few tens of nanometres. However, temperature
changes of just a fraction of a degree are enough to upset this balance. An
ingenious solution to this problem was introduced by the Geneva group in
1997, which led to the first QKD system suitable for use outside the labora-
tory. The idea is to send the laser pulses on a round trip from Bob to Alice
and then back to Bob so that any changes in the relative arm lengths are
canceled out. This is the so-called two-way QKD, which has been discussed
in Chapter 7. At the Toshiba lab in Cambridge, the researchers have devel-
oped an alternative compensation technique that allows pulses to be sent just
one way, by sending an unmodulated reference pulse along with each signal
pulse. These reference pulses are used as a feedback signal to a device that
physically stretches the fibre in one of the two arms of the interferometer to
compensate for any temperature-induced changes. In trials with the network
operator Verizon, the one-way QKD system was continuously operated for
over a month without requiring any manual adjustment. The principles have
been presented in Chapters 7 and 8.

To reach the level of practical application, two ingredients, i.e., the secure
key rate and transmission distance, are very important. Currently, many
investigations regarding on the fiber-based QKD have focused on extending
the achievable transmission distance on P2P links and improving the secure
key rate in such links.

In practical applications, the secure key rate that can be achieved
decreases with the length of the optical link due to the scattering of pho-
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tons from the fibre, the influence of noise and the channel lossy. For these
reasons, the best performance is usually achieved using photons with a wave-
length of 1550 nm, at which standard optical fibre is most transparent. Even
so, when the fibres get so long that the signal rate becomes comparable to
the rate of false counts in the receiver’s detectors, sending a secure key is
no longer possible. For example, when the transmission distance has reached
beyond 100 km using faint laser pulse as quantum signals, the key bit rate is
only several bits per second. This is clearly no meaningfulness for the practi-
cal P2P quantum private communication. However, typical secure key rates
for complete QKD systems for a 20 km fibre link are in the range of from
10 to 50 kbit/s or at the level of 1 Mbit using faint laser pulse or coherence
state laser pulse as quantum signal, respectively. Although these may seem
low compared with the rate data are transferred in optical communications
(typically from 1 to 40 Gbit/s), it is enough for up to 200 AES encryption
keys (each of which comprises 256 bits) to be sent per second. Actually, it is
sufficient for most cryptographic applications. Of course, to use practically
the one-time pad one needs a higher level of the key-bit rate.

Regarding on the transmission distance, a P2P quantum private com-
munication system which uses the differential phase shift (DPS) QKD tech-
niques is here demonstrated. Fig.9.6 shows the configuration of the DPS-
QKD system [?]. A continuous wave output from a 1557.40 nm wavelength
laser is transformed into a 10 GHz clock pulse train by an InGaAsP electro-
absorption modulator. The pulses are generated with a full width at half

Fig. 9.6. Experimental set-up for P2P QKD with 10 GHz clock

maximum (FWHM) of 15 ps. The phase of each pulse was modulated by
a phase modulator driven by a 10 GHz pseudorandom bit pattern from a
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high-speed pulse pattern generator. The average photon number per pulse
was adjusted to 0.2 by an optical attenuator. The quantum channel was
a dispersion-shifted fibre or a single attenuator. Bob was equipped with a
1-bit delayed interferometer fabricated using planar lightwave circuit tech-
nology. The excess loss of the interferometer was 2.5 dB. Each output port of
the interferometer was connected to superconducting single photon detectors
(SSPD). The photon detection time instances and which-detector informa-
tions were recorded using a time-interval analyser in the experiment. This
system used the DPS-QKD protocol and implemented with a 10 GHz clock
frequency and SSPD based on NbN nanowires. The SSPD offers a very low
dark count rate (a few Hz) and small timing jitter (60 ps, FWHM). The
keys generated in this experiment are secure against both general collective
attacks on individual photons and a specific collective attack on multipho-
tons, known as a sequential unambiguous state discrimination (USD) attack.
The employment of SSPD allows to achieve a 12.1 bit/s secure key rate over
200 km of fibre. At 105 km, the secure key rate is 17 kbit/s. The maximum
channel loss for the secure key generation is 42.1 dB, which almost doubled
the maximum secure key distribution distance of previous terrestrial QKD
experiments over optical fibre. One should note that the channel loss does
not include the loss of the planar-lightwave-circuit interferometer. Fig.9.7
demonstrates the secure key rate as a function of fibre length.

Fig. 9.7. Secure key rate as a function of fibre length with 0.2 dB/km loss and
channel loss

The basic principle of the P2P fiber quantum private communication has
been discussed in above. This kind of communication system can be applied
in two practical scenarios. One is the direct communication between two
parties, i.e., the direct communication through a link. The other is applied as
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a basic component of a communication network where many such links are
adopted. Since the transmission distance for the P2P fiber quantum private
communication has reached 200 km in currently experimental techniques and
the available length has reached at least 100 km, the P2P quantum private
communication techniques make the application in metropolitan-area-sized
networks become possible. Clearly, the P2P quantum private communications
are important in practices not only for the P2P communication itself but also
for constructing fiber optical network which will be discussed in the later.

In the above, the P2P quantum private communication with the QKD-
based cryptosystem over fiber has been addressed. Investigation demonstrates
that the P2P quantum private communication with the classic-key-based
quantum cryptosystem has also become possible. In this case, a classic key
or a seed key with linear feedback shift-register (LFSR) is employed directly
for a quantum symmetrical key algorithm, and there are no limitations on the
secure key rate for key generation since the key are generated using classic
ways. Subsequently, such kind of P2P quantum private communications may
be implemented in a long distance, e.g., 100 km or even longer, with high
transmission rate, e.g., 650 Mbit/s [?]. Of course, such kind of systems can
not reach the so-called unconditional security but a quasisecure which relies
on some physical parameters. By controlling these parameters communica-
tors may choose the demanded security level in practical application. The
principles of this system have been presented in Chapter 8.

9.3.2 Private Communication Network

The above has introduced the P2P quantum private communication exem-
plified with the P2P fiber QKD system and the classic-key-based quantum
cryptosystem system. Since most popular communications are implemented
in networks, natural extension is to develop the quantum private commu-
nication from simple point-to-point links to “quantum private network” or
called “quantum secure network”. It is stressed that the quantum network
mentioned here only means the fiber-based telecommunication optical com-
munication network. This is different from the so-called quantum network
which is actually a graphic state [?]. With constructed quantum secure net-
works, multiple nodes in the networks may be connected securely each other.
Moreover, they allow the range of QKD to be increased from the length of
a single fibre link to any distance covered by the network, and safeguard
against outages of individual links by automatically routing traffic around
them. Surely, the quantum repeater is necessary for distant transmissions.

There are three kinds of communication modes, i.e., the P2P communica-
tion, point-to-multipoint communication, and multipoint-to-multipoint com-
munication. All these modes or their admixtures may be employed to build a
quantum network. The architectures for these communication networks are
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shown in stylized form in Fig.9.8. For simplicity, only the downstream part

Fig. 9.8. Network architecture with transmitters (Tx) and receivers (Rx) at each
point

(a) Point-to-multipoint network architecture (b) multipoint-to-multipoint network archi-

tecture.

of the network is shown with the transmitter (Tx) at the central node and
the receivers (Rx) at the end-user locations. However, in practice each end-
user would also contain a transmitter to enable upstream communication to
a receiver in the central node. The WDM is usually employed to allow the
two channels to share the same fiber without interference, with the upstream
channel typically operating in the wavelength band around 1300 nm and the
downstream channel (or channels) operating in the wavelength band around
1500 nm. In Fig.9.8, only the single “star” type network topologies have
been drawn, but other architectures with, for example, distributed splitters
in “tree-” or “bus-” type configurations are also possible.

Making use of three communication modes mentioned in the above, one
may construct various practical fiber-based quantum private communication
networks. Generally, four typical network topologies illustrated in Fig.9.9
have been involved, and their performances are compared in the Ref.[?].
They may be employed dependently in practices or as basic components for
constructing a larger communication network.

The topology of the passive-star QKD network is shown in Fig.9.9(a).
Such network was first demonstrated by Townsend and coworkers to connect
four users over 5.4 km of optical fiber using faint laser pulses as the quantum
signal [?]. Essentially, this topology is an extension of the two-user system,
with Alice linked to multi-receivers through a 1×N splitter. Alice is equipped
with a pulsed laser source (PLS). The emitted laser pulses are reduced by a
tunable attenuator (TA) to generate faint laser pulses which is transmitted
into a 1 ×N splitter, and the received faint laser pulses are detected finally
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Fig. 9.9. Four typical topologies for quantum private network

by the detectors. The splitter may be substituted using WDM or arrayed
waveguide grating (AWG). Due to the indivisible nature of the photon, each
photon is randomly routed to a single user by the 1×N splitter. This topol-
ogy can be easily implemented but suffers from the effective loss induced
by the 1×N splitter, which reduces the probability of photons reaching the
detectors of any particular user. This reduction scales inversely as the number
of users on the network. Although this drawback can be partially mitigated
by higher initial qubit rates, the routing of photons to each user is inher-
ently nondeterministic. This nondeterministic detection rate will constrain
the design of secure quantum networks by limiting the amount of information
that can be securely encrypted. Of course, one may use continuous variable
signals such as the coherent state signal to solve this problem, however, the
involved local oscillator signal in such scenario results in a more complicated
topology.

An optical-ring network topology is plotted in Fig.9.9(b). This topology
uses the Sagnac interferometer to substitute the unbalanced Mach-Zehnder
Interferometer (MZI). The Sagnac interferometer has the advantage of
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being free from thermal fluctuations since the counterpropagating pulses pass
through the exact same fiber paths inside the loop. A two-user QKD system
based on the optical fiber Sagnac interferometer has been demonstrated by
Nishioka and coworkers [?]. In this topology, the single photon pulse enters
the Sagnac interferometer through an optical circulator. This pulse splits into
two in the 50/50 coupler, and each travels around the Sagnac loop in clock-
wise (CW) and counterclockwise (CCW) directions, respectively. Any user
on the loop that is communicating with Bob modulates the pulse traveling
in the CW direction. While Bob modulates the pulse traveling in the CCW
direction. The position of Bob’s PM is important since the pulse that it mod-
ulates must be returning from its round trip in the loop in order to prevent
any information about Bob’s modulation choice from traveling through the
loop. A timing and control mechanism must also be established so that only
one Alice can modulate the photon at a time. Upon traveling around the loop,
the pulses interfere in the coupler and enter one of two photon detectors. Pho-
tons enter Detector 1 when they experience a phase shift between the CW
and CCW pulses inside the Sagnac interferometer. On the other hand, they
enter Detector 2 when they experience a phase shift between the CW and
CCW pulses inside the Sagnac interferometer. In such topology, each user on
the network, except Bob, contains only a single-PM and no photon detectors.
This can simplify any deployment of a secure ring network using the Sagnac
because Bob is the only user that requires the single photon detectors. This
topology can also be used to distribute key between arbitrary two users in
the ring, e.g., Al and Am (l,m = 1, 2, . . . , N and l �= m) with Bob’s assistant.
However, this topology is fragile for resisting the attack of any dishonest user
in the optical-ring since the dishonest user can easily operate the quantum
signal.

The schematic diagram of the wavelength-routed network topology is
shown in Fig.9.9(c). This topology is implemented with unbalanced MZIs
and is very similar in layout to the star network presented in Fig.9.9(a). The
major difference is that Alice has the ability to control which user receives the
photons by employing a wavelength-routing scheme. Alice is equipped with a
wavelength tunable PLS and the receivers are assigned their own wavelength
channel. Alice transmits to a particular user by tuning her source to that
user’s wavelength and the photons are routed via an AWG. The advantage of
this topology is that the insertion loss of the AWG is approximately uniform
regardless of the number of channels. Theoretically, the number of users that
this type of network will support is limited only by the channel spacing of
the AWG and the bandwidth of the fiber. In addition, single photon detec-
tors must be sensitive for the entire range of frequencies used in the network.
This is not a concern as avalanche-photodiode (APD)-based single photon
detectors respond to a much broader spectrum than the band of wavelengths
used in multiwavelength networks.

The wavelength-addressed bus network is also based on the unbalanced
MZI setup and is shown in Fig.9.9(d). Like the wavelength-routed network,
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this network also allows Alice to route her photons to a desired user by tuning
the photons to be desired wavelength. In such a system, Alice is equipped with
a tunable PLS, and each receiver is assigned their own wavelength channel.
Alice selects an intended receiver by tuning her source to that user’s wave-
length and transmits the encoded photons along the bus. The receivers are
connected to the bus line through a fiber Bragg grating (G), which allows
them to retrieve only the photons intended for them. These gratings are
designed to reflect photons of a specific wavelength to a given user and trans-
mit all others. The network accommodates multiple users by placing several
fiber Bragg gratings in series along the bus. One of the merits of this topol-
ogy is that it can be easily expanded to accommodate more users by simply
tapping the bus and inserting a suitable grating.

In the fiber telecommunication system, the so-called passive optical net-
work (PON) is an important access network. Generally, a PON network con-
sists of one optical line terminal (OLT) and N optical network units (ONUs).
Between the OLT and ONUs there is a 1×N splitter or router. Thus, these
configurations in Fig.9.9(a, c, d) are all PONs. Commonly, the OLT can
send an optical signal to ith ONU which calls downstream, and the ith ONU
can also send an optical signal with different wavelength to the OLT, which
is called upstream. However, any two ONUs cannot directly communicate
each other without the help of the OLT. Of course, with optical virtual pri-
vate network (VPN) techniques this problem can be circumvented. Since the
transmission distances in a PON range from several kilometers to dozens of
kilometers, the quantum private communication can be apparently employed
in a practical PON system. Thus, if based on current network topologies and
technologies then these access links are likely to have a span of up to around 10
km and to be based on either multiple P2P links or point-to-multipoint PONs.
Optical access solutions of these types are currently in deployment in a num-
ber of regions of the world, where network operators are upgrading pre-
existing copper-based access networks with optical fiber in order to supply
new, high bandwidth services to customers.

A point-to-multipoint PON uses an 1 × 32 standard telecommunication
optical splitter (fabricated using ion-exchange technology and single-mode at
a wavelength of 1550 nm) within the insecure transmission channel has been
investigated [?]. The schematic diagram is shown in Fig.9.10. In this figure,
Alice plays the role of OLT as a central node and 32 Bobs serve as different
ONUs. This application is based on an 850 nm wavelength gigahertz clock-
rate single-receiver system. The input and output ports of the optical splitter
were fusion spliced to the single-mode at 850 nm optical fiber from Alice and
Bob, respectively, to suppress the propagation of the LP11 mode within the
splitter. The employed quantum channel is constructed from a single-mode
fiber at a wavelength band of 1550 nm which is not currently utilized in
access networks, so that it is compatible with existing telecommunications
fiber. The developed quantum key distribution networks are capable of trans-
mitting over distances consistent with the span of access links for metropoli-
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tan networks (10 km), at clock frequencies ranging up to 3 GHz.

Fig. 9.10. Quantum key distribution in point-to-multipoint PON

To implement the fiber-based private communication network in quantum
ways, routers for quantum signals from one sender to an arbitrated receiver
in the network are necessary. Since the quantum private communication is
a special optical communication at the extreme condition, i.e., the weak
laser pulse or even single photon, routers for classic optical fiber communi-
cation systems may be applied also for the quantum private communication.
Accordingly, the router for quantum private communication can be achieved
using WDM in a network architecture where photons at a given wavelength
are routed to a particular user. This architecture also allows the use of opti-
cal entanglement. This helps in reducing security constraints. Actually, many
devices which are employed for the classic optical fiber communication may
be employed for the quantum private communication. However, the ampli-
fier cannot be used for the quantum private communication because it will
influence the security of the quantum communication system.

9.4 Private Communication Over Free-Space

Except for the fiber-based quantum private communication, several impor-
tant experiments have demonstrated possibilities of practical quantum pri-
vate communications in free-space [?, ?, ?]. This section describes the basic
principle and presents several typical free-space private communication sys-
tems in quantum ways, including the point-to-point private communication
in an atmosphere channel close to the earth surface, stratospheric-platform-
based private communication, and satellite-based private communication.
Since the free-space private communication is implemented using optical sig-
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nal with quantum constraints, i.e., using faint laser pulses, single photon
signals, or coherent state signals, this scenario may be viewed as a special
kind of wireless optical communication which has been investigated in the
classic optical communication. Accordingly, this kind private communication
may be called the wireless quantum private communication.

9.4.1 Transmitter, Receiver, and Relay

To set up a practical free-space quantum private communication system,
three core components should be considered: the transmitter, relay, and
receiver. They are similar to those components used in the wireless optical
communication systems.

Generally, a transmitter module comprises a quantum signal source which
emits quantum signal suiting for transmission in a free-space channel, a mod-
ule for timing synchronization with the receiver station and channel for classi-
cal communication, and an optical antenna module for transmitting quantum
signal to the free-space channel. Obviously, the transmitter module for the
free-space quantum private communication is more complex than that in
the fiber-based system. The quantum signal source is employed to emit the
needed quantum signal. Both single photon signals and continuous variables
signals are all appropriate for the free-space quantum private communication.
Thus, the addressed quantum signal sources include photon source for appli-
cation separately or for generating entangled photon pairs (including passive
or active manipulation of single qubit-states) and continuous variable quan-
tum signal source for generating coherence state signal, squeezed state signal
or continuous variable entanglement state signal. Mechanisms for generating
these quantum signals have been described in Chapters 7 and 8. The timing
synchronization module is the same as that in the wireless optical communi-
cation systems. Of course, quantum timing synchronization [?] has become
possible which is more accurate than the classic timing synchronization. The
optical antenna module consists of telescopes which play the role as antenna
in wireless radio communication systems.

A receiver module comprises one or more optical input channels, each
of which allows independent manipulation of quantum signals such as the
rotation of photon polarization or the modulation of an interferometric phase.
Additionally, it has to be equipped with quantum signal detectors at each
input port, a receiver module for timing-synchronization, a classical chan-
nel for communication with the transmitter, and optical antenna module
for receiving the quantum signal and classic optical signal. As described in
previous, three kinds of quantum signal detectors, i.e., the single photon
detector, homodyne detector, and direct intensity measurement, are always
employed in quantum private communication systems. In practices, which
kinds of quantum signal detectors are deployed depending on the employed
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quantum signal source and adopted cryptosystem. For example, in QKD
schemes, if the single photon signal source is exploited in the transmitter
module, single photon detectors should be deployed in the receiver mod-
ule; while homodyne detectors should be deployed when continuous variable
quantum signal sources are employed in the transmitter module. Compare
to the classic wireless optical communication system, the receiver module is
more complex since the qubit may be remotely controlled when entanglement
states are exploited. Subsequently, there are two kinds of receiver modules
depending on whether active (remote) control of optical elements for qubit
manipulation is possible or not (via, e.g., a polarizer or a retarder). Passive
manipulation only requires a static setup of linear optic components. Typi-
cally, beam splitters in the input ports would randomly distribute incoming
photons to differently oriented retarders, polarizers, or beam splitters, where
a manipulation and successive detection of single photons takes place. For
active control of single qubit manipulation, an additional information con-
cerning the arrival time (i.e., a timing synchronization) is required.

The free-space optical communications are associated with the optical sig-
nal transmission in atmosphere and space. This is the same for the wireless
quantum private communication system. Currently, the transmission in space
is more popular since the importance of the application of satellite commu-
nications. This involves the transmitter and receiver which may be combined
to call transceiver. Optical transceivers for space-to-ground links or inter-
satellite links are almost state of the art. The major design parameters for
the transmission subsystem are laser wavelength, modulation format and data
rate, and reception technique. Of equal importance is the subsystem required
for link acquisition, beam pointing, and automatic mutual terminal tracking
which is always called APT. Because of the very narrow widths of the com-
munication beams involved, APT asks for highly sophisticated concepts and
for electro-mechanic and electro-optic hardware meeting exceptional techno-
logical standards. Major parameters entering the link capacity are telescope
size, optical transmit power, link distance, and receiver sensitivity. Other
aspects are mass, volume, and power consumption of the terminal. Examples
for existing space laser communication links include ESA’s inter-satellite link
SILEX (semiconductor Laser Inter-satellite link experiment) and a satellite
ground link, which was only recently realized between ARTEMIS and ESA’s
optical ground station OGS at Tenerife.

In transmission for optical signal as well as quantum signal, relay mod-
ules are necessary in some cases for redirecting and/or manipulating quantum
signal without actually detecting them. Possibilities for its implementation
range from a simple retroreflector to a more sophisticated relay-satellite (e.g.,
for deep-space communications). A new technique called quantum swapping
has, in principle, become possible to play the role as a traditional relay. This
leads the well-known quantum repeater which is a hot research topic in the
quantum communication. Although theoretical models and some physical
experiments have been presented, it is still not available in practices. It
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is worth emphasizing that a relay cannot serve as an amplifier since the
amplifying operation will destroy the transmitted qubits. This is a conse-
quence of the quantum no-cloning theorem.

As demonstrated in above, photon sources and detectors presently imple-
mented in classical space laser communication systems can, in general, not be
directly employed in quantum communication systems. However, most mod-
ules in the classical space laser communication systems are suitable for the
quantum private communication. In addition, the experience available may
serve as a starting point for the development of space qualified components
needed for quantum space experiments. The available optical communica-
tion technology could, of course, be applied to provide the classical channel
that is always necessary in parallel to the quantum channel. One would also
make synergistic use of some of the optics employed for APT and employ one
and the same telescope as antenna for both the classical and the quantum
channel, which is a novel way of quantum-classical-multiplexing.

9.4.2 Link Attenuations

Quantum signal would be attenuated in the transmission due to the noisy and
lossy channel, which has been described in Section 9.2. These effects result
in the link attenuation for the employed quantum signal. Physically, the link
attenuation implies power attenuation of the transmitting quantum signal in
a channel. It is always described using a link attenuation factor A, which is
defined as the ratio of the mean transmit and receive power, Pt and Pr, mea-
sured at the entrance and the exit of the transmit and the receive telescope,
respectively. Clearly, losses due to quantum signal detection efficiency and
optical elements are not included in this value. Generally, the logarithmic
representation is adopted since the dB is always employed as a unit for the
power attenuation in the communication. Thus, the link attenuation factor
A is defined mathematically as

A = 10 lg
(
Pt
Pr

)
(dB). (9.4.1)

In the vacuum, the parameters Pt and Pr have the following relationships
when 0 ≤ l < D2

T /λ,

Pr =

⎧⎨⎩PtTtTrLp
D2
r

D2
t

, Dr ≤ Dt

PtTtTrLp, Dr > Dt

(9.4.2)
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and when l ≥ D2
t /λ,

Pr =

⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩
PtTtTrLpD

2
r

2l tan
(

λ

2Dt

)
+D2

t

, Dr ≤ 2l tan
(

λ

2Dt

)
+D2

t

PtTtTrLp, Dr > 2l tan
(

λ

2Dt

)
+D2

t

(9.4.3)

where the subscripts t and r denote the transmitter and receiver, respectively,
l is the path length, λ is the wavelength, Dt and Dr are the apertures of the
transmit and receive telescopes, respectively, Tt and Tt are the transmission
factors of the telescopes, respectively, and Lp is the pointing factor.

Atmospheric effects on propagation at optical beams can be divided into
three categories: absorption, scattering, and turbulence. The effects have
been described in Section 9.2. Since the absorption and scattering mainly
depend on wavelength and visibility conditions, the net impact of atmo-
spheric turbulence additionally depends on the elevation angle and direction
of transmission. The main effect of atmospheric turbulence is an enlarged
beam divergence, resulting in a reduced amount of signal power collected by
the receive telescope. Further turbulence-induced effects are beam-wander,
loss of coherence, scintillation, pulse distortion, and broadening as described
in Section 9.2. The effect of turbulence in atmosphere is in general quite
different for a space-to-ground link and a ground-to-space link. In a space-to-
ground link the light propagates through vacuum for the most of distances
first before being disturbed by the atmosphere, whereas for a ground-to-space
link the beam spreading effects of turbulence take place at the beginning of
the propagation, causing a strongly enhanced divergence.

Assume that the divergence due to turbulence adds quadratically to the
divergence of the telescope. Then the influence of the atmosphere can be taken
into account by the so-called Fried parameter, r0, which can be interpreted as
an “effective aperture”. Thus, the effects of turbulent medium in atmosphere
cause an additional diffraction angle θa = λ/(2r0). Consider the quantum
signal has the similar transmission properties as the classic optical signal
except for the allowable condition, according to the model presented in [?]
which is widely used, link attenuation can be calculated as follows. When
0 ≤ l < Dt

2/λ, the link attenuation is calculated by

A (dB) =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
10 lg
(

d2
0

TtLpTrD2
r

)
+Aatm, Dr ≤ d0

10 lg
(

1
TtLpTr

)
+Aatm, Dr > d0

(9.4.4)

where d0 = 2l tan
(
λ

2r0

)
+Dt andAatm denotes the absorption and scattering

of atmosphere. The parameter Aatm should be calculated using

Aatm = Aa × 10 lg e (9.4.5)
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with Aa being the attenuation coefficient of aerosols. It is noted here that
the relationship A′ = A ·10 lg e between two parameters, i.e., the attenuation
coefficient A(km−1) and attenuation A′(dB · km−1) are exploited, which is
frequently exploited in engineering calculation. When l ≥ Dt

2/λ, the diffrac-
tion effect of transmit telescope should be taken into account, which can be
measured through diffraction angle θDt = λ/2Dt. Thus the link attenuation
is

A (dB) =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
10 lg
(

d2
1

TtLpTrD2
r

)
+Aatm, Dr ≤ d1

10 lg
(

1
TtLpTr

)
+Aatm, Dr > d1

(9.4.6)

where d1 = 2l tan
(
λ

2r0
+

λ

2Dt

)
+Dt.

Above equations demonstrate that the link attenuation factor A strongly
depends on the atmosphere loss Aa, which is influenced by both the absorp-
tion and scattering of atmosphere molecules and aerosols. The parameter Aa

can be calculated using Eq.(9.4.5) and the parameter

Aa = κ+ σ, (9.4.7)

where κ and σ are absorption and scattering coefficient, respectively. Sepa-
rating the effects of molecules and aerosol, the factor Aa is rewritten as

Aa = κm + κa + σm + σa, (9.4.8)

where the subscripts m and a refer to the atmosphere molecules and aerosol,
respectively. Since σm is about 10−2 of σa, when the dimensions of atmo-
sphere molecules are smaller than the wavelength of optical signal, and κm is
in the range of from 10−3 to 10−5 of σm at the laser wavelength of λ = 860
nm, the effect of atmosphere molecules can be neglected. Therefore, the factor
Aa is mainly caused by aerosols in the atmosphere.

The above has investigated the propagation properties in atmosphere of
the quantum signals which is actually a special kind of optical signals at an
extreme condition. These propagation properties do not involve the quan-
tum characteristics which are appeared in the quantum measurement, i.e.,
quantum signal detections. Actually, quantum measurements lead the allow-
able conditions for the quantum signal transmission in free-space to be more
strict.

As an example, consider the transmission of two-photon entanglement
pair in atmosphere. In this scenario, the accidental coincidence rate is given
by Cacc = S1S2Δτ , where S1, S2 are dark count rates of two detectors
and Δτ is the timing resolution for the electronic registration of a two-fold
coincidence event. Making use of the minimum signal-to-noise ratio (SNR)
that required for violating the Bell-inequality, since this guarantees at the
same time the security of certain quantum cryptography schemes. For the
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case of polarization-entangled photons this necessitates a two-fold coincidence
visibility of at least 71%, corresponding to a SNR of 6 : 1. Below that ratio a
local realistic modeling of the observed correlations is possible thus allowing
unobserved eavesdropping. Therefore, in order to discriminate the signal from
background coincidences, the minimal observed coincidence rate Cmin must
be at least 6 times larger than Cacc.

The coincidence detection rate is determined by the total coincidence
efficiency link, which is the product of the individual efficiencies for the two
qubit links, ηlink = ηLink1ηLink2. The detected signal coincidences C are
given by the product C = Pηlinkηdet1ηdet2, where P is the pair production
rate of the source and ηdet1, ηdet2 are the detection probabilities. In order to
achieve a violation of Bell’s inequality, the signal coincidences must exceed
the limit Cmin = SNR ·Cacc, which leads to the following limit for the total
link efficiency,

ηlink ≥ SNR
Cacc

Pηdet1ηdet2
= SNR

S1S2Δτ
Pηdet1ηdet2

. (9.4.9)

9.4.3 Atmosphere-based Private Communication

The quantum private communication implemented in atmosphere has become
possible. Especially, QKD in atmosphere has entered the practical application
stage. In the case of transmission through free space, the polarization states of
photons have been used to conveniently encode information, since they do not
change significantly in transit. Of course, it sounds difficult to detect single
photons against background light, but the first experiment has demonstrated
the possibility of the free space QKD. The systems developed for free space
applications are actually very similar to the one for optical fibers. The main
difference is that the emitter and receiver are connected to telescopes pointing
at each other, instead of an optical fiber. The contribution of background light
to errors can be maintained at a reasonable level by using a combination of
the timing discrimination, spectral filtering, and spatial filtering.

To demonstrate the quantum private communication implemented in
atmosphere, two typical QKD schemes experimentally implemented in atmo-
sphere are exemplified. The first is the experimental implementation between
two mountains with a distance 23.4 km in Germany. The second, which uses
decoy state to prevent the photon-number splitting (PNS) attack strategies,
has been experimentally implemented in Spain with a distance 144 km. These
implementations have motivated the investigation on links from ground to
low-orbit communication satellites.

1) Experiment in Germany

A semi-portable free-space quantum cryptography system has been tested
and worked for key exchanging between two mountain tops, Karwendelspitze
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(2244 m) and Zugspitze (2960 m), in Southern Germany [?]. Compared to the
original experiment using polarization rotations performed by high-voltage
piezoelectric ceramic transformer (PZT), it is by far advantageous to use
separate laser diodes for every polarization at the transmitter. An additional
simplification of the equipment can be achieved by randomly splitting the
light in the receiver between the analyzers for two bases by a nonpolarizing
beamsplitter. This allowed one to design a long-range free space key exchange
apparatus capable of exchanging keys over free space ranges greater than 20
km where diffraction/turbulence and absorption losses reach up to 20 dB.

Fig. 9.11. Overview of experiment configuration for QKD in atmosphere

The transmitter in Fig.9.11 is designed round a 80 mm diameter trans-
mit telescope. A novel miniature source of polarization coded faint pulses
approximating single photons is used. This consists of four laser diodes (850
nm wavelength) arranged on a ring around a conical mirror. Each laser is
rotated to produce one of the four polarizations: 0, π/4, π/2, 3π/4 and
illuminates a spatial filter consisting of two pinholes with a diameter of 100
μm spaced at a distance of 9 mm. Since the overlap of emission modes of the
four laser diodes with the filter mode is rather poor, the initially very bright
laser pulses are attenuated to the required single photon level. Lasers are
randomly driven from a computer via a digital output card at 10 MHz repe-
tition rate using sub-nanosecond duration pulses. This creates about 500 ps
duration optical pulses randomly polarized in 0, π/4, π/2 or 3π/4 directions.
The computer uses a pre-stored random number to choose the polarization
for the present set of experiments. The receiver consists of a 25 cm diameter
commercial telescope with computer controlled pointing capability. Unfor-
tunately, the resolution of mechanics of this system was the limiting factor
for the alignment of the receiver, and was also difficult to handle at the
harsh outdoor condition. Yet, the stability of the system was very convinc-
ing. A compact four-detector photon counting module was coupled to the
back of the telescope after a long pass filter to block out short wavelength
background. The module consists of a polarization-insensitive beamsplitter
passing two beams to polarizing beamsplitters that are followed by four pho-
ton counting avalanche diodes. One polarizing beamsplitter is preceded by a
45◦ polarization rotator. Photons detected in this channel are thus measured
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in the π/4 basis, while the other polarizer allows measurement in the 0−π/2
basis. Since the splitting of incoming photons to the two analyzers by the
beamsplitter is truly random, no other random number sequence for basis
choosing is required on the receiver side, although it suffers the expense of
more detectors.

The distance between the two locations is 23.4 km. At this distance, the
transmitted beam was 1-2 m in diameter and was only weakly broadened by
air-turbulence effects at this altitude. Lumped optical losses of about 18 – 20
dB were measured and, using faint pulses containing 0.1 photons per bit, the
detected bit rate at Bob was 1.5-2 kb/s with the receiver efficiency of 15%.
Operating at night with filters of the 10 nm bandwidth reduced the back-
ground counts, and errors appeared in less than 5%. After sifting and error
correction, net key exchange rates were hundreds of bits per second. In a series
of experiments, several hundreds of kilobits of identical key string were gen-
erated at Alice and Bob. By improve the receiver efficiency and background
counts, key exchange could still be carried out when the transmission loss is
beyond 33 decibels. This marks a step towards accomplishing key exchange
with a near-Earth orbiting satellite and hence a global key-distribution sys-
tem.

2) Experiment in Spain

More recently, an experiment by transmitting quantum signals over a
distance of 144 km between the Canary Islands of La Palma and Tenerife
in Spain via an optical free-space link has been implemented. These experi-
ments are performed by a united research group in European. Two kinds of
quantum signals including the weak coherent laser pulse and entangled pho-
ton are employed in two different experiments. The experiment using weak
coherent laser pulses was implemented in 2007. In this experiment the optics
of the QKD transmitter (Alice) consist of four laser diodes, whose orientation
was rotated by 45◦ relative to neighboring ones. At a clock rate of R0 = 10
MHz one of them emitted a 2 ns optical pulse centered at 850 nm with a full
width at half maximum (FWHM) of 1.5 nm, according to random bit val-
ues, that were generated beforehand by a physical random number generator
and stored on Alice’s hard disk. Output beams of all diodes were overlapped
by a concaveconvex pair of conical mirrors and coupled into a single mode
optical fiber running to the transmitter telescope. Decoy pulses, which are ad-
ditional quantum states for eavesdropping detection in the transmitted qubit
sequence, at higher mean photon number μd were randomly interspersed in
the signal sequence by firing two randomly chosen diodes simultaneously. For
the empty decoy pulses, the electrical pulse driving the laser diode was sup-
pressed. The mean photon number for all decoy states was monitored with
a calibrated single photon detector at one of the output ports of a 50:50
fiber beam splitter before coupling to the telescope. The single photon po-
larization analysis was performed inside the transmitter telescope to correct
changes along the fiber.
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The experiment using entangled photon was implemented by the same
group in 2007. The transmitted photon was received in the Optical Ground
Station of the European Space Agency, and the entangled partner photon was
detected locally at the transmitter. In this experiment, quantum correlations
of the transmitted photons with its partner are sufficiently high to violate
Bell’s inequality and are also used to generate a quantum cryptographic key.
The experiment fully exploits the distance limits for ground-based free-space
communication, significantly longer distances can only be reached using air-
or space-based platforms. The range achieved thereby demonstrates the fea-
sibility of quantum communication in space, involving satellites or the Inter-
national Space Station (ISS).

9.4.4 Stratosphere-based Private Communication

Above experiments indicate possibilities for free-space quantum private com-
munication based on stratospheric platforms, which have been employed in
the radio wireless communication system. In the classic stratospheric com-
munication, stratospheric platforms are usually suspended at the height of
about 20 km above ground surface since the atmosphere condition of the
stratosphere is quite stable. Employing the physical architecture of the classic
stratospheric communication network and the experimental results of quan-
tum signal in atmosphere, a practical quantum communication model called
as quantum stratospheric communication (QSC) become possible.

Analogy to the configuration of the classic stratospheric communication
which has been used for the free space optical communication and wire-
less communication, QSC model also consists of stratospheric platforms and
ground stations. A stratospheric platform or a ground station may be called
as a network node. All nodes may construct various architectures in practical
network. To warrant the quantum private communication, optical equipments
for quantum signals are embarked on stratospheric platforms and ground sta-
tions. The stratospheric platform may be regarded as a transmitter, a receiver
or a relay station. Communicators may exchange information via a quantum
channel or a hybrid channel which combines a quantum channel and some
classical channels.

In the stratosphere-based private communication, one of key problems
is the link attenuation. Consider a faint laser beam with average photon
number of 0.1 in each laser-pulse as employed in many experimental systems.
This kind of quantum signals is regarded approximately usually as the single
photon signal. Suppose that the quantum state carried by the quantum signal
holds a polarized entangled state, which can be expressed as

|Ψ〉 = 1√
2

(| ↑〉a| ↓〉b − | ↓〉a| ↑〉b) ,

where subscripts a and b denote two photons of each entangled pair, respec-
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tively, | ↑〉 and | ↓〉 are possible states they maybe, respectively. From Section
9.4.2, the minimum SNR required for violating the Bell-inequality is 5.89
and the corresponding maximal link attenuation is 60 dB for the polarized
entangled photons. According to this requirement, the allowable condition
for the quantum signal transmission with the entanglement state is that the
link attenuation should be under 60 dB.

Fig. 9.12. Model of quantum stratospheric communication

Generally, the thickness of aerosols decreases exponentially as the altitude
increases, but the thickness above the height of 5 km is almost a constant
which is independent of the ground visibility [?]. This feature indicates that
the atmosphere between the ground surface and stratosphere platform can
be divided into two layers, i.e., the lower layer and upper layer. In Fig.9.12,
H1 is the altitude from ground surface to 5 km high and H2 is the altitude
from 5 km to the stratosphere platform, α is the elevation angle. Then, the
atmospheric attenuation of link L is given by

ALa = AL1
a +AL2

a , (9.4.10)

where AL1
a and AL2

a are atmospheric attenuations of links L1 and L2, respec-
tively.

According to characteristics of the aerosol distribution in atmosphere, the
atmospheric attenuation coefficient at each altitude can be calculated by

Aa(h) =

⎧⎪⎨⎪⎩
3.91
V

(
λ

0.55

)−q

exp
(
− h

Hs

)
, 0 ≤ h ≤ H1

γ, H1 ≤ h ≤ H
(9.4.11)

where V is the ground visibility, q is a constant depending on V , Hs is the
scale height, γ is the attenuation coefficient of the upper layer. The aerosols
attenuation coefficient is assumed to be a constant in any case since the
density of aerosols is extremely low in the upper layer.

The stratospheric platform is assumed to be suspended at the height of
20 km as in the classic stratospheric communication, i.e., H = 20 km.
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According to the experimental implementations and the stratospheric prop-
erties, following parameters are adopted. The telescope transmission factor is
0.8, diameters of transmit telescope and receive telescope are 5 cm and 25 cm,
respectively, λ = 860 nm, γ = 0.0025 and the earth radius R = 6378 km which
gives rise to the Earth’s curvature. Let the average impact of turbulence on
the whole link be r0 = 6 cm. The impact of turbulence on different parts
of the link is random, however, the involved model is suitable to calculate
bounds of the link attenuations in the QSC.

Fig. 9.13. Diagram of link between ground station and arbitrary stratospheric
platform

For the link between the ground station and stratospheric platform
(GS-SP), which has been shown in Fig.9.13, the path length can be calculated
by

Lgs =
√
R2 sin2 α+H2 + 2RH −R sinα. (9.4.12)

Then, the atmospheric attenuation of GS-SP link is

Ags
a =
∫ L1

0

3.91
V

(
λ

0.55

)−q

e−ξ0 dl + γL2, (9.4.13)

where ξ0 = (
√
R2 + 2Rl sinα+ l2 −R)/Hs.

The GS − SP link attenuation Ags as a function of the elevation angle
is shown in Fig.9.14. Consider two typical weather conditions, i.e. clear and
light haze, and corresponding ground visibilities are V = 23 km and V = 15
km, respectively. As a comparison, the link attenuation in vacuum is also
plotted.

Since the allowable attenuation is up to 60 dB for the polarized entangle-
ment state, Fig.9.14 shows that the elevation angle α should be in the range
of 5◦ ≤ α ≤ 90◦. Accordingly, for any α ∈ [5◦, 90◦], the quantum private
communication is possible since the link attenuation is under 60dB at this
case. The transmitted length L can be calculated by employing Eq.(9.4.11).
As an example, one can obtain easily the maximal link length which may
reach at least 180 km in two weather conditions, i.e. clear and light haze.
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Fig. 9.14. Dependence of the GS-SP link attenuation on elevation angle α with
Lp = 0.7

The QSC may encounter some difficulties in the situation of α < 5◦ unless
transmit telescope and receive telescope with larger apertures are used. When
α = 90◦, the link attenuation reaches the minimum which is about 14 dB.
This value is about 7 dB higher than one in the vacuum scenario. In addition,
the dependence of the link attenuation on the visibility has been considered.
Fig.9.14 shows that higher visibility gives rise to a lower link attenuation.
For example, in quite clear weather or at high altitudes, the influence of
atmosphere is much smaller and the performance of QSC is much better.
However, fog weather and clouded skies will make the link impossible as the
atmospheric attenuation increases dramatically in these scenarios.

The link between two stratospheric platforms, i.e., the SP-SP link, is more
complex since the platforms are not always at the same altitude due to the
influence of the Earth’s curvature. To calculate the link attenuation between
two platforms, the model plotted in Fig.9.15 is employed.

The link between SPA and SPB can be divided into three parts, i.e.,

LSS = L1 + L21 + L22, (9.4.14)

where L1 is in the lower layer, L21 and L22 are in the upper layer. Let β denote
the zenith angle. Obviously, the zenith angle is in the range of βmin ≤ β ≤
90◦, where the minimum zenith angle is given by βmin = arcsin[R/(R+H)].
The bound of the link length is LSSmin = 2(R+H) cosβ. Thus the atmospheric
attenuation of the SP− SP link is calculated by

Ass
a =

⎧⎪⎪⎨⎪⎪⎩
2
∫ L21+

L1
2

L21

3.91
V

(
λ

0.55

)−q

e−ξ1 dl + γL2, β < β1

2γ(R+H) cosβ, β > β1

(9.4.15)



9.4 Private Communication Over Free-Space 347

Fig. 9.15. Diagram of link between two arbitrary stratospheric platforms

where
ξ1 =(
√
l2 + (R+H)2− 2l(R+H) cosβ −R)/Hs,

and
β1 = arcsin[(R+H1)/(R+H)].

The SP− SP link attenuation Ass is shown in Fig.9.16. When the zenith
angle β < β1, the link attenuation is related to ground visibility since the
SP − SP link travels through the lower layer. However the link attenuation
is independent on the ground visibility when β1 ≤ β ≤ 90◦. Thus the curves
of link attenuations for different ground visibilities intersect at β = β1. In
Fig.9.16, two curves with V = 23 km and V = 10 km are plotted respectively.
One can see clearly the intersection of the two curves. From Fig.9.16 one finds
that the range of the zenith angle for the SP − SP link is 86◦ ≤ β ≤ 90◦.
Within this range, the largest distance between two stratospheric platforms
can reach 890 km. When the zenith angle β approaches 90◦, SPA and SPB

should be very close. In this situation the quantum signal can always be
received since the diameter of the receive telescope is larger than the broad-
ened beam, so that the link attenuation is a constant, which is plotted in the
window in Fig.9.16.

According to results of the quantum signal transmission displayed in
Figs.9.14 and 9.16, a worldwide QSC network is possible in principle. In
addition, such a stratospheric platform in the QSC network can serve as a
relay station for connecting a ground station and satellite station. The above
attenuation analysis reveals that in the weather conditions with ground vis-
ibility lager than 10 km, the maximum of the link length between ground
station and stratospheric platform can reach 180 km. A stratospheric plat-
form can cover the area at least 104 km2. For the SP − SP link, the maxi-
mal distance between two stratospheric platforms is 890 km. Therefore, the
involved QSC model is a good alternative to build up a worldwide quantum
communication network. If one combines a QSC network with a fiber-based
quantum communication network, a global quantum communication network
can be realized. Of course, from the viewpoint of practical applications, it is
not a practical way for that many stratospheric platforms are suspended in



348 9 Practical Private Communication Systems

Fig. 9.16. Dependence of SP-SP link attenuation on zenith angle β with Lp = 0.5

the atmosphere since many satellites have been lunched. However, strato-
spheric platforms acting as relay stations or forming a local area network
might be possible in practical applications.

9.4.5 Satellite-based Private Communication

The optical free-space link could provide a unique solution to the globe quan-
tum private communication since they allow in principle for larger propaga-
tion distances of photons due to the low absorption of the atmosphere in
certain wavelength ranges. Also, the almost non-birefringent character of the
atmosphere guarantees the preservation of the polarization entanglement to a
high degree. Free-space optical links have been studied and successfully imple-
mented already for several years for their application in quantum cryptogra-
phy based on faint classical laser pulses. A next crucial step is the distribution
of quantum signals via such free space links. The above section has studied
the quantum private communication based on stratospheric-platform. In this
section, we move on to the satellite-based quantum private communication.

Broadly speaking, the satellite quantum private communication is a kind
of quantum private communications which uses satellites as the terminals
of transmitters and/or receivers. It may be modeled using Fig.9.17 which
summarizes the scenarios considered based on satellites in geostationary orbit
(GEO) and in the low earth orbit (LEO). Such satellites may serve as a
platform for transmitters or receivers. This model does not envision the use
of passive relays, e.g., retro-reflectors or mirrors, because of the high link loss
they would introduce and because of the difficulty to implement a point-ahead
angle. This model has been employed in Ref.[?]. In this model, five links are
associated with the satellite quantum private communication system. The
links 1 and 2 are associated with ground stations, and they may be called
LEO-based link and GEO-based link, respectively. The links 3 − 5 occur
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between GEO and LEO satellites, where links 3 and 4 are LEO-to-LEO
link and GEO-to-GEO link, respectively, while the link 5 is a LEO-to-GEO
link. For these links, they are associated with different channel properties
and attenuation. There are no attenuations in links 3∼5 since they are in
vacuum. For the links 1 and 2, their attenuations can be described using
the similar way as presented in previous subsection. For example, when the
entangled photon-pair signal is employed, the link attenuation is the same as
the calculations in Section 9.4.4.

Fig. 9.17. Satellite quantum private communication model

An experiment at the conditions for the implementation of the single
photon exchange between a low earth orbit geodetic satellite, called satellite
Ajisai, and an Earth-based station was reported in 2008 [?]. This experiment
mimics a single photon source on a satellite, exploiting the telescope at the
Matera Laser Ranging Observatory of the Italian Space Agency to detect
the transmitted photons. Weak laser pulses, emitted by the ground-based
station, are directed toward a satellite equipped with cube-corner retroreflec-
tors. These reflect a small portion of the pulse, with an average of less than
one photon per pulse directed to the receiver, as required for the faint-pulse
quantum communication. The returns from satellite are detected. The trans-
mission distance has reached 1485 km which is just the perigee height of the
low earth orbit geodetic satellite. Of course, the influences of the atmosphere
should be considered in this case except for a very clear atmosphere.
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9.5 Private Communication over IP Networks

From the viewpoint of network, modern communication systems are toward
to run over the Internet protocol (IP), e.g., the IPv4 or the more recently
IPv6. The security of the modern networks generally relies on one of two
basic cryptographic techniques to ensure the confidentiality and authentica-
tion/integrity of traffic carried across the network: symmetric (secret) key
and asymmetric (public) key. Indeed today’s best systems generally employ
both, using public key systems for authentication and establishment of
secret session keys, and then protecting all or part of a traffic flow with these
session keys. Certain other systems transport secret keys out of channel, e.g.
via courier, as in classical cryptography.

As described in previous, fundamental aspects of quantum physics now
suggest a third paradigm for the key distribution, i.e., the quantum key dis-
tribution. Theoretical and experimental researches have confirmed the utility
of this paradigm. For example, the point-to-point quantum private communi-
cation in telecom fiber or atmosphere has entered the practical application. In
modern communication, however, security of the end-to-end communication
is more important than the P2P communication. Since the current end-to-
end communication network, i.e., the well-known Internet network over IP
protocol suites, consists of the optical fiber network and wireless communi-
cation, where the quantum private communication has become possible in
these networks. This gives rise to the issue of how to implement the quan-
tum private communication over IP networks, which is usually regarded as
quantum Internet network. This section addresses this issue.

9.5.1 IPsec Extensions With QKD Protocols

The IPsec, short for Internet protocol security, is an architectural framework
for secure communications within IP suite. To employ the quantum private
communication system to the IP network, one has to syncretize the quantum
private communication scheme into the architectural framework of the IPsec.

For clearly, the IPsec protocol suite is introduced firstly. The IPsec frame-
work is defined by a standards-track document within the Internet engineer-
ing task force (IETF), namely request for comments (RFC) 2401, a security
architecture for IP. The IPsec is a suite of protocols for securing IP communi-
cations by authenticating and/or encrypting each IP packet in a data stream.
It also includes protocols for the cryptographic key establishment. In short,
the IPsec opens standard that provides data confidentiality, data integrity,
and data authentication between participating peers. Some important com-
ponents are the authentication header (AH), encapsulating security payload
(ESP), internet key exchange (IKE), and Internet security association and
key management protocol (ISAKMP)/Oakley.

One of its components, the IKE protocol, permits two endpoints to agree
first on which cryptographic protocols and algorithms they wish to employ for
a given security association, and second on keys they use to encrypt and/or
authenticate subsequent message traffic within that security association. IKE
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is defined by its own standard track document within the “IETF, RFC
2409, the Internet Key Exchange”. Although IKE is a relatively complicated
protocol, its basic concepts are straightforward. Fig.9.18 depicts the most
important elements involved in an ongoing relationship between two IKE
peers. In this figure, SPD, SAD, and SA represent security policy database,
security association database, and security association, respectively, and the
filter is referred to the IP packets filter. This illustration is intended to be
high-level and schematic rather than a detailed depiction of an actual soft-
ware architecture.

Fig. 9.18. Simplified schematic of IKE/IPsec architecture

In the IKE protocol, every security association has a maximum lifetime
which governs how long the key material for that association can be used.
This lifetime can be expressed either in time (seconds) or in data encrypted
(kilobytes) and is configured via the security policy database (SPD) entry for
a given security association. Every time of the lifetime expires, a new security
association must be negotiated and it will bring with it fresh key material.
This is sometimes termed “key rollover,” because it replaces an older key by
a newer one while still protecting the same underlying traffic flow. The key
size needed for an encryption or a hash algorithm depends on the specific
algorithm being employed. Some algorithms always use the same key size.
For others, which can accept a range of key sizes, SPD must list the actual
key size that should be employed for a given security association (SA).

Usually, the conventional IKE is implemented using public key cryptosys-
tems, however they are associated with intractable problems. While the QKD
protocol may generate a key with unconditional security. This motivates the
substitution of the conventional IKE using the QKD protocol, which leads
extensions of the IPsec.

The IPsec protocols operate at the network layer, i.e., layer 3 of the OSI
model which consists of 7 layers including the application layer, presentation
layer, session layer, transport layer, network layer, data link layer, and physi-
cal layer. As described in Chapter 4, a QKD scheme may be divided generally
into 6 components: quantum signal transmission, eavesdropping detection,
obtaining raw key, reconciliation, privacy amplification, and authentication.
All these components are associated with at least a determined QKD pro-
tocol. Consequently, the QKD system may be also regarded as a suite of
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protocols. For example, the quantum signal transmission is associated with a
QKD scheme, e.g., the BB84 protocol, B92 protocol, or EPR protocol, while
the channel authentication is involved in the eavesdropping detection process,
and so on. In addition, there are some optical process control (OPC) sub-
systems in the implementation. According to the OSI model, the quantum
signal transmission and OPC correspond to the physical layer and data link
layer, respectively. While the remainders may be emerged into the IPsec pro-
tocols suite. According to the above description, a schematic demonstration
described relationships between the IPsec and the QKD system has been
built in Fig.9.19.

Fig. 9.19. Relationships among OSI model, IPsec and QKD system

The IPsec supports two encryption modes: transport and tunnel. The
transport mode encrypts only the data portion (payload) of each packet,
but leaves the header untouched. The more secure tunnel mode encrypts
both the header and the payload. On the receiving side, an IPSec-compliant
device decrypts each packet. Usually, the transport mode provides a secure
connection between two endpoints as it encapsulates IP’s payload, while the
tunnel mode encapsulates the entire IP packet to provide a virtual “secure
hop” between two gateways. The latter is used to form a traditional virtual
private network (VPN), where the tunnel generally creates a secure tunnel
across an untrusted Internet. Clearly, the QKD scheme can be employed in
the IPsec. Even one may substitute the classic cryptosystem using quantum
cryptosystem when the later becomes mature.

Other Internet security protocols in widespread use, such as the secure
socket layer (SSL) protocol, transport layer security (TLS) protocol, and
secure shell (SSH) Protocol, operate from the transport layer up (OSI lay-
ers 4 – 7). This makes IPsec more flexible, as it can be used for protecting
layer 4 protocols, including both transmission control protocol (TCP) and
user datagram protocol (UDP), the most commonly used transport layer
protocols. IPsec has an advantage over SSL and other methods that operate
at higher layers: an application doesn’t need to be designed to use IPsec,
whereas the ability to use SSL or another higher-layer protocol must be
incorporated into the design of an application. The IPsec uses IKE to han-
dle negotiation of protocols and algorithms based on local policy and to
generate the encryption and authentication keys to be used by IPsec. The
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IPsec can be used to protect one or more data flows between a pair of hosts,
between a pair of security gateways, or between a security gateway and a
host. Combining the quantum cryptographic techniques and the IPsec suite
protocols a more secure IP network may be built. Next, an example of com-
bining the conventional VPN with the QKD schemes is demonstrated over
the IP network.

9.5.2 Quantum Virtual Private Network

The conventional VPN for cryptographic aims use both the public-key and
symmetric cryptography to achieve the confidentiality and authentication/
integrity. Public-key mechanisms support key exchange or agreement, and
authenticate the endpoints. Symmetric mechanisms (e.g., 3DES, SHA1) pro-
vide traffic confidentiality and integrity. Thus VPN systems can provide con-
fidentiality and authentication/integrity without trusting the public network
interconnecting VPN sites.

To implement VPN using quantum techniques, one may have at least
two approaches. The first approach which has been adopted by the research
group supported by the DAPPA project is as follows [?]. The existing VPN
key agreement primitives may be augmented or completely replaced by keys
provided by quantum cryptography, while the remainder of the VPN con-
struct is left unchanged. This has been shown in Fig.9.20. In this way, the
built QKD-secured network is fully compatible with conventional Internet
hosts, routers, firewalls, and so forth. Of course, one may use the second
approach. As that in the first approach, the key exchange protocols, crypto-
graphic algorithm, and authentication algorithm are all is associated with the
quantum techniques. These have been introduced in Chapters 4 – 6. Thus, the
built quantum IP network may be employed in a high efficiency. In addition,
the security and efficiency are obviously improved.

Fig. 9.20. Architecture for VPN based on quantum cryptography
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9.6 Applications in Mobile Communication

Mobile communication networks require a high level of security. To fulfill
these requirements end-to-end, mobile network vendors implement state-of-
the-art security technologies from mobile phone trough radio links, core net-
works, and back-office systems. Some well-known companies, e.g., Siemens
communication’s mobile networks division, have recently reviewed the
applicability of quantum cryptography for securing its networks and solu-
tions. Especially, the application of QKD techniques in the mobile communi-
cation networks has attracted attention of the European telecommunication
standard institute (ETSI). This section analyzes some possible applications
of the quantum private communication in mobile communication networks.

1) Random Number Generation for Algorithmic Cryptography

Random numbers play important role in modern communication, espe-
cially in the secure communication system. Subsequently, the random number
generation (RNG) has become an important issue in the private communi-
cation. For example, the key management system depends on the random
generation. Currently, random numbers are generated using computers and
other electron devices, however, these generations are often overlooked. Being
deterministic, computers and other electron devices are not capable of pro-
ducing truly random numbers. Accordingly, a physical source of randomness
is necessary.

Quantum physics being intrinsically random, it is natural to exploit a
quantum process for such a source. Quantum RNG have the advantage over
conventional randomness sources of being invulnerable to environmental per-
turbations and of allowing live status verification. Based on quantum laws,
a practical random generator, called Quantis, has been invented in id Quan-
tique Company, and it has become commercial availability. The Quantis is a
physical random number generator exploiting an elementary quantum optics
process. Photons are sent one by one onto a semi-transparent mirror and
detected. Exclusive events (reflection-transmission) are associated to “0” and
“1” bit values. The operation of Quantis is continuously monitored to ensure
immediate detection of a failure and disabling of the random bit stream.

The algorithmic cryptography and quantum cryptography are often per-
ceived as alternatives, there are also synergies. A good example is the usage
of quantum physical random generators in combination with cryptographic
algorithms. In contrast to algorithms, such quantum physical random gener-
ators provide a perfect solution for generating random numbers required for
the generation of cryptographic keys. Due to the commercial availability of
such products, that technology is ready to use. This paves a road for applica-
tion of the quantum random generation on the secure mobile communication
system. For example, random number generation is often exploited in the
wireless public key infrastructure (WPKI) for generating a random string.

2) Wired Equivalency Privacy with QKD

Wireless security is becoming increasingly important as wireless applica-
tions and systems are widely adopted. Wireless local area networks (WLAN)
are based on the IEEE 802.11 standard. A series of standards under the
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IEEE 802.11 have been used in our daily life, such as the IEEE 802.11a,
IEEE 802.11b, and IEEE 802.11g. A number of impressive attacks are pos-
sible and have been heavily publicized, especially in the the IEEE 802.11b
area. Wired Equivalency Privacy (WEP) is part of IEEE 802.11b. Since the
leak of this protocol, WEP is completely broken and offers very little real
security. QKD shows a great future in wireless security. An example of QKD
for Wi-Fi networks security has been presented in Ref.[?]. Fig.9.21(a) shows
the pairwise key hierarchy containing keys related to the encryption of uni-
cast traffic. At the top level there is the master key titled pairwise master
key (PMK) that is used to derive the other keys. The pairwise transient key
(PTK) is created between the access point and the mobile terminal during
the 4-way handshake. The PTK is split into three final temporal keys, namely
key confirmation key (KCK), key encryption key (KEK), and temporal key
(TK). Fig.9.21(b) is the framework of QKD technology works with Wi-Fi.
The hierarchy is split into two parts and the right part works under the B92
protocol. The KCK is generated from the PMK to serve the mutual authen-
tication of the supplicant and the authenticator and protect the B92 pro-
tocol from the Main-in-the-middle attack as described in Ref.[?]. Once the
mutual authentication finished, the supplicant and authenticator start the
B92 protocol for the establishment of the quantum PTK. The quantum PTK
is splits into the KEK and TK. In this hierarchy QKD is used to establish the
PMK, therefore all KEK, KCK, and TK are established using the involved
QKD scheme.

Fig. 9.21. Hierarchy of QKD in Wi-Fi Networks

(a) Pairwise key hierarchy; (b) Quantum handshake framework for B92 protocol with Wi-Fi

3) QKD-enhanced VPNs

As addressed in Section 9.5.2, QKD-enhanced VPNs over IP network has
been implemented by researchers in BBN, Harvard university and Boston
university. Mobile communication network is also associated with the VPN
in many systems. Accordingly, one may foresee a broad range of applica-
tion scenarios in mobile networks, where network security will benefit from
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quantum security technologies, mainly as a replacement for dedicated con-
nections by VPNs enhanced by QKD. Of course, in mobile networks, the
adoption of such innovations will depend on the security requirements, cost
considerations for technologies with comparable performance, and maturity
of quantum computing.

Within the core of mobile networks, there are several systems included
such as the large data base system with large amounts of subscriber data, e.g.,
the 2G home location register (HLR) or the home subscriber service (HSS) of
3GPP. The availability of HSS is critical for the operation of mobile networks.
Mirroring of HSS data is one option to improve its availability. A classical
HLR consists of 2 clusters, each holding about 50% of subscriber records,
with typically 60 GB of data per HLR. Such a “mated pair” is located in
geographically different locations, e.g., within a metropolitan area. The mated
pairs have to be synchronized for any changes. Technically, synchronization
should be performed in a duration, e.g., every 15 minutes. Security require-
ments regarding confidentiality and integrity are high in this scenario. To
reach these aims keys with high security should be exploited. Obviously, it
provides a changes for employing QKD in this scenario for interconnecting
subscriber data bases. Especially, for inter-urban distances the data rates fit
well with the QKD performance already available, therefore, the commercial
feasibility depends mainly on the security requirements and cost/performance
ratio in comparison to classical VPN solutions. Of course, improvements for
inter-urban distances regarding QKD data rates may be necessary, depending
on the security requirements and the resulting frequency of key exchange. For
example, if the AES is employed the current key rate of QKD is available,
while if the one-time pad is used the key rate of the current QKD system
should be improved further.

Another application scenario for QKD-enhanced VPNs is the transport of
accounting and charging information from a national mobile communication
network to its back-office billing systems. Both the subscriber and the network
operator require correct, timely processing of these data, so the security, e.g.,
integrity, proof-of-origin, etc., of charging data is critical. One method for the
transport of charging tickets relies on FTP push or pull, with typical data
sets comprising around 100 kbit/s. FTP pull is required with a frequency
from once per day/week up to once per 10 minutes. Today, cost/performance
ratio of QKD and the distances between national nodes of the mobile network
still limit the commercial feasibility. As soon as distances of some hundred
kilometers are supported, this becomes a potential application scenario for
QKD.

Quite often, the partners communicating with their mobile phones are cus-
tomers in different mobile networks. So there are interconnections necessary
between these networks. Typical data here include data rates per individual
connection of between 30 and 180 kbit/s, depending on the type of con-
tent (voice/data) partly with strict real-time requirements. Per million sub-
scribers some 10.000 inter-network connections have to be supported. Given
the global/nation-wide distances between single networks, the amount of
connections which require separate, individual protection, and the realtime
requirements for voice, this application scenario poses some extra require-
ments for QKD.
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9.7 Limitations on Availabilities

Previous sections have introduced three typical network architectures for the
quantum private communication, i.e., fiber-based, space-based, and IP net-
works. These architectures can be employed independently in practices or as
basic elements for constructing larger communication network. When they
are employed as basic elements a globe quantum private communication net-
work becomes possible in principle.

Currently, some practical quantum private communication network sys-
tems have being presented. In October 2003, BBN Technologies set up a
primitive but pioneering QKD network in Cambridge, Massachusetts, linking
their site with Harvard University and Boston University. The firm showed
that it was possible to direct the stream of single photons between different
receiving units using an optical switch, and it also introduced the idea of
“key relay” along a chain of trusted nodes. Here, each pair of adjacent nodes
in the chain stores its own local key. A global key may then be sent from one
end of the chain to the other, over any distance, by using the local keys and a
one-time pad to encrypt each hop. A more sophisticated system is currently
under development by the European SECOQC consortium, a collaboration of
academic and industrial QKD researchers, classical cryptographers and tele-
coms engineers. It is developing the protocols required for routing, storage
and management of keys within a meshed network that could in principle be
very large. A trial implementation of the quantum network is executing that
will allow any two users at several sites across Vienna to establish a shared
key.

Of course, to go forward from current demonstrations of the two-users
quantum private communication system to a globe network architecture,
some important issues need to be addressed. They are actually the prob-
lems or challenges in the current availabilities of quantum private communi-
cation systems. Its current constraints, both regarding technological aspects,
e.g., distance and data rate, and the rather high cost of its first commercial
products, limit still its practical applicability.

9.7.1 Limitations on Communication Systems

Currently, availabilities of the quantum private communication still suffer
from some limitations on communication technologies in quantum scenarios.
These are associated with the quantum signal source, transmission distance,
key rate of QKD, devices employments, drawbacks on the networks and quan-
tum computing techniques, etc. The following demonstrates these limitations
using a QKD system.

One of the main goals of the ongoing scientific work of QKD is to increase
the distance and rates of single links, especially in the fiber-based scenario.
In space-based quantum private communication system a very long distance
of 1485 km has been implemented. However, although the 200 km QKD
experiment in fiber provides a possibility for implementing the quantum pri-
vate communication in metropolitan area network (MAN), but single links
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in fiber for backbone transmissions which may be several hundred kilometers
or even thousand kilometers keep a challenge. With the help of amplifiers,
the distance of classical communication can be increased by restoring the
amplitude of signals. Contrarily, quantum signals are not able to be amplif-
ied due to the fundamental reasons that ensure security. Nevertheless
another method is in principle possible to increase the transmission distances:
quantum repeater on the basis of entanglement swapping.

For example, if a station A would again like to communicate with a station
B, but the distance would be slightly too long for a single link, it is possible
to distribute two entangled pairs (|ψ〉a1b1 and |ψ〉a2b2) to them. The photon
a1 from the first pair would be received at the station A and the photon b2
from the second pair at the station B. Both remaining pair photons (b1 and
a2) would need to be saved in quantum memories in a repeater station C
in between. If both pairs would be distributed independently, then a joint
measurement of b1 and a2 could give an outcome that is needed that the
measurement of a1 at the station A and b2 at the station B is formed to a
common key without loosing security since b1 and a2 have formed an resulted
entangled state |ψ〉a2b1 after b2 and a1 are jointly operated at the station C.
In this way, it is possible to have more than one repeater in between A and
B. The basic principle of the quantum repeater has been described in Section
7.2.2.

Using of many quantum repeaters may construct naturally a quantum
network. Like in classical communications where single link between stations
is mostly not the most economic way of connecting also in quantum net-
works there are a lot of possibilities. One possibility is that the existing
fiber infrastructure can be used to define a network called quantum-classic
multiplexing (QCM) network. Due to different topologies in existing mesh-
and ring-structures one must construct very universal QCM architectures.
Because this needed infrastructure is maybe not available in the physical sta-
tions of fiber networks anyhow, it is maybe preferable to build up a QCM
network starting from scratch. Then also considerations of efficiency of links
and different QKD systems can be included. However, in such QCM net-
work all nodes must be trusted when it is used for the aim of QKD, because
these keys should be stored typically in embedded electronics. This main dis-
advantage can be explained that if a sender A and a receiver B would be
connected via a network to each other, then a key is exchanged between the
QCM network and sender A and also another one between the QCM network
and receiver B. The network has both keys and so the full information of the
secrets between A and B. Thus, the network needs to be trusted. Certainly,
this way is inconvenient in practices. With quantum repeaters a real quan-
tum network may be defined. In contrast to the QCM network all of nodes
in a quantum network don’t need to be trusted, because there is no quan-
tum information transferred into classical bits. However, a long-life-quantum
memory is necessary in this case. Recent developments such as a semicon-
ductor device for generating entangled photon pairs and the teleportation
of quantum states between photons and atoms bring the quantum repeater
closer to becoming a reality. However, it is still far away from the practical
application.

Another problem is the high efficiency detection of quantum signals such
as single photons or coherent state laser pulse at a typical communication
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wavelength of 1310 nm or 1550 nm. The maximal distance of any QKD
system (even with perfect sources) is approximately given, when the incoming
photons are roughly in the order of the noise of the detector due to dark
counts and after-pulsing effects. The number of incoming photons is limited
by the loss of the transmission system and the production rate of the source.
Unfortunately the latter value cannot longer be increased, because the used
detectors are needed to be gated with a maximal rate of 4 – 10 MHz when
single photon signal has been income. This problem can be solved currently
in two ways. One is using new technology such as the superconducting single
photon detector which has been described in Chapter 7. Another way is using
the wavelength conversion approach. This is a research focus in quantum
communication. The single photon is converted from 1310 nm or 1550 nm to
a wave-length that is possible to detect by some avalanche photo diodes in the
visible or near infrared. These devices have a very high detection efficiency
of > 65% (instead of > 10% for 1550 nm) and also don’t need to be gated.
There low back ground is very preferable for long-distance demonstrations.
Even in that first demonstration a secure key rate of 20 kHz over a distance of
50 km was presented. Another advantage is the possibility of the transfer to a
wavelength that could be used for Ion-traps to act as a quantum memory and
to store a single photon. This is a pre-requisite for future quantum repeaters.
However, both approaches are yet not available in practice.

Most of the actual propositions for provably secure pairwise QKD over
optical fibre (both with and without entanglement) require stable fibre
interferometers. Stability can be achieved either with active compensation,
a cumbersome task, or with passive compensation, as in the plug & play
scheme. However, this is done at the expense of reducing the security level
in a way which remains debated. For a network to be scalable, passively sta-
bilized interferometers that do not threaten the security are required. These
interferometers need much improvement in thermal and mechanical stability
before they can be deployed in networks.

The problem of the key rate in the QKD scheme has been described in
previous. Although it is possible to combine the QKD and most of classic
cryptographic algorithms such as AES, the current key rate of the QKD
procedure is not suitable for the one-time pad. While the later is just the
initial motivation of investigating the QKD.

9.7.2 Limitations on Security

Of the cryptographic algorithms in practical use today, most rely on the fact,
that it is computationally hard to find the secret key; such algorithms are
rated as the computational security. But during its evolution cryptography
has often found weak spots in cryptographic algorithms or their implemen-
tations. Unconditionally secure cryptographic algorithms, which have been
proven secure independent of the computing power of an adversary, are an
alternative to fulfill very high security requirements.

Assuming that the understanding on quantum physics is correct, and
assuming perfect implementation, then QKD has been proven to be uncon-
ditionally secure. But QKD alone does not provide a secure communica-
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tion system in the practical private communication. As described before, two
more requirements have to be fulfilled to enable secure communications are
authentication which ensures proof of origin and message integrity and mes-
sage encryption which warrants the confidentiality. In classic cryptography,
there is only one unconditionally secure method for encryption, namely the
Vernam cipher or modulo 2 one-time pad, requiring keys as long as the mes-
sage. For authentication, there are unconditionally secure message authenti-
cation codes of Wegman-Carter, requiring a pre-established key. This is also
required for all other symmetric-cryptography based authentication methods.
Accordingly, it is possible to extend QKD to an unconditionally secure com-
munication system even secure against attacks by quantum computers, but
at a certain price. However, only simple combinations of a QKD scheme and
a classic one-time pad (or Vernam cipher) or authentication scheme are not
always secure in spite of these employed schemes are unconditionally secure
when they are independently employed, since an inadequate combination of
two cryptographic modules might result in new security problems in itself.

Very powerful attacks to a single QKD link are the Man-in-the-middle
attack and denial of service (DOS) attack. If a sender A and a receiver B
would like to communicate with each other, but the adversary E changes the
situation that A and E build up a secret key, and also E and B another one,
then he acts like the Man in the middle of the communication. Quantum
cryptography alone is not able to resist this attack. As in classical consider-
ations, only if A and B use a pre-shared secret to authenticate some needed
messages in the quantum protocol before a new secret can be established,
then the adversary E is unable to perform this Man-in-the-middle attack. On
the other hand, this attack leads to a reduction of this pre-shared secret and
the adversary could continue his attack until no secret is left. The stations
A and B could not restart the quantum link any longer. This “denial of ser-
vice attack” for that link is impossible in quantum networks, if there is more
than one possible connection between A and B. The stations A and B would
be able to exchange a new shared secret between them over the remaining
network that has not been tampered by the adversary. But in the two-party
communication with a single link, the DOS attack is available in the quantum
private communication. Of course, one could adopt the classic approaches to
solve this problem.
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